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Antitrust Admonition

Certification Best Practices and Activities Review                      

December 8, 2022

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons participating 

in Texas RE activities from using their participation as a forum for engaging in 

practices or communications that violate antitrust laws. Texas RE has 

approved antitrust guidelines available on its website. If you believe that 

antitrust laws have been violated at a Texas RE meeting, or if you have any 

questions about the antitrust guidelines, please contact the Texas RE General 

Counsel. 

Notice of this meeting was posted on the Texas RE website and this meeting is 

being held in public. Participants should keep in mind that the listening 

audience may include members of the press, representatives from various 

governmental authorities, and industry stakeholders. 
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Agenda

NERC Rules of Procedure for Certification and Certification Reviews

• Section 500 and Appendix 5A

Triggers for Certification Reviews

Certification & Certification Reviews Process Steps

• Examples of Certification Reviews and Evaluation Items

Best Practices and Testimonials

Resources
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Sli.do (#TXRE))

Which Functional Registrations require certification?

Certification Best Practices and Activities Review                      

December 8, 2022

A. Balancing Authorities (BA)

B. Reliability Coordinators (RC)

C. Transmission Operators (TOP)

D. All the above
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NERC Rules of Procedure

● Section 500 and Appendix 5A Govern Certifications

▪ ROP revised and re-issued January 2021 | Appendix 5A, pages 13-30

▪ ROP changes are in the Second Compliance Filing and were approved by 

FERC on January 19, 2021

● Certifications are required for BAs, RCs, and TOPs

Clean ROP Versions

Attachment 1, Section 500

Attachment 5, Appendix 5A

Redline ROP Versions

Attachment 2, Section 500

Attachment 6, Appendix 5A
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https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Second%20Compliance%20Filing%20on%20Five-Year%20Order.pdf
https://cms.ferc.gov/sites/default/files/2021-01/E-4-RR19-7-001.pdf
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Sli.do (#TXRE)

Have you been a participant in a certification or a certification review?
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Certification vs. Certification Review

Certification Review
Appendix 5A Section V

Provides reasonable assurance an already

certified and operational Registered Entity

will continue to support reliable operations of

the BPS after initiating a material change.

Trigger Examples

- Expand or contract the Entity’s footprint, territory 

- Relocate the Control Center

- Modify the Energy Management System (EMS)

Certification 
Appendix 5A Section IV

Certification activities assess the processes,
procedures, tools, and training these
organizations use in performing these
functions and provide a prospective level of
assurance that the organization has the
capacity to meet the reliability obligations of
its registration.

Trigger Examples

- A new entity applying for registration & certification

- An existing entity applying for a certification of a new 

function

Note: This is a non-exhaustive list

Certification Best Practices and Activities Review                      

December 8, 2022



10

Audit vs Certification

Audits Certifications/ 

Certification Reviews

Gather historical evidence to demonstrate compliance Sometimes

Gather control information that informs Compliance 

Oversight Plans and other CMEP activities

Sometimes

Defined processes and roles Yes

Use Reliability Standards as a basis Yes

Communication is key Yes

Leadership skills are critical Yes

Audits determine compliance over past audit period IN ADDITION to using 
risk-based principles to look forward.
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Nuances on the Collaborative Decision

• Collaborative decisions between NERC and the Regions are required for selecting 

any review activity involving already certified entities

▪ NERC has final oversight over determinations

▪ This “collaborative decision” language allows certification reviews to be more 

risk-based than before

• In 2021, the ERO Enterprise mutually decided to do 12 certification reviews 

and 11 lesser activities

• We are relying on entities to be proactive and recognize these certification review 

triggers

• The earlier an entity reaches out, the easier it is to stay on schedule   

• We are seeing an increase in cross-regional review activities
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Nuances on the Collaborative Decision

● Informal dialogue on potential certification activity is encouraged as far in advance 

as possible

● The decision may be:

▪ To conduct a review under the Appendix 5A Certification Review process or verify tasks 

performed by others associated with a certified RC, TOP, or BA

▪ To engage in any lesser activity necessary to understand changes that are material to 

an entity’s operations or inherent risk

• Evaluate and document the changes

• Meet with entity project teams to discuss

▪ Influenced by responses to requests for information, questionnaires or data requests

▪ Influenced by ERO risk priorities, entity inherent risk and recent or future CMEP activity
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Appendix 5A, Section V: Certification Review Triggers

Changes to Registered Entity’s Footprint

Including de-certification changes to existing JRO/CFR assignments or sub-set list of 

requirements: 

▪ The review of changes to an already registered and operational Entity’s footprint is 

primarily concerned with ensuring the gaining functional entity has the tools, training, and 

security in place to reliably operate with new responsibilities. 

▪ Possibly characterized by new metered boundaries associated with the integration or 

disassociation of existing electrical areas of the BPS.

Note: This is a non-exhaustive list
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Appendix 5A, Section V: Certification Review Triggers (Cont.)

Relocation of the Control Center

Control Centers are fundamental to the reliable operation of the interconnected 

transmission network as they continuously monitor, assess, and control the generation and 

transmission power flows on the BES. Impacts to the functionality provided within these 

facilities can affect:

• Tools and applications that System Operators use for situational awareness of the BES

• Data exchange capabilities

• Interpersonal (and alternate) Communications capabilities

• Power source(s)

• Physical and cyber security

The impact of the relocation of the Control Center on the entity’s ability to perform the 

functions for which the entity is registered under normal and emergency conditions should 

be explored and documented to understand the manner in which the Control Center 

continues to support the reliable operations of the BES.
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Appendix 5A, Section V: Certification Review Triggers (Cont.)

• Modification of the Energy Management 
System which is expected to materially affect 
CIP security perimeters or the System 
Operator’s

• Situation Awareness

• Monitoring and Control functionality, 
including alarming and advanced app

• Human performance (machine interface)

• BES Cyber Systems and their associated 
BES Cyber Assets

Modification 
of the 

Energy 
Management 

System 
(EMS)  
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Sli.do (#TXRE)

Does your entity have any planned changes scheduled in the next year 

or two that may impact operations?
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Certification Notification & Preliminary Questionnaire
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Certification Notification & Preliminary Questionnaire (Cont.)

Certification Best Practices and Activities Review                      

December 8, 2022



19

Overview of the Process Steps

● Assemble the Certification/Certification Review Team

● Create and send Certification/Certification Review 

Package to Entity

▪ Include Matrix of relevant requirements 

Note: Certifications are a forward-looking engagement 

and may look at standards that have recently became 

enforceable or will soon become enforceable

● Review Request for Information (RFI) and 

documentation from Entity supplied to review team

▪ Team reviews responses and documentation and 

closes out those that require no further action

● Conduct onsite (or virtual) visit to entity for control 

room tours, interviews, and demonstrations

▪ Address open items

▪ Record positive observations and recommendations

● Issue Final Report and Letter

Entity must commence operation 

within 12 months of certification
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Certification Review – Reasonable Assurance

Certification Reviews are an effort to continue to endorse 
entities registered as BAs, TOPs and RCs that were 
previously certified by the Region and NERC following a 
‘triggering’ event (i.e. Material Change).

• Evaluate the entity’s Reliability Standard based capabilities associated 
with the registered functions. 

• Used to gain reasonable assurance that the entity has the processes, 
procedures, tools, training, and personnel in place to continue to reliably 
perform the registered functions following a ‘triggering’ event (i.e. Material 
Change).
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Certification Review – Scoping

Certification Review scoping is based on the ‘triggering’ event, the 
entity’s registrations, compliance history and ‘risk profile’. Scoping 
begins with reviewing:

• Pre-certification questionnaire

• Applicable ‘capability based’ Reliability Standards and Requirements

The scope is defined by:

• Refined ‘Master Matrix’ (Data Request)

• Engagement activities:

• Facility Tours

• Functionality Demonstrations

• Interview Sessions
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Potential Evaluation Items

Evaluation Items are based on the 
‘triggering’ event and could include:

Operator Situational 
Awareness:

• Ability to monitor, assess, 
and control the grid (EMS, 
Map Boards/Displays, RTCA, 
etc.)

• EMS/SCADA Functionality 

• Communication Capabilities

• Operator Training

Cyber and Physical 
Security:

• Review Cyber and Physical 
Security Plans 

• Inspect/Walk Through ESP, 
EAP, PSP

• Data Exchange Capabilities 

• CIP Assets

Control Center 
Functionality 

• EMS Recovery Plans

• Back-Up Power Supplies
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Potential Evaluation Items (cont.)

The Certification Review Team, at any time during the 

process, is authorized and obligated to expand the 

scope of an engagement to any other requirements they 

may deem necessary based on the documentation 

reviewed, interview responses, and the Team’s 

collective professional judgment.
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Potential Results of Engagement

Certification

• Certified as a BA, TOP and/or RC 

(12 months to begin operations)

• Conditional Certification

o Requires an Implementation Plan

• Decision not to Certify

o Entity may appeal this decision.

• Identify Positives

• Make Recommendations            

(Not included in Summary Report)

Certification Review

• Continue to endorse Certification 

as a BA, TOP and/or RC

• Recommend full Certification

• Identification of Open Issues

o Must be closed within 180 days of 

identification and prior to issuance of 

Summary Report (Included in the 

Summary Report).

• Identify Positives

• Make Recommendations            

(Not included in Summary Report)
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Value of Certifications

External review from a different perspective

• Regional SMEs provide another set of eyes to ensure the entity is 
prepared for the new certification duties (BA, RC, TOP) or for certification 
review changes to an already certified entity.

Ensuring the entity is prepared to comply with NERC 
standards

• It is not an audit (which looks back), but an engagement that looks forward 
before go-live with new duties or changes.

Ensuring the entity is aware of open issues that must 
be completed for successful change implementation

• The entity may not be aware of new required process, or changes they 
need to their processes, including ensuring proper training is provided to 
operators, ensuring CIP and cyber security protocols are in place, etc. that 
affect new certifications or certification reviews.
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Value of Certifications (continued)

Providing recommendations to the entity 
to drive continuous improvement

• This could include any entity processes and internal 
controls critical to the new certification or certification 
review which could be implemented for improved 
performance.

Pointing out positives and best practices 
that the entity, with the Region’s help, can 
share with other entities that are also new 
or making changes.
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EMS Changes – Successes and Best Practices

Several entities have recently elected to either replace or upgrade their EMS environment, and in 

many cases, replace EMS related hardware in the process. Listed below are several stories of 

past successes, as well as a few lessons learned. A big thanks to the entities who were willing 

to share these stories.

➢ Seeking CIP and EMS Implementation Expertise

➢ Obtaining Real-Time data to test new EMS

➢ Specifications for a Training Simulator

➢ Employee buy-in for the EMS replacement

➢ Opportunity to clean-up displays

➢ Opportunity to revamp CIP program

➢ Management of testing requirements

➢ Further consideration of CIP environment
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Testimonials

It was a positive engagement!
We incorporated 

the certification process into 
our project plan.

The certification team 
worked collaboratively with 
us through the certification 

process.

The engagement provided an 
avenue for a thorough review 

of our processes and 
evidence related to affected 

standards.

The Region was easy to work 
with, had great upfront 

communication to help us 
through the process and took 

the time to understand our 
project plan and specific 

timing needs.

The entity truly appreciates 
the flexibility of the Region’s 

team to fast-track reviews 
upon request.
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Resources

NERC Rules of Procedures in Effect

NERC Organization Registration Webpage | NERC Organization Certification Webpage

Texas RE Registration and Certification Webpage | Texas RE Training

RF Certification Webpage | RF Knowledge Center

SERC Certification Webpage | SERC Entity Assistance
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https://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx
https://www.nerc.com/pa/comp/pages/registration.aspx
https://www.nerc.com/pa/comp/Pages/Certification.aspx
https://www.texasre.org/registration
https://texasre.org/pages/training
https://rfirst.org/ProgramAreas/RegCert/Certifications/Pages/Certifications.aspx
https://rfirst.org/KnowledgeCenter/Pages/KnowledgeCenter.aspx
https://serc1.org/program-areas/compliance-registration/certification
https://www.serc1.org/outreach/serc101/serc
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Additional Resource(s)

Lessons Learned | https://www.nerc.com/pa/rrm/ea/Pages/Lessons-Learned.aspx
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https://www.nerc.com/pa/rrm/ea/Pages/Lessons-Learned.aspx
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ERO Enterprise Onboarding Checklist | Published in Nov. 2022

New ERO Enterprise Entity Onboarding Checklist

Published on NERC’s Registration Webpage | Onboarding reference document for PCCs, ACCs, and PCOs
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https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20Entity%20Onboarding%20Checklist.pdf
https://www.nerc.com/pa/comp/Pages/Registration.aspx
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Contact Information

Abby Fellinger | Texas RE

Manager, Registration and Certification Program

abby.fellinger@texasre.org | 512-583-4927

Ryan Mauldin | NERC

Senior Engineer, Grid Planning & 

Operations Assurance

ryan.mauldin@nerc.net | 404-446-9690 

Sam Ciccone | RF

Principal Reliability Consultant

sam.ciccone@rfirst.org | 216-503-0628

Peter Heidrich | SERC

Principal Coordinator, Certification & Registration

pheidrich@serc1.org | 704-414-5336

Marie Kozub | SERC

Sr. Coordinator, Registration & Certification

mkozub@serc1.org | 704-940-8235
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Questions?


