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Antitrust Admonition

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons
participating in Texas RE activities from using their participation as a
forum for engaging in practices or communications that violate
antitrust laws. Texas RE has approved antitrust guidelines available on
Its website. If you believe that antitrust laws have been violated at a
Texas RE meeting, or if you have any questions about the antitrust
guidelines, please contact the Texas RE General Counsel.

Notice of this meeting was posted on the Texas RE website and this
meeting is being held in public. Participants should keep in mind that
the listening audience may include members of the press,
representatives from various governmental authorities, and industry
stakeholders.
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Upcoming Texas RE Events

July 30, 2024

Inverter-Based Resources

August 6, 2024

IBR Data Collection

and Reports
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August 28, 2024

Cvyber & Physical Security

Workshop



https://www.texasre.org/pages/calendar/events/2024/july/talkwithtexasreinverter-basedresources
https://www.texasre.org/pages/calendar/events/2024/august/talkwithtexasreibrdatacollectionandreports
https://www.texasre.org/pages/calendar/events/2024/august/talkwithtexasreibrdatacollectionandreports
https://www.texasre.org/pages/cyberandphysicalsecurityworkshop
https://www.texasre.org/pages/cyberandphysicalsecurityworkshop

Upcoming ERO Enterprise Events

July 24, 2024 August 7, 2024 August 13-15, 2024

CMEP Conference Protection System Workshop Power Systems Security
Conference
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https://www.mro.net/event/2024-cmep-conference/
https://www.rfirst.org/event/protection-system-workshop/
https://www.wecc.org/_layouts/15/WopiFrame.aspx?sourcedoc=/Administrative/Power%20Systems%20Security%20Conference%20Announcement%20August%2013-15.pdf&action=default&DefaultItemOpen=1
https://www.wecc.org/_layouts/15/WopiFrame.aspx?sourcedoc=/Administrative/Power%20Systems%20Security%20Conference%20Announcement%20August%2013-15.pdf&action=default&DefaultItemOpen=1
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Concepts of Zero Trust

How it Works

Zero Trust Security Model

sl  JOUINey to Zero Trust

— CIP Standards
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National Cybersecurity Strategy

NATIONAL

CYBERSECURITY
STRATEGY

MARCH 2023

THE WHITE HOUSE
WASHINGTON

8

Zero Trust Architecture

Defend Critical
Infrastructure

Disrupt and dismantle
threat actors

Shape market forces to
drive security and
resilience

Invest in a resilient future

Forge international
partnerships to pursue
shared goals




National Cybersecurity Strategy

| Defend Critical
, Infrastructure

Disrupt and dismantle
threat actors

|
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Shape market forces to
drive security and
resilience

Invest in a resilient future

=\ Forge international
) partnerships to pursue
shared goals
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STRATEGY
IMPLEMENTATION
PLAN
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VERSION 2
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Slido.com (#TXRE)

What are some concepts of zero trust

architecture?
[m] 8. [w]
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Understanding Zero Trust Architecture

What is Zero Trust

Architecture
(ZTA)?

* Never trust, always

verify

 All users and devices
are potential threats

* End-to-end approach
-Never trust, always verify ¢ Need'tO'knOW
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Zero Trust Architecture Concepts

Least Privilege Microsegmentation

Multifactor continuous

Authentication Monitoring
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Zero trust architecture is not a single
architecture, but a set of guiding principles
for workflow, system designs and operations
| that can be used to improve the security
Continuous - posture of any classification or sensitivity

Monitoring Authentication level - NIST SP 800-207

\
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NIST—Seven Tenets of Zero Trust

All data sources and computing services are considered resources

All communication is secured regardless of network location

Access to individual enterprise resources is granted on a per-session basis

Access to resources is determined by dynamic policy

The enterprise monitors and measures the integrity and security posture of all owned and associated assets

ﬁ All resource authentication and authorization are dynamic and strictly enforced before access is allowed

The enterprise collects as much information as possible about the current state of assets, network infrastructure,
and communications, and uses it to improve its security posture
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CISA Zero Trust Security Model

~
<
Optimal
Advanced g
{ %
Initial { ,g, !
Traditional {

Visibility and Analytics
Automation and Orchestration
Governance

CISA Zero Trust Security Model
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The Journey to Zero Trust: Users

Users

\\
. talk.
0 Trus re
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The Journey to Zero Trust: Devices

Devices

Management Authenticate

\ \

Health

Checks Authorize

Monitoring
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The Journey to Zero Trust: Network

Segment

Network S

|Isolate

\

Control

\
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The Journey to Zero Trust: Applications

Secure & Manage

\J

Task or Services

Application Layer |

Applications

Containers |

Virtual Machines |

\J
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The Journey to Zero Trust: Data

Data ‘Categorization
Protection ]

talk
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Slido.com (#TXRE)

What are some zero trust principles you
can implement?

@E'..-
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CIP Standards That Indirectly Align with Zero Trust

CIP-004-7

Cyber Security
Personnel &
Training

R1-Security R2-Cyber R3-Personnel R4-Access
Awareness Security Training Risk Assessment Management
Program Program Program Program
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CIP Standards That Indirectly Align with Zero Trust

CIP-005-7

Electronic
Security
Perimeter

R1-Electronic
Security
Perimeter

R2-Remote
AcCcCess
Management

23

R3-Vendor
Remote Access
Management for

EACMS & PACS
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CIP Standards That Indirectly Align with Zero Trust

CIP-007-6

System
Security
Management

R1-Ports & RZ;DSaetgﬁrlty R3-Malicious R4-Security
Services Management Code Prevention Event Monitoring
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CIP Standards That Indirectly Align with Zero Trust

CIP-010-4

Configuration
Change Management
& Vulnerability
Assessments

R1-Configuration R2-Configuration R3-Vulnerability
Change Management Monitoring Assessment
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CIP Standards That Indirectly Align with Zero Trust

CIP-011-3

Information
Protection

R1-Information R2-BES Cyber
Protection Asset Reuse &
Program Disposal
26 ta I I@mh
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Resources

J NIST SP 800-207

» Zero Trust Architecture (nist.gov)

» Zero Trust Architecture - Glossary | CSRC (nist.gov)
 National Cybersecurity Strategy

» National-Cybersecurity-Strategy-2023.pdf (whitehouse.gov)
 National Cybersecurity Strategy Implementation Plan

» NCSIP-Version-2-FINAL-May-2024.pdf (whitehouse.gov)
 CISA Zero Trust Security Model

» Zero Trust Maturity Model Version 2.0 (cisa.gov)

Lot
I N
” talk.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
https://csrc.nist.gov/glossary/term/zero_trust_architecture
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/05/NCSIP-Version-2-FINAL-May-2024.pdf
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf

= *

Questions?
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