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Antitrust Admonition

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons
participating in Texas RE activities from using their participation as a
forum for engaging in practices or communications that violate
antitrust laws. Texas RE has approved antitrust guidelines available
on its website. If you believe that antitrust laws have been violated at
a Texas RE meeting, or if you have any questions about the antitrust
guidelines, please contact the Texas RE General Counsel.

Notice of this meeting was posted on the Texas RE website and this
meeting is being held in public. Participants should keep in mind that
the listening audience may include members of the press,

representatives from various governmental authorities, and industry
stakeholders.
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Upcoming Texas RE Events

October 20, 2025 October 21, 2025 November 13, 2025

PUCT IBR Registration

TPL-008

and Applicable
Standards

Cybersecurity
Program
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https://www.texasre.org/pages/calendar/events/2025/october/talkwithtexasrecybersecurity
https://www.texasre.org/pages/calendar/events/2025/october/talkwithtexasrecybersecurity
https://www.texasre.org/pages/calendar/events/2025/october/talkwithtexasrecybersecurity
https://www.texasre.org/pages/calendar/events/2025/october/talkwithtexasreibrregistrationandapplicablestandards
https://www.texasre.org/pages/calendar/events/2025/october/talkwithtexasreibrregistrationandapplicablestandards
https://www.texasre.org/pages/calendar/events/2025/october/talkwithtexasreibrregistrationandapplicablestandards
https://texasre.org/pages/calendar/events/2025/november/talkwithtexasretpl-008
https://texasre.org/pages/calendar/events/2025/november/talkwithtexasretpl-008
https://texasre.org/pages/calendar/events/2025/november/talkwithtexasretpl-008

Upcoming Texas RE Events

September 17, 2025

Q3 MRC and Board

Meetings

October 1, 2025

Winter
Weatherization

Workshop

November 5, 2025

Fall Standards,
Security, &
Reliability
Workshop
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https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/calendar/events/2025/september/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/calendar/events/2025/september/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop

Upcoming ERO Enterprise Events

NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

October 7-10, 2025 GridSecCon 2025

October 14, 2025 Reliability and Security Workshop (WECC)

October 29-30, 2025 | Fall Reliability & Security Seminar (SERC)
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https://www.eisac.com/s/gridseccon
https://www.wecc.org/meetings/15466-reliability-security-workshop
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The ultimate Q&A and polling platform

Joining as a Give a voice to your <
participant? audience, wherever

o et coe | they are.

Join an existing event

Create your own Slido event

Watch a video or Scheduleiaigies NO

talk
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Importance of Internal Controls

(JWhy are internal controls important to the Electric Reliability
Organization (ERO) Enterprise?
" Internal controls inform what we know about an entity’s risk

= A risk-based approach to compliance monitoring and enforcement enables
the ERO to prioritize resources efficiently and effectively
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Purpose of Internal Controls

Current Compliance

e Help create a compliant environment

e Noncompliance can result from the lack of (or break down of) internal
controls

Future Compliance

e Anticipate future compliance risks
e Help maintain compliance

Reliability

e Anticipate reliability risks
e Establish controls for risks not necessarily tied to compliance
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Purpose of Internal Controls

Cas u a I e Completing an audit without findings and no internal
controls

e Logical fallacies tell us we are doing everything right
because we didn’t have Potential Noncompliance (PNC)

Compliance

M eaSu red * We have internal controls and no findings

e Controls are directly related to mitigating the risk
objective of the Standards and keep us operating

COm plia nce smoothly and in compliance
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Types of Internal Controls

Preventative
Controls
Prevent issues from

occurring as a result of an
identified risk

Detective Controls

Discover when an entity is
not achieving an objective
or addressing a risk before
the entity’s operation has
concluded and corrects the
actions to achieve the
objective or address the risk
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Corrective

Controls/Actions

Actions taken to bring the
entity back into compliance
and remediate internal
controls deficiencies
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Who is the Internal Controls Task Force?

Six Regional Entities and NERC

Chaired by NERC and a Regional Entity member

Monthly Meeting

Members include auditors, risk practitioners, and managers
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Internal Controls Task Force Activities

Shares internal controls best practices and lessons learned
between Regional Entities

e ERO internal controls common approach
e Methods to understand entity maturity with respect to internal controls

Update public Guide for Internal Controls

Update auditor handbook and auditor training
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ERO Enterprise Internal Controls Path Forward

The assessment of internal controls is a seamless and integral aspect of
Compliance Monitoring and Enforcement Program (CMEP) engagements

Internal controls information is collected by Regional Entities for current
and future reference during CMEP engagements

Internal controls may impact the nature and extent of field work during
engagements

Internal controls strengths and weaknesses will be communicated back
to the entity at the conclusion of engagements

A lack of established internal controls by itself does not indicate
potential non-compliance
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Direction of Internal Controls Discussions

GAO (Government Accountability
Office) Green Book “Standards

for Internal Control in the Federal
Government”

e Based on the COSO (Committee of
Sponsoring Organizations of the
Treadway Commission) model

e You can’t improve what you can’t
measure/identify

e This is the direction ICTF is going
e Training auditors in the approach

.| GAO-25-107721
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https://www.gao.gov/greenbook
https://www.gao.gov/greenbook

Control Activity Example - Change Management

Entity

e Changes to policies

e Changes to software

AMPINNS (rUoNeZIURHIO 10 S9N

Operating Unit

e Changes to equipment (FAC-008, PRC-027)

e Operations: Do | need to train on new
equipment?

e Reporting: Did | communicate the change
to my neighboring entities?

e Compliance: Did these changes have a

. . ?
compliance impact: . | GAO-25-107721
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PRC-005 Example

Risk Assessment
Periodic Doc Review

Compliance Team

Information &
Communication

Internal Audi'/

- Work order
- Program

Control Environment

% Engineer/Operations

Contractors

1%

Requires

Coordination Information &
(PRC-027) Communication

- Report
- Test Results

—

Review reports

Program l
Work Orders Operating Unit
Forms/
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Internal Controls Questions

J Control Environment

o Does the entity have a documented program that establishes a control
structure?

JControl Activities

* How have you chosen to mitigate the risks you identified?
o Technology, tools, testing procedures, training?

JInformation and Communication
" How does the entity coordinate among all the different groups?

JdMonitoring Activities
* How does the entity monitor control effectiveness?

o Built into operations (periodic reviews, spot checks, internal controls
audits)?

18 ta I ﬁwith
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Importance of Internal Controls to Registered Entities

Internal controls support business objectives through reducing
the probability that a risk will materialize in the future

Internal controls programs Integration of compliance and operations that
- lead to more consistent outcomes
encourage the breaking down of | _ . .
) ) ) usiness units are more aware of dependencies
organlzatlonal S|IOS and cross business impacts of activities

19 ta I ﬁwith
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Importance of Internal Controls to Registered Entities

Measu ring and monitoring Allows for identification of emerging risks and

potential issues before they escalate

internal ContrOIS Reduces the burden of audit preparation

Compliance oversight plan based on reduced risk

ImprOVEd Interactions Wlth Ability to self-log and correct lower risk issues as

regulators compliance exceptions rather than navigating
through the full enforcement process

20 ta I ﬁwith
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Summary

Entities often have more internal controls than they discuss with
the engagement team

ICTF is going in the direction of more detailed examination of
internal controls across different groups (e.g., field personnel,
compliance teams, IT/OT, etc.) in organizations

Additionally, ICTF wants to provide the language for internal
controls so entities will be better able identify, develop,
test, and explain their internal controls
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Questions?
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