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Antitrust Admonition

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons 
participating in Texas RE activities from using their participation as a forum 
for engaging in practices or communications that violate antitrust laws. 
Texas RE has approved antitrust guidelines available on its website. If you 
believe that antitrust laws have been violated at a Texas RE meeting, or if 
you have any questions about the antitrust guidelines, please contact the 
Texas RE General Counsel. 

Notice of this meeting was posted on the Texas RE website and this 
meeting is being held in public. Participants should keep in mind that the 
listening audience may include members of the press, representatives from 
various governmental authorities, and industry stakeholders. 
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Upcoming Sessions 
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June 3 – History and Introduction to Texas RE

June 4 – Registration & Certification

June 5 – Intro to Align

June 6 – Risk-Based Approach to Reliability

June 10 – Foundations of CIP Programs

June 11 – Foundations of O&P Programs

June 12 – Navigating Noncompliance Resolutions

June 13 – NERC Data Collection, Events Analysis, and Guidelines

June 17 – Reliability 201: Security Patch Management

June 18 – Reliability 201: O&P

June 24 – Reliability 201: CMEP Feedback Loop

June 25 – Reliability 201: Compliance in Align Walkthrough

June 25 – Reliability 201: Reliability Services
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Cyber and Physical Security Workshop
August 28, 2024
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May - July, 2024

GADS Wind & Solar Template 
and Application Training

June 27, 2024

Regional Summer Assessment

Webinar

July 16-18, 2024

Physical Security Workshop

Upcoming ERO Enterprise Events
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https://www.nerc.com/pa/RAPA/gads/Pages/Training.aspx
https://www.nerc.com/pa/RAPA/gads/Pages/Training.aspx
https://www.mro.net/event/2024-regional-summer-assessment-webinar/
https://www.mro.net/event/2024-regional-summer-assessment-webinar/
https://www.serc1.org/outreach/events-calendar/event-details?id=42d85547-e75a-42e8-b1be-253079e3b5f7
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Sli.do

#TXRE
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CIP-007-6 R2

Topics of Consideration

Examples

Resources
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Agenda
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Continued risk from 
software and hardware 
vulnerabilities

• Vulnerabilities in the 
network equipment that 
protects BES Cyber Assets 

• Other recent events include, 
MoveIT, Log4J, and 
SolarWinds
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Why We Are Here

CIP 201: Security Patch Management



Public

CIP Noncompliance Reported in 
2023

• The most frequently reported 
noncompliance involving CIP 
standards

• CIP-007 holds top spot

• Standards that involve high 
volume and high frequency 
conduct
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Purpose

• To manage system security by 
specifying select technical, 
operational, and procedural 
requirements in support of 
protecting BES Cyber Systems 
against compromise that could 
lead to misoperation or 
instability in the Bulk Electric 
System (BES)
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CIP-007-6 Cyber Security—Systems Security Management
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Part 
2.1

Part 
2.2

Part 
2.3 

Part 
2.4
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CIP-007-6 Requirement 2
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Sli.do (#TXRE)

Slido Question

What are some issues that can occur due 
to poor security patch management?
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Applicable Systems

High Impact 
BES Cyber 
Systems and their 
associated:

• EACMS;

• PACS; and 

• PCA

Medium Impact 
BES Cyber 
Systems and their 
associated:

• EACMS;

• PACS; and 

• PCA

13

CIP-007-6 Requirement 2 (Cont.)

CIP 201: Security Patch Management



Public

A patch management process 
for tracking, evaluating, and 
installing cybersecurity patches 
for applicable Cyber Assets

The tracking portion shall 
include the identification of a 
source, or sources used for 
tracking

Cybersecurity Patches

Are:

• Patches that address a 
specific vulnerability in 
a hardware or 
software product

Are Not:

• Patches regarding 
functionality without a 
cybersecurity impact

• Patches that apply to a 
service or component 
that is not installed or 
enabled
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CIP-007-6 Part 2.1
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Examples of Evidence 

• Patch management 
Process

• List of monitored sources

• BES Cyber System; or 

• BES Cyber Asset
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CIP-007-6 Part 2.1 (Cont.)

•Does your process language include 
detailed Instructions?

•How is compliance documentation stored?

•Does your process include controls to track 
applicable Cyber Assets?

Considerations
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CIP-007-6 Part 2.2
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Requirement

• At least once every 35 
calendar days, 
evaluate security 
patches for 
applicability that have 
been released since 
the last evaluation 
from the source or 
sources identified in 
Part 2.1

Considerations

• Controls around 
requirement 
deadlines

• What is your process 
to verify the end date 
of the evaluation?

Examples of Evidence

• An evaluation 
conducted by, 
referenced by, or on 
behalf of a 
Responsible Entity of 
security-related 
patches released by 
the document sources 
at least once every 35 
calendar days
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For applicable patches identified in Part 
2.2, within 35 calendar days of the 
evaluation completion take one of the 
following actions: 

• Apply the applicable patches

• Create a dated mitigation plan

• Revise an existing mitigation plan

Mitigation plans shall include the 
planned actions to mitigate the 
vulnerabilities addressed by each 
security patch and a timeframe to 
complete the mitigations
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• Records of the 
installation of the patch; 
or

• A dated plan showing 
when and how the 
vulnerability will be 
addressed.

Example evidence
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• How do you verify the 
installation date of patches?

• What controls are in place 
to verify the patch was 
installed?

• Do your Mitigation plan’s 
actions address the 
vulnerabilities?

Considerations
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For each mitigation plan 
created or revised in Part 2.3, 

implement the plan within 
the timeframe specified in the 
plan, unless a revision to the 
plan or an extension to the 
timeframe specified in Part 
2.3 is approved by the CIP 

Senior Manager or delegate.
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Example evidence

• Records demonstrating 
mitigation plans were 
implemented

• Records demonstrating that 
a revision or extension 
specified in part 2.3 was 
approved by the CIP Senior 
Manager or their delegate
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• How are mitigation plan deadlines tracked?

• How is implementation evidence of mitigation 
plans stored?

• Do you have a process to ensure mitigation 
plan(s) are approved by the CIP Senior 
Manager or their delegate?

Topics of Consideration
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Sli.do (#TXRE)

Slido Question

What are some tools that can help achieve 
compliance with CIP-007-6 R2?
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Cybersecurity Patch Tracking
BES Cyber System/BES Cyber Asset: Cyber Asset Index ID 1, 5, 6, 8, 9
Vendor: Network Equipment Vendor
Software/Hardware Product: Firewall 9000

Software/Firmware Version: Firewall OS v1.1 

Source: www[.]networkdevices[.]com/downloads/firewall9000

Notes:

Cybersecurity Patch Management
Ticket Number: 23-0001
Date: 5/08/2024 
Cybersecurity Patch Information: A cross-site scripting vulnerability exists in the web based 

configuration utility.

Impacted BES Cyber Assets: Cyber Asset Index ID 1, 5, 6, 8, and 9

Evaluation: Patch addresses vulnerability in the web based configuration utility used to manage 

Cyber Asset Index ID 1, 5, 6, 8, and 9.

Date of Evaluation: 5/18/2024
Installation: Dated screenshot demonstrating patch was installed.

Installation Date: 6/02/2024

Notes:
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CIP-007-6 R2—Example

Install.png
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Cybersecurity Patch Management
Ticket Number: 23-0002
Date: 7/10/2023 
Cybersecurity Patch Information: Remote Code Execution vulnerability that may allow a remote 

unauthenticated attacker to execute code on Cyber Assets Running OS Version v10.1. 

Impacted BES Cyber Assets: BES Cyber Asset Index ID 15, 23, 32, 45.

Evaluation:  Completed, patch is an applicable cybersecurity patch to address remote code 

execution.

Date of Evaluation: 7/15/2023
Installation: Patch will not be installed due to impact on reliability. Mitigation Plan will need to be 

created.

Installation Date: N/A
Rollback Plan: N/A

Mitigation Plan
Ticket Number: 23-0002
Date: 8/02/2023 
Mitigation Plan Information: Mitigation plan for OS vulnerability impacting four BES Cyber Assets.

Impacted BES Cyber Assets: BES Cyber Asset Index ID 15, 23, 32, 45

Planned Actions to Mitigate Vulnerabilities: Impacted Cyber Assets will be isolated from the rest 

of the network via the creation of VLANs, additionally we will limit access to the VLAN by limiting 

the number of Cyber Assets that are able to communicate to the created VLAN. 
Timeframe to Complete Mitigations: 5 calendar days. To complete by 8/15/2023.

Revision/Extension: N/A
Approval by CIP Senior Manager or Delegate: N/A
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CIP-007-6 Requirement 2 Recap

Part 2.1

• A patch 
management 
process for 
tracking, 
evaluating, and 
installing cyber 
security patches 
for applicable 
Cyber Assets 

Part 2.2

• At least once 
every 35 
calendars days 
evaluate security 
patches for 
applicability

Part 2.3

• Within 35 
calendar days:

▪ Apply the 
applicable 
patches; or

▪ Create a dated 
mitigation plan; 
or

▪ Revise an 
existing 
mitigation plan 

Part 2.4

• For each revised 
or created 
mitigation plan 
implement the 
plan within the 
timeframe 
specified

• Unless a revision 
or extension is 
approved by CIP 
Senior Manager 
or Delegate

CIP 201: Security Patch Management
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CIP Evidence Request Tool NIST SP 800-53, Rev. 5
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Implementation Resources
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https://www.nerc.com/pa/comp/CAOneStopShop/CIP%20Evidence%20Request%20Tool%20Master%20v8.1.xlsx
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf


Public

NIST SP 800-53, Rev. 5
SI-2 Flaw Remediation

• Review “Related Controls.”

CA-5 Plan of Action & 
Milestones

• “Track planned remedial 
actions.”

CM-3 Configuration 
Change Control

• “Configuration change control 
for organizational systems 
involves the systematic proposal, 
justification, implementation, 
testing, review, and disposition 
of system changes, including 
system upgrades and 
modifications.”
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf


Public

29

Pyramid of Pain

CIP 201: Security Patch Management

• Tough

TTPs

• Challenging

Tools

• Annoying

Network/Host Artifacts

• Simple

Domain Names

• Easy

IP Addresses

• Trivial

Hash Values
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MITRE ATT&CK® for Industrial Control Systems
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Contact

Jonathan Espinosa
CIP Cyber and Physical Security Analyst
Jonathan.Espinosa@texasre.org  
512-583-4930
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Questions?
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