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https://www.nerc.com/globalassets/programs/compliance/cmep-resources/2026-ero-enterprise-cmep-implementation-plan.pdf
https://www.texasre.org/Documents/Reliability%20Services/2024%20ReliabilityPerformanceandRegionalRiskAssessment%20-%20Final.pdf

CIP-007-6 Table R2 - Security Patch Management

2.1 A patch management process for tracking, evaluating,
and installing cyber security patches for applicable Cyber
Assets. The tracking portion shall include the identification
of a source or sources that the Responsible Entity tracks for
the release of cyber security patches for applicable Cyber
Assets that are updateable and for which a patching source
exists.

Considerations

® Does your process language include detailed instructions?
* How is compliance documentation stored?

* Does your process include controls to track applicable
Cyber Assets?

Best Practices and

Internal Controls

* Framework for patch management process

e Regularly reviewing and updating documentation
* Management tools

e List of monitored sources
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CIP-007-6 Table R2 - Security Patch Management

2.2 At least once every 35 calendar days, evaluate security
patches for applicability that have been released since the
last evaluation from the source or sources identified in Part

2.1.
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Considerations

e Release notes
e Controls in place for requirement deadlines
e Methods to verify the evaluation completion date

Best Practice and

Internal Controls

e Reminders & alerts
* Peer reviews
e Tools that logs evaluation dates automatically
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CIP-007-6 Table R2 - Security Patch Management

Considerations

* How do you verify the installation date of patches?
* Are there controls in place to verify the patch was

2.3 For applicable patches identified in Part 2.2, within 35 installed?
calendar days of the evaluation completion, take one of the * Does your mitigation plan address the vulnerabilities?
following actions: * How does this apply to other standards?

Apply the applicable patches

Create a dated mitigation plan

Revise an existing mitigation plan BeSt Pra Ctlces d nd
Mitigation plans shall include the Responsible Entity’s Inte rnal Co ntrOIS

planned actions to mitigate the vulnerabilities addressed by
each security patch and a timeframe to complete these
mitigations. e Real-time updates and change management system
® Peer reviews
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CIP-007-6 Table R2 - Security Patch Management

Considerations

« * How are mitigation plan deadlines tracked?

e How is implementation evidence of mitigation plans
stored?

2.4 For each mitigation plan created or revised in Part 2.3, BESt Pra Ctices d nd
implement the plan within the timeframe specified in the Internal COntrOIS

plan, unless a revision to the plan or an extension to the
timeframe specified in Part 2.3 is approved by the CIP
senior manager or delegate.

* Tools to visualize timelines and progress
e Secure platform for documents related to mitigation plans

e Workflow that requires CIP senior manager or delegate
approval with time constraints
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