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Security Awareness
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• Cyber Security Awareness: 
Each Responsible Entity 
shall reinforce, at least once 
every 15 calendar months, 
cyber security practices 
(which may include 
associated physical security 
practices)

CIP-003-8 R2, 
Section 1

• Security awareness that, at 
least once each calendar 
quarter, reinforces 
cybersecurity practices (which 
may include associated 
physical security practices) for 
the Responsible Entity’s 
personnel who have 
authorized electronic or 
authorized unescorted 
physical access to BES Cyber 
Systems

CIP-004-7 R1
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Security Awareness Examples

Measures “Examples”

Direct Communications

Indirect Communications

Management Support and Reinforcement
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Cyber Security Training Program
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Cyber Security Training Program

Awareness

Training

Education

• Recognition

• Short-Term

• Skill

• Intermediate

• Understanding

• Long-Term
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Awareness and Training (AT) Control Family
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Questions?
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