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Cyber Security Incident Response 

Testing

Devin Kitchens, Manager, CIP Compliance 

Monitoring
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CIP-008-6 R2, Part 2.1 Language

Ask Texas RE - CIPWG

Part  2.1. - Test each Cyber Security Incident 

response plan(s) at least once every 15 calendar 

months:

By responding to an actual Reportable Cyber 

Security Incident;

With a paper drill or tabletop exercise of a 

Reportable Cyber Security Incident; or

With an operational exercise of a Reportable Cyber 

Security Incident.

R2. Each Responsible 

Entity shall implement each 

of its documented Cyber 

Security Incident response 

plans to collectively 

include each of the 

applicable requirement 

parts in CIP-008-6 Table R2 

– Cyber Security Incident 

Response Plan 

Implementation and 

Testing.
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Operational Exercise Types

Ask Texas RE - CIPWG

Drills • Low

Functional 
Exercises • Moderate

Full-scale 
Exercises

• High
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Operational Exercises Benefits

Ask Texas RE - CIPWG

Assess Operational Conduct

Performance Analysis

Strengthen Relationships
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Operational Exercise Resources

Ask Texas RE - CIPWG
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Questions?
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