Cyber Security Incident Response
Testing

Devin Kitchens, Manager, CIP Compliance
Monitoring

\

.
= 2 - o oy | syt e N

S VLA o i et TR\

5 —~ 73 9 il / 4’ 3

— N\ AOLLE §
i i } =7 { .

-~ x ] P

0
"




CIP-008-6 R2, Part 2.1 Language

R2. Each Responsible
Entity shall implement each
of its documented Cyber
Security Incident response
plans to collectively
Include each of the
applicable requirement
parts in CIP-008-6 Table R2
— Cyber Security Incident
Response Plan
Implementation and

Part 2.1. - Test each Cyber Security Incident
response plan(s) at least once every 15 calendar
months:

By responding to an actual Reportable Cyber
Security Incident;

With a paper drill or tabletop exercise of a
Reportable Cyber Security Incident; or

With an operational exercise of a Reportable Cyber
Security Incident.
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Operational Exercise Types

Drills {

Functional
Exercises

Full-scale
Exercises
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Operational Exercises Benefits

Assess Operational Conduct

Performance Analysis

Strengthen Relationships




Operational Exercise Resources

National Preparedness
Exercises

Homeland Security
Exercise and Evaluation
Program

Exercise and
Preparedness Tools

National Exercise
Program

National Level Exercise
Training & Education

National Incident
Management System
(NIMS)

National Planning
Frameworks

National Preparedness
Goal

Continuity Resource
Toolkit

Equity

Homeland Security Exercise and
Evaluation Program
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Exercises are a key component of national preparedness — they provide the whole
community with the opportunity to shape planning, assess and validate capabilities,
and address areas for improvement. HSEEP provides a set of guiding principles for
exercise and evaluation programs, as well as a common approach to exercise program
management, design and development, conduct, evaluation, and improvement
planning.

Through the use of HSEEP, the whole community can develop, execute, and evaluate
exercises that address the preparedness priorities. These priorities are informed by risk
and capability assessments, findings, corrective actions from previous events, and
external requirements. These priorities guide the overall direction of an exercise
program and the design and development of individual exercises.

These priorities guide planners as they identify exercise objectives and align them to
capabilities for evaluation during the exercise. Exercise evaluation assesses the ability
to meet exercise objectives and capabilities by documenting strengths, areas for
improvement, capability performance, and corrective actions in an After-Action
Report/Improvement Plan (AAR/IP). Through improvement planning, organizations take
the corrective actions needed to improve plans, build and sustain capabilities, and
maintain readiness.

Homeland Security Exercise and El Programa de Evaluaciény
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Evaluation Program Doctrine Ejercicios de Seguridad Nacional
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Questions?
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