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2026 CMEP IP Risk Element Areas of Focus: Grid Transformation

CIP-011-3 R1: Information Protection Program

Rationale Standard REQ Entities for Attention

Address information 
protection program.

CIP-011-3 R1 • Balancing Authority
• Distribution Provider
• Generator Operator
• Generator Owner
• Reliability Coordinator
• Transmission Operator
• Transmission Owner
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Information Protection Program



Each Responsible Entity shall implement one or more 
documented information protection program(s) for BES Cyber 
System Information (BCSI) pertaining to “Applicable Systems” 
identified in CIP-011-3 Table R1 – Information Protection 
Program that collectively includes each of the applicable 
requirement parts in CIP-011-3 Table R1 – Information 
Protection Program.
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Information Protection Program

CIP-011-3 Requirement 1
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Information Protection Program

CIP-011-3 Part 1.1 and Part 1.2

Part 1.1

• Method(s) to 
identify BCSI

Part 1.2

• Method(s) to 
protect and securely 

handle BCSI to 
mitigate risks of 
compromising 
confidentiality
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Information Protection Program

NIST Special Publications 
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NIST SP 800-53 Revision 5

• Periodic reviews of access controls

• Least privilege 

• Continuous monitoring

• Consider cryptographic protections

Internal Controls

Information Protection Program



Questions?
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