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Risk Element Areas of Focus: Remote Connectivity

Ask Texas RE - CIPWG

CIP-007-6 R3: Malicious Code Prevention 
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CIP-007-6 R3

Ask Texas RE - CIPWG

• Deploy method(s) to deter, detect, or prevent malicious code

Part 3.1

• Mitigate the threat of detected malicious code

Part 3.2 

• For those methods identified in Part 3.1 that use signatures or 
patterns, have a process for the update of the signatures or 
patterns. The process must address testing and installing the 
signatures or patterns.

Part 3.3
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Malicious Code Protection Controls

Ask Texas RE - CIPWG

NIST Control Example
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Questions?
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