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R2. Each Responsible Entity with at least one asset identified in CIP-002 containing low impact 
BES Cyber Systems shall implement one or more documented cyber security plan(s) for its low 
impact BES Cyber Systems that include the sections in Attachment 1. Note: An inventory, list, or 
discrete identification of low impact BES Cyber Systems or their BES Cyber Assets is not required. 
Lists of authorized users are not required.

 Attachment 1. Required Sections for Cyber Security Plan(s) for Assets Containing Low Impact BES 
Cyber Systems

• Responsible Entities shall include each of the sections provided below in the cyber security plan(s) 
required under Requirement R2.

• Responsible Entities with multiple-impact BES Cyber Systems ratings can utilize policies, 
procedures, and processes for their high or medium impact BES Cyber Systems to fulfill the 
sections for the development of low impact cyber security plan(s). Each Responsible Entity can 
develop a cyber security plan(s) either by individual asset or groups of assets
♦ Section 2. Physical Security Controls: Each Responsible Entity shall control physical access, 

based on need as determined by the Responsible Entity, to (1) the asset or the locations of 
the low impact BES Cyber Systems within the asset, and (2) the Cyber Asset(s), as specified 
by the Responsible Entity, that provide electronic access control(s) implemented for Section 
3.1, if any.
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Control Physical Access

Asset containing a low 
impact BES Cyber 

System
Low impact BES Cyber 

System at the asset

Cyber Asset(s), as 
specified by the 
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provide electronic 
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implemented for 

Section 3.1, if any
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●
BES Asset Level Controls

1. Physical barriers

2. Gates and physical access control

3. On-site security guards

4. Warning signs

5. Lighting and motion sensors

6. Closed-circuit television (CCTV 
cameras) 

7. Intrusion detection system (IDS) 
(alarm systems)

8. Operational and procedural controls

● Low Impact BCS Location 
Physical Security Controls

1. Doors and locks

2. Physical Access Control System 
(PACS)

3. Authentication systems 

4. Physical intrusion detection 
systems (IDS)

5. Video management systems (VMS)
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Best Practices
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Use multiple physical security controls in various 
combinations to enable and achieve a layered physical 
security design. 

• Multiple controls working together will result in a higher level of 
protection and minimize physical security risks.

Consider developing and documenting a diagram or 
schematic of the BES asset layout and locations of 
Cyber Assets. 

• Illustrate on the diagram the locations and brief description of where 
physical security controls are deployed and their intended purpose. This 
can provide a quick reference to understand how and where physical 
security controls have been implemented.
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Questions?
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