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BES Cyber System Information (BCSI)
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Information about the BES Cyber System that could 
be used to gain unauthorized access or pose a 

security threat to the BES Cyber System. BES Cyber 
System Information does not include individual pieces 
of information that by themselves do not pose a threat 
or could not be used to allow unauthorized access to 

BES Cyber Systems, such as, but not limited to, 
device names, individual IP addresses without context, 

ESP names, or policy statements. 

Examples of BES Cyber System Information may 
include, but are not limited to, security procedures or 

security information about BES Cyber Systems, 
Physical Access Control Systems, and Electronic 
Access Control or Monitoring Systems that is not 

publicly available and could be used to allow 
unauthorized access or unauthorized distribution; 

collections of network addresses; and network 
topology of the BES Cyber System
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CIP-011-3: Cyber Security – Information Protection

Part 1.1

• Method(s) to 
identify BCSI

Part 1.2

• Method(s) to 
protect and 
securely 
handle BCSI to 
mitigate risks of 
compromising 
confidentiality. 
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CIP Evidence Request Tool 

● CIP Evidence Request Tool 

Level 1 Requests

▪ Documented process, plan, 

procedure, program etc.

● CIP Evidence Request Tool 

Level 2 Requests

▪ Implementation evidence
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CIP-004-7: Cyber Security – Personnel & Training
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Key Words

Provisioned 
Access

Access
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Resources

Technical Rational

NERC Glossary of Terms

Engagement Common Questions – NIST Controls

ERO Enterprise Endorsed Implementation Guidance
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Resources Continued
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Engagement Common Questions

https://www.texasre.org/Documents/Compliance/Engagement%20Common%20Questions.xlsx


9

Public

Resources Continued

Ask Texas RE - CIPWG

February 02, 2024

ERO Endorsed Implementation 

Guidance 

https://www.nerc.com/pa/comp/guidance/EROEndorsedImplementationGuidance/CIP-004-7%20R6%20and%20CIP-011-3%20R1%20-%20Cloud%20Solutions%20for%20BCSI%20(RSTC).pdf
https://www.nerc.com/pa/comp/guidance/EROEndorsedImplementationGuidance/CIP-004-7%20R6%20and%20CIP-011-3%20R1%20-%20Cloud%20Solutions%20for%20BCSI%20(RSTC).pdf
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Questions?
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