
1

Public

Zero Trust 

Architecture

Kenath Carver

Director, Compliance Assessments

December 1, 2023



2

Public

National Cybersecurity Strategy

Defend Critical 
Infrastructure

Disrupt and 
Dismantle Threat 
Actors

Shape Market Forces 
to Drive Security and 
Resilience

Invest in a Resilient 
Future

Forge International 
Partnerships to 
Pursue Shared Goals

Ask Texas RE - CIPWG
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Zero Trust Architecture

Data

Network

Applications

Devices

Users

Ask Texas RE - CIPWG

Identification 
& 

Authentication

Monitor & 
Alert

AI Learning
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Zero Trust Architecture - Users

Ask Texas RE - CIPWG

Identify

Access
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Zero Trust Architecture - Devices

Ask Texas RE - CIPWG

Identify

Authenticate

Authorize

Inventory

Isolate

Secure

Remediate

Control
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Zero Trust Architecture - Applications

Ask Texas RE - CIPWG

Secure & 
Manage

Tasks or 
Services

Application 
Layer

Containers

Virtual 
Machines
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Zero Trust Architecture - Network

Ask Texas RE - CIPWG

Segment

Isolate

Control
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Zero Trust Architecture - Data

Ask Texas RE - CIPWG

Categorization

Protection
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Department of Defense (DOD)

Ask Texas RE - CIPWG

Zero Trust 
Reference 

Architecture

https://www.texasre.org/Documents/Resource%20Hub/Cybersecurity/Zero%20Trust%20Reference%20Architecture.pdf
https://www.texasre.org/Documents/Resource%20Hub/Cybersecurity/Zero%20Trust%20Reference%20Architecture.pdf
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Cybersecurity and Infrastructure Security Agency 

(CISA)

Ask Texas RE - CIPWG

Zero Trust Maturity 
Model

https://www.texasre.org/Documents/Resource%20Hub/Cybersecurity/CISA%20Zero%20Trust%20Maturity%20Model.pdf
https://www.texasre.org/Documents/Resource%20Hub/Cybersecurity/CISA%20Zero%20Trust%20Maturity%20Model.pdf
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Questions?
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Department of Energy’s Office of Cybersecurity, Energy Security, 

and Emergency Response (CESER)

Ask Texas RE - CIPWG

https://www.eventleaf.com/c/CybersecurityTrainingUtilityWorkforce
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Department of Energy’s Office of Cybersecurity, Energy Security, 

and Emergency Response (CESER)

Ask Texas RE - CIPWG

https://www.eventleaf.com/c/CybersecurityTrainingUtilityWorkforce
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Upcoming Events

Ask Texas RE - CIPWG

June 8, 2023

Reliability 101: 

Compliance Monitoring

https://www.texasre.org/pages/reliability101
https://www.texasre.org/pages/reliability101
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