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Antitrust Admonition

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons participating
in Texas RE activities from using their participation as a forum for engaging in
practices or communications that violate antitrust laws. Texas RE has
approved antitrust guidelines available on its website. If you believe that
antitrust laws have been violated at a Texas RE meeting, or if you have any
guestions about the antitrust guidelines, please contact the Texas RE General
Counsel.

Notice of this meeting was posted on the Texas RE website and this meeting is
being held in public. Participants should keep in mind that the listening
audience may include members of the press, representatives from various
governmental authorities, and industry stakeholders.
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Accessing Align

C M () https://nerc-trm.bwise.net/bwise/page/solution-app/#solution

Solutions Cloud

Solutions

Align For Entities ‘ Ggt more Landlng page
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Accessing Align

[mBll [ Solutionapp

com ] https//nerc-tr.bwise.net/bwise/page/solution-app/#salution/RE [CRE Y o @ | = o
Align For Entities v
Eﬂ My Dashboard and Tasks NCR9999999 TX Editor 1 C—)
| | Assigned To Me
= NEWS AND UPDATES
e MIIN|
TRAINING
Welcome to Release 2 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You
can create Self Renorts and Self Loas. perform Periodic Data Submittals. and execute Self-Certifications. In the Enforcement  ~ DaS h b O ar d
MY TASKS STATUS OF MY FINDINGS
[] Tvee uniqu...  REGION - satus  Ner REGIS.. STAN.. REQ DUE DATE
RFI for | RF21- Awaiting NCR99999 Training FAC- =
E) D SelfCerts 000636 TARE your - TXRE Energy... 003-4 R 0B/28/2021
RFI for | RF21- Awaiting NCR99999 Training CIP-004- R1.,R2,,
D SelfCerts 000642 TARE your... - TXRE Energy... 6, CIP-... Rz, R... oB/28r2021
RFI for | RF21- Awaiting NCR99999 Training FAC-
D SelfCerts 000643 TARE your... - TXRE Energy... 003-4 R Os/2ar2021 .
RFI f | RF21 Awaiti NCR99999 Traini FAC PNC Review
or - waiting raining -
L sericerts  oooser ~ TRE your... -TXRE  Energy... 003-4 R O9/D5r2021
RFI for | RF21- Awaiting NCR99999 Training FAC-
D SelfCerts 000678 TARE your... - TXRE Energy... 003-4 R 0962021
RFI for | RF21- Awaiting NCR99999 Training FAC-
D SelfCerts 000687 TARE your... - TXRE Energy... 003-4 R 1orsrz0z
—_— REI far | RE21_ DMwaitina NMRQQQQQ Trainina EAr. T
— T T T T T T T
Page 1 of 2 » M o 0.0 0.4 0.8 1.2 1.6 2.0
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Reviewing the
Audit Notification Packet
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Reviewing the Audit Notification Packet

Align for Regions

HH Dashboard and MRO Editor 1 C—)

To view the Audit Notification Packet |SEteaas
and add Entity comments: _, My Align T :

'g action and either assigned to you or

unassigned are shown B : H sell as issue and review Periodic Data
Submittals and Self-C RISk and Plannlng Noncompliances, In the Enforcement
Processing section, ya e Mitigation Management section,

i i T : a os other ways 1 d find PNCs,
Clle the dl Opdowrl i SEOAL;IC::("%::;VET%F:]F;VIOV | Self Repor‘ts and LOgS llina?edctrjyeaé\sgfd\é‘}?;vuzndetlgﬂs‘ andgyou

can also view and apprg 5 Reporting saction, you will be able to

to navigate to the Audits and ;
Spot Checks View SN, Periodic Data Submittals L ovenov

Self Certifications

PNCs in Review

Click the ID to open the . Audits and Spot Checks
Monitoring Engagement

SEE Audits and Spot Checks Align For Entities i |

reCO rd NCR9999999 Second Day Training Test 2 Editor 2 C—) |

4~ Monitoring Engagement Status

MONITORING ENGAGEMENT STATUS
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Reviewing the Audit Notification Packet

Click Edit on the Monitoring
Engagement record General

AMNP Visibility Date Decambar 3, 201 ANP Deadling Date

Select the ANP tab Additional  relevant instructians

Hotes/instructions
ANP Documents

Click any of the headers to expand

and review the information L
Pre-Audit Survey
@C]lck to E}ipal"ld the Registered Entity Comments

Registered Entity Regstered Enty
Comments section

Type any comments in the
textbox

Click Update to save your
comments

Update Close
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Reviewing Assigned Resources

- : My Align
To add an objection to the Audit team

on the Monitoring Engagement: /4|:IG'N My Align
submiais - sang. Risk and Planning
Processing 0 ok

W, Rpon

Self Reports and Logs

Click the dropdown arrow jrfrionrscpoll
to navigate to the Audits and mf Periodic Data Submittals

Spot Checks View Self Certifications

, Audits and Spot Check
@ Click the ID to open the 1 solesboibuiomiessiis

Monitoring Engagement
l.(,(\()l.(l 4 Maonitoring Engagement Status

IAGEMENT STATUS
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NEWS AND UPDATES

| wnen Periodic Data

anagement . 1

YOUD o
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Reviewing Assigned Resources

G A ] https://nerc-trn.bwise.net/bwise/page/solution-app/#solution/RE/Registered_Entity_Acts_ME/MonEngs @, {‘5 K] e i%

stz oot - . J Audits and
Spot Checks >

- e ‘ Monitorin 0
AUDIT

AUDIT ROLE ASSIGNED RESOURCES E n a e I ' I e n t
ME22-|

Audit Team Lead - CIP TXRE Editor 2
tatus

Audit Team Lead - OP TXRE Editor 2
ME224

Member - CIP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis

Member - OP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis

Scroll down to

Primary - CIP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis ‘ ‘ -

Primary - OP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis Ass I g n e d

Resources
Observers t .
Ea -

4
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Reviewing Assigned Resources

ME21-(:0265

Monftaring Period Start  MMa
Dt

Click Edit General

Monitoring Period End  Discember 1, 2081
Date

Past Audit Survey

Select Objection to Audit Engeod Assigned Resources
Team from the dropdown Outs

Objection to Audit Team

de Dhservers  MNamas and Role

Maonitorin
o Justificaticn

for Dbhjection

Type the Justification for
Objection in the textbox

Monitoring

Fost 8

Check the checkbox

Click Update

Outside Observers  Name and Role

Objection to Ausdit Team

TEXASRE
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Working Papers
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Working Papers

To review and submit Working Papers
to the CEA:

@ Click the dropdown arrow
to navigate to the Audits and
Spot Checks View

@ Click the ID to open the

Monitoring Engagement
record

My Align

My Align

Risk and Planning

Self Reports and Logs
Periodic Data Submittals
Self Certifications

Audits and Spot Checks

- Monitoring Engagemen Status

MOMNITORING EMGAGEMENT STATUS

Mlﬂuﬁk‘m Manage

ment
1

NEWS AND UPDATES

MEWS AND UPDATES

CURREMT ACTIVITY

Align For Entities

sl Day Training Test 2 Editer 2

B T
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Working Papers

Select the Working Papers _EI
- Mo

tab

Working Papers

Click the ID to open the CIP-003-8 R2.
RSAW

Type the Compliance
Narrative in the textbox

Type the relevant details of
the Registered Entity
Evidence in the table

Notice: The Report Narrative

textbox and Issues section are for
CEA use. You do not need to input
any information in these sections.

1o TEXASRE
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Requests for
Information (RIFI)
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Requests for Information

To respond to a Request for
Information:

@ Click the dropdown arrow
to navigate to the Audits and
Spot Checks View

@ Click the ID to open the
Monitoring Engagement
record

Notice: Click View Requirement
Status (a) to view the status of all
Requests for Information applicable
to the Monitoring Engagement.

HH Dashboard and

[] Assigned To Me

unassigned are shown B
Submittals and Self-C
Processing secton, yo
Yyou can review, approve
EAs, and Mitigations.

can also view and apprd|

vieanr anA anshra Aata al

ITEMS AWAITING M?

My Align

Risk and Planning

Self Reports and Logs
Periodic Data Submittals
Self Certifications

Audits and Spot Checks

EEE Audits and Spot Checks

4~ Monitoring Engagement Status

MONITORING ENGAGEMENT STATUS

Align for Regions

MRO Editor1 (>

NEWS AND UPDATES ﬂ

NEWS AND UPDATES

'g action and either assigned to you or
sl as issue and review Periodic Data
Noncompliances. In the Enforcement
e Mitigation Management section,
es other ways 1o view and find PNCs,

finated Oversight Group detalls, and you

= Reporting section, you will be able to

PNCs in Review

Align For Entities L |

NCR9999999 Second Day Training Test 2 Editor 2 C—) |
|
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Requests for Information (cont.)

Audits and Spot Checks Align For Entities

ME22-00038 | Requirement Status

REQUIREMENT DASHBOARD RFITASK STATUS

B REQUIREMENT STATUS A D TYPE DUE DATE STATUS
44 -
CIP-0038 R Not Started AT22-00005 [N Task 0211112022 Open ( I C t e
)
CIP-003.8R2. Not Started RI22-000009 RF| 02125/2022 CEAReview
138 R 0 Registered Entity R F I/ A S K
CIP-003.8R3. Not Started RI22-000010 RF| 02 S I
CIP-003.8R4. Not Started RI22-000011 RF| 0310212022 CEAReview

ID to view

Registered Entity
PRC-012-2 R1 Not Started RI22-000028 RFI 03/26/2022

Processing
PRC-012-2R3 Not Started t h e R F I O r
PRC-012-2R5 Not Started
PRC-012-2R6 Not Started
PRC-012-2R7 Not Started
PRC-012-2R8 Not Started
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Requests for Information

ME22-00038 | RI22-000028

Request for Information

000 Requirement(s)  CIP-003-8 R3.; CIP-003-8 R4.; CIP-003-8 R1.; CIP-003-8 Entity Comments | < I I C k t h e ‘ I O S e
| R2.
000 Requestor  TXRE Editor 2 | h
Requestor Comments  For each BES asset containing a low impact BES Cyber I B u tt O n O r t e X
System in Sample Set $5-003-R2-L2-02, provide the -
following evidence:
1. Representative diagram(s) of the specific I n e u p p er
implementation of electronic access control(s);
2. The inbound and outbound electronic access -
right to return
3. Documentation that the enabled inbound and outbound
electronic access are necessary.
Sample Set $3-003-R2-L2-02: BES Asset Index #1, 3, 6, to t h e
8.
Requestor Attachments o O
Request Sent On  February 24, 2022 I\/l O n I to r I n g
Response Due By March 26, 2022

Engagement
Status
dashboard
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Requests for Information

Scroll to the Audit Request

for Information section

Click the ID to open the RFI

Check the Acknowledge
Receipt of Audit RFI
checkbox

Type any comments in the
textbox

Select Submit from the
dropdown

Click Update

Notice: The Status of the RFI
should now be CEA Review (a)

Objection to Audit Team

Page | 1 g

Upload Opening|
Presentation

Upload Exit Briefing|

ME21-00238

No Objection to Audit Team

Audit Request for Information

21-00238 | RI21-000084
Acknowledz

Instructions  Upon ope i< the box below and click on update to acknowledge that you have received the Audit RFI

Acknowledge Receipt of v
Audit RFI

Request for Information

Requirement(s)

BAL-002-3 R3.; BAL-002-3 R1.; BAL-002-3 R2
Requestor MRO Editor 1
Requestor Comments  test

Requestor Attachments

Request Sent On  November 9, 2021

Response Due By December 9, 2021

Secure Evidence Locker Instructions

MRO|NC ME21 8

If the entity is hosting its own SEL, please provide a hyperiink to their locker in the comment section above.

SEL Locker Reference  Submit Evidence or Attachments related to this Self-Cert via ERC Secure Evidence | ar (SEL) with the following reference nus

Respondent Comments

imber;

comments

Action

Jastructions  Selecting 'Submit’ within the dropdown below and updating the form will send back your response to the CEA.

an Submit
Update Close
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Align 4.5 Training -
Common Questions,
Resources, & Wrap-up

February 23, 2023




When Is
the Align
4.5

rollout?

Texas RE expects new IRASs to
start using Align in April 2023,
and new COPs to start using
Align in July 2023.

® = +FTEXAS RE
ign Release 4.5 Train



What becomes

of Extranet e Al olatform .
€ AlIgn platorm IS exXpecte
b_ased _ to replace Extranet-based
guestionnaires/ interactions.

Interactions?

g ~#TEXASRE
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When a new registration Is set

up, the Primary Compliance
HQW do | get Contact (PCC) gets granted
Align access Entity Admin Access for
for CORES and Align. With entity
admin access, the PCC should
myself/others? be able to add/remove access

for themselves/others.

Align Release 4.5 Training




The PCC will recelve an emaill

notification from Align of
How do | learn pending guestionnaires and

about pending associated timelines.
questionnaires | ———

an d assocC | at ed OT o
timelines? e ———

..... =
Femer Al
5 Ry b o mad

26 TEX AS RE
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: IRA questionnaires are sent
How often will out when the Texas RE Risk

Texas RE send team refreshes an IRA based
IRA on a change in entity risk, or

questionnaires? in preparation for an

upcoming engagement.
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Will entities be

' Prior questionnaire
able to see prior responses completed in Align

fil!ed out will be available.
guestionnaires?

28 TEX AS RE
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How do | know

COP features are still being

the entlty Implemented. Texas RE
Com P llance expects a notification (like
Oversi 0 ht Plan the IRA questionnaire) to be
: available for completed
(COP) Is COPs.
avallable?
2 +#TEXASRE
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How do | get Contact the NERC help desk
hel P for A“g N and submit a help request.

ISsues?

. “FTEXASRE
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https://support.nerc.net/

Will COPs

completed

before the Align

rollout be
avallable?

4

Data migration is still a work
In progress. Legacy COPs
are not expected to be
available in Align by the time
of Release 4.5
Implementation.

31 “FTEXASRE
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Resources

NERC

Align 4.5 User Helpdesk
Guide Ticket

Submission

Texas RE
Training

NERC Training



https://trn.nerc.com/User%20Guide/RE_User_Guide_R4_5.pdf
https://support.nerc.net/
https://www.texasre.org/pages/align
https://training.nerc.net/

Devin Kitchens
Compliance Team Lead
Devin.Kitchens@texasre.org

Jeff Hargis
Manager, Risk Assessment
Jeff.Hargis @texasre.org

Sridhar Pushpavanam
Senior Risk Assessment Engineer
Sridhar.Pushpavanam @texasre.org

Eric Newnam
O&P Compliance Engineer
Eric.Newnam @texasre.orq
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