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Agenda

Align and ERO SEL Overview

• Access and Permissions

Engagements: Audits/Spot-Checks

• Review Scheduled Engagements

• Review Assigned Resources

• Review Audit Notification Packet

• Process Working Papers

• Request for Information (RFI)

• View Reports

• Email Notifications

NERC Help Desk / FootPrints Tickets

ERO Secure Evidence Locker (SEL) Functionality
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What is Align?

An ERO Enterprise common platform 
developed to support compliance 
monitoring and enforcement (CMEP) 
activities and business processes.  

The tool provides a standardized and 
consistent interface for entities 
conducting CMEP activities. 

The Align rollout consists of four 
releases with full implementation by 
the end of 2022. 
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ERO Secure Evidence Locker (ERO SEL)

• A highly secure, isolated, encrypted environment. It acts as a temporary 
repository to upload evidence which is subject to file destruction policies. 

Align Release 3 Training                                                      
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What is the ERO SEL?
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Go Live: Align Release 3 and ERO SEL

April 2022

Audits

Audit 

Planning and 

Scheduling
ERO Secure 

Evidence Locker

Spot-Checks
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Access for Align and ERO SEL: ERO Portal Required  

The Primary Compliance Contact (PCC) MUST have 
an ERO Portal Account (Registered Entities: User 
Access Guide)

• Set up ERO Portal Account:

• Navigate to https://eroportal.nerc.net.

• Select “Register” in the upper left-hand corner.

• Complete the registration form and click “Submit.”

• Verify ERO Portal Account:

• Navigate to https://eroportal.nerc.net.

• Select “Sign In” in the upper left-hand corner.

• Enter your credentials to confirm access to ERO Portal.
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https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://eroportal.nerc.net/
https://eroportal.nerc.net/
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Permission Roles: Align

• Align Registered Entity Reader

• Can log into Align and see everything for their 
registered entity, but cannot make changes.

• Align Registered Entity Editor

• Can log into Align, see everything for their 
registered entity, and make changes, but cannot 
submit anything to the CEA for review or 
processing.

• Align Registered Entity Submitter

• Can log into Align, see everything for their 
registered entity, make changes, and submit 
items to the CEA for review or processing.

PCC 
grants 

Account 
Access 
Levels
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Registered Entity Accounts

• Registered 
entity user 
verifies access. 
Note:  Access 
changes take 
effect the next 
day.

Access 
Verification

• Registered 
entity PCC 
reviews and 
approves 
access request

Access 
Approval

• Registered 
entity user 
requests access 
level to Align

Access 
Request
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Permission Roles: ERO SEL

• All PCCs and Align Submitter roles have been 
provided ERO SEL Submitter role

• In the event PCC changes, the new designated 
PCC will be provided ERO SEL Submitter role 
access

• To gain ERO SEL access, submit ticket to NERC’s 
Help Desk / FootPrints (https://support.nerc.net/) 

• Routed to Texas RE staff

• Texas RE staff will confirm with PCC user’s 
request

• Escalate to NERC to enable SEL Submitter role

ERO SEL 
Submitter 

Role
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https://support.nerc.net/
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Sli.do (#TXRE)

Slido Question

When does Release 3 go live in the Texas RE region?

A. May 2022

B. April 2022

C. July 2022

D. None of the above
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Log into Align

ERO Portal log in

• https://eroportal.nerc.net > My Account

Reset password or retrieve username

Help Desk ticket

Align Release 3 Training                                                      
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https://eroportal.nerc.net/
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Accessing Align

ENTITY staff should 
access Align from 
the ERO Portal 
using their ERO 
Portal credentials 

Enter ERO Portal 
username

Enter ERO Portal 
password
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Accessing Align

ENTITY staff will need 
to complete 2-Factor 
Authentication in 
DUO app to access 
Align
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Sli.do (#TXRE)

Slido Question

What multi-factor app does Align use to authenticate 

users?

A. Google Authenticator

B. Authy

C. RSA Authentication Manager

D. DUO 
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Accessing Align

Landing page 
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Accessing Align

Dashboard
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Reviewing a Scheduled Engagement

From My Align 
drop-down list, 
select Risk and 
Planning to 
review details 
about 
scheduled 
engagements
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Reviewing a Scheduled Engagement

Risk and 
Planning > 
Scheduled 
Engagements
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Reviewing Assigned Resources
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Reviewing Assigned Resources

Audits and 
Spot Checks > 
Monitoring 
Engagement 
Status

Scroll down to 
“Assigned 
Resources” 
section
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Reviewing Assigned Resources
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Reviewing the Audit Notification Package
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Reviewing the Audit Notification Package

Align Release 3 Training 
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Working Papers
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Working Papers
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Working Papers
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Working Papers
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Requests for Information
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Requests for Information (cont.) 

Click the 
RFI/TASK 
ID to view 
the RFI or 
Task
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Requests for Information (cont.) 

Click the Close 
Button or the X 
in the upper 
right to return 
to the 
Monitoring 
Engagement 
Status 
dashboard
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Requests for Information
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Sli.do (#TXRE)

Slido Question

Can users edit RFIs from the requirement dashboard?

A. Yes

B. No
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Viewing Reports
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The PCC and ACC will receive an
email when the final report is
published
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Viewing Reports
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Click the Report 
tab

Click the Draft 
Non-Public 
Report link
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Viewing Reports
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Contains 
Entity/Engagement 
Information

Click the Export 
icon to export a 
copy of the tables
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Viewing Reports
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Contains the over 
all count of 
findings

Click the Export 
icon to export a 
copy of the table



48

Viewing Reports
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Lists each finding

Click the Export 
icon to export a 
copy of the tables
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Viewing Reports
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Lists each AOC, 
Recommendation, 
Positive observation

Click the Export 
icon to export a 
copy of the tables
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Viewing Reports
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Lists Culture of 
compliance Narrative 
and Participants

Click the Export icon 
to export a copy of 
the tables
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Viewing Reports
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This is where the 
entity staff can 
enter their review 
comments.
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Email Notifications

Current list of 
Email Notifications 
associated with 
Audits and Spot 
Checks

Additional 
notifications may 
be added in the 
future
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Email Notifications

Audit 
Notification 
Packet (ANP) 
has been sent
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Email Notifications

Review and 
Respond to Audit 
RFI
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Email Notification

Audit Draft 
Report is 
Available for 
Review
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Email Notifications

Final Non-
Public 
Report has 
been 
Published
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Post Support System: Help Desk / FootPrints Support

➢ Submit ticket to: https://support.nerc.net/ through the ERO Portal

➢ Routed to Texas RE staff for resolution

Align Release 3 Training                                                      
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https://support.nerc.net/
https://eroportal.nerc.net/
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Help Desk / FootPrints Ticket

Navigate to the ERO Portal 
on NERC’s website 

(https://eroportal.nerc.net/)
Select Help Desk

Align Release 3 Training                                                      
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https://eroportal.nerc.net/
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Help Desk / FootPrints Ticket

Complete the Captcha
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Enter a Help Desk / FootPrints Ticket: Align

➢ Populate all fields that 

contain a red asterisk

➢ Select the following for 

proper routing: 

• Service: ERO Enterprise 

Applications

• Category: Align for Entities

• Sub-Category: Leave blank if 

not applicable

➢ File Attachment: Include 

screenshots of the issue.

➢ Description: Include 

description of the issue. 

Align Release 3 Training                                                      
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Enter a Help Desk / FootPrints Ticket: ERO SEL

➢ Populate all fields that 

contain a red asterisk

➢ Select the following for 

proper routing: 

• Service: ERO Enterprise 

Applications

• Category: Secure Evidence 

Locker (SEL)

• Sub-Category: File 

Submission or Registered 

Entity Account Access

➢ File Attachment: Include 

screenshots of the issue.

➢ Description: Include 

description of the issue. 

Align Release 3 Training                                                      
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Align and ERO SEL Outages

Align and ERO SEL outages will 
be displayed on the NERC 
Helpdesk ticketing system in red 
font
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Help Desk / FootPrints Ticket Notification

A FootPrints Ticket 
notification will be 
generated and sent 
to your email address 

Work with your IT 
group to whitelist the 
FootPrints notification 
emails 
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ERO SEL
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ERO SEL

• Allowed:  .docx, .xlxs, .pdf, .jpeg, .ppt, etc. 

• Not allowed: ajr, gz, tar, zip, zipx, sit, 7z, 7zxFile Types

• Single file: 2 GB

• Multiple files: 10 GBFile Size

• TXRE|NCR01234|TEST202101|TEST202
101|CIP-005-6|R1|1.1|

Reference 
ID Format

• Shows reference ID and date stamp
Email 

Manifest

Align Release 3 Training                                                      
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ERO SEL

Current ERO SEL

Extranet managed by Texas RE.

Registered entities can view 

evidence submitted in permitted 

folders in the Extranet.

Can upload evidence to 

webCDMS.

ERO Enterprise wide locker managed by 

NERC.

Registered entities receive manifest file.

Registered entities need ERO Portal account.

Registered entities cannot view or delete 

documents uploaded to SEL.

Registered entities cannot upload evidence to 

Align. Evidence shall be uploaded to the SEL.
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Training Resources

Registered Entity Training 

Materials

● Registered entity Scheduled 

Engagements videos – 7

▪ Appox. 10 minutes

● User Guides 

▪ Registered Entities: Release 3 User 

Guide 
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https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
https://trn.nerc.com/User%20Guide/RE_User_Guide_R3.pdf
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Stay Informed

Stay Informed

● Texas RE website: Align page

● Texas REview, Align Newsletters, announcements, and social 

media 

● Visit NERC’s Align page 

● Join Talk with Texas RE meetings Workshops for Align updates

▪ March 31, 2022: Spring Standards, Security, and Reliability Workshop
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https://www.texasre.org/pages/align
https://www.nerc.com/ResourceCenter/Pages/CMEPTechnologyProject.aspx
https://www.texasre.org/pages/calendar/events/2022/mar/springstandardssecurityandreliabilityworkshop
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Align Release 3 Training: Hands On Training

● Two opportunities to attend small group hands-on training 

sessions in April and May. 

● April 7, 2022 from 1 pm – 3 pm

● April 21, 2022 from 1 pm – 3 pm

● May 2, 2022 from 1 pm – 3 pm

● May 16, 2022 from 1 pm – 3 pm

● Register here for a hands-on session.
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https://www.eventbrite.com/e/align-release-3-hands-on-training-tickets-245893633477
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Sli.do (#TXRE)

Slido Question

If I need assistance with Align or the ERO SEL, I contact: 

A. Information@texasre.org

B. Compliance@texasre.org

C. www.texasre.org

D. https://support.nerc.net/
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mailto:Information@texasre.org
mailto:Compliance@texasre.org
http://www.texasre.org/
https://support.nerc.net/
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Questions?




