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Agenda LGN

Align and ERO SEL Overview

 Access and Permissions

Engagements: Audits/Spot-Checks

* Review Scheduled Engagements
Review Assigned Resources
Review Audit Notification Packet
Process Working Papers
Request for Information (RFI)
View Reports

« Email Notifications

NERC Help Desk / FootPrints Tickets

ERO Secure Evidence Locker (SEL) Functionality
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What is Align?

An ERO Enterprise common platform
developed to support compliance
monitoring and enforcement (CMEP)
activities and business processes.

The tool provides a standardized and
consistent interface for entities
conducting CMEP activities.

The Align rollout consists of four
releases with full implementation by
the end of 2022.
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What is the ERO SEL? A4uaN

ERO Secure Evidence Locker (ERO SEL)

A highly secure, isolated, encrypted environment. It acts as a temporary
repository to upload evidence which is subject to file destruction policies.

NERC N\ : Secure Evidence Locker
R p @ 9SERC PTEXASRE \\\’ WECC
fo—— e (SEAH Step 1 - Validation

Secure Evidence Locker

~~ Valid Reference ID
Step 1 - Validation Region: TexasRE
Enter a Reference ID and ¥

CMEP Activity: TexasRE-2020-00055A
Tags: TexasRE-2020-00055A

Step 2 - Upload Files
Click "Upload™ o add evidence o y
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Go Live: Align Release 3 and ERO SEL A.EI.G.N

Spot-Checks
Audits P
Audit
Planning and ERO Secure
Scheduling Evidence Locker

................
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Align Access
anad Permission Roles

Align Release 3 Training
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Access for Align and ERO SEL: ERO Portal Required/l.bl.G.N

The Primary Compliance Contact (PCC) MUST have

an ERO Portal Account (
)

« Set up ERO Portal Account:

« Navigate to https://eroportal.nerc.net. NOTE:

« Select “Register” in the upper left-hand corner. Submitter

« Complete the registration form and click “Submit.” Access changes
* Verify ERO Portal Account: may take up to

* Navigate to https://eroportal.nerc.net. 24 hours to take
« Select “Sign In” in the upper left-hand corner. effect!
« Enter your credentials to confirm access to ERO Portal.

“#TEXASRE 1 e ch 2022
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https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://eroportal.nerc.net/
https://eroportal.nerc.net/

Permission Roles: Align A.EI.G.N

PCC - Align Registered Entity Reader
« Can log into Align and see everything for their
registered entity, but cannot make changes.

g ran tS « Align Registered Entity Editor

« Can log into Align, see everything for their

A C C O u n t registered entity, and make changes, but cannot
submit anything to the CEA for review or

processing.

A C C eS S » Align Registered Entity Submitter

« Can log into Align, see everything for their
L I registered entity, make changes, and submit
eV e S items to the CEA for review or processing.

Align Release 3 Training

11 March 2022
ing electric reliability for



Registered Entity Accounts A.E}G.N

Access AcCcess AcCcess
Request Approval Verification
* Registered * Registered * Registered
entity user entity PCC entity user
requests access reviews and verifies access.
level to Align approves Note: Access
access request changes take
effect the next
day.

“#TEXASRE 1 e ch 2022
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Permission Roles: ERO SEL A.El.G.N

« All PCCs and Align Submitter roles have been
provided ERO SEL Submitter role

* In the event PCC changes, the new designated
E R O S E L PCC will be provided ERO SEL Submitter role
access

S U b m | tt ‘o) © To gain ERO SEL access, submit ticket to NERC'’s

Help Desk / FootPrints (https://support.nerc.net/)

RO I e  Routed to Texas RE staff

» Texas RE staff will confirm with PCC user’s
request

* Escalate to NERC to enable SEL Submitter role

Align Release 3 Training
13 March 2022
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https://support.nerc.net/

Sli.do (#TXRE) A‘l:fG‘N

Slido Question

When does Release 3 go live in the Texas RE region?

A. May 2022
B. April 2022
C. July 2022
D. None of the above

TEX As R E Align Release 3 Training

March 2022
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Log into Align A.El.G.N
ERO Portal log in

* https://eroportal.nerc.net > My Account

Reset password or retrieve username

A

Help Desk ticket |

N E R C =] My Account

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

111 NERC Membership List Help Desk

=+JSign In Register Resend Registration Key

Sign in or recover your username or password

m Forgot Password/Username

TEXAS RE Align Releas't\aﬂgrl';aizr(l)igg
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https://eroportal.nerc.net/

Accessing Align

(mll (% Signin

BRVR8cK7mJ2yQrUnFTnvzdrr0TY7eH94DIvg3pwodpNBeSTAXMCT...  Tg K]

Sign in

Username il

Passw

[ Keep me signed in

Forgot username or password?

This is a North American Electric Reliability Corporation (NERC) information system restricted to authorized
individuals. You have no reasonable expectation of privacy regarding communi or data transiti
on NERC's information system. At any time and for any lawful purpose. NERC may monitor. intercept. record. and
search any communications or data transiting or stored on this information system. At NERC's sole discretion, NERC
may disclose pertinent information to the U.S. Government and its authorized representatives to protect the
security of critical infrastructure and key resources, ensure information security, or to comply with any applicable
law, regulation, legal process, or enforceable governmental request. By continuing, you acknowledge that you
understand and consent to the terms and conditions described in this notice. The actual or attempted unauthorized
access, use, or modification of this system is strictly prohibited and may subject violators to criminal, civil. and/or
administrative action.

or stored

TEXAS RE 16
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ENTITY staff should

access Align from
the ERO Portal
using their ERO
Portal credentials

Enter ERO Portal
username

Enter ERO Portal
password

Align Release 3 Training
March 2022



Accessing Align

& @ O L “% ENTITY staff will need
to complete 2-Factor

Authentication in
DUQO app to access
Align

For security reasons, we require additional information to verify your account

Choose an authentication method

Send Me a Push

What s this? C§

Add a new device

Call Me
My Settings & Devices

Need help?

Enter a Passcode

Remember me for 10 hours

TEXAS RE 17 e avch 2025
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Sli.do (#TXRE) A‘l:fG‘N

Slido Question

What multi-factor app does Align use to authenticate
users?

A. Google Authenticator

B. Authy

C. RSA Authentication Manager
D. DUO

TEX As RE s Align Releas'(\e/l Z,rg]aizrggg
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Accessing Align

NCR9999999 TX Editor 1 C—)

Solutions

[

Align For Entities

Landing page

TEXAS RE 19 e avch 2025
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Accessing Align

B @ = @ D

Align For Entities v

HH My Dashboard and Tasks NCR9999999 TX Editor 1 C—)

Assigned To Me

NEWS AND UPDATES

Az!t\lk’l-ﬁN

Welcome to Release 2 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You
can create Self Reports and Self Loas. perform Periodic Data Submittals. and execute Self-Certifications. In the Enforcement ~

MY TASKS STATUS OF MY FINDINGS

REGION

Dashboard

TYPE UNIQU.. SoTel STATUS  NCR REGIS... STAN..  REQ DUE DATE
RFI for | RF21- Awaiting ~ NCR99999 Training  FAC- L -
[Eg SelfCerts 000636 “RE your _TXRE  Energy. 0034 R1. 08/28/2021
RFI for | RF21- Awaiting  NCR99999 Training  CIP-004-  R1,R2, .
SelffCerts 000642 | RE your... _TXRE  Energy.. 6,ClP-.. Rz, R..  C0/28/2021
RFI for | RF21- Awaiting ~ NCR99999 Training  FAC- e
SelfCerts 000643 | XRC your... _TXRE  Energy.. 0034 R1. 08/29/2021 '
RFI f | RF21 Awaii NCRE9959 Traini FAC PNC Review
or - waiting JJ99Y raining - -
SelfCerts 000667 " your..  -TXRE  Energy.. 003-4 R1. 09/05/2021
RFI for | RF21- Awaiting NCR99999 Training FAC- e
SelfCerts 000678  “RE your... _TXRE  Energy.. 0034 R1. 09/16/2021
RFI for | RF21- Awaiting ~ NCR99999 Training  FAG- o
SelfCerts 000687 | iC your... _TXRE  Energy.. 0034 R1. 10/15/2021
REI far I RE21_ Awiaitinea NMRQAQQQ  Trainina EAC_ A
Page | 1 of 2 | 2 | o 0.0 0.4 0.8 1.2 1.6 2.0

TEXAS RE 20 e avch 2025
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Reviewing a
Scheduled Engagement

Align Release 3 Training
21 March 2022
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Reviewing a Scheduled Engagement

Align For Entities v

HH My Dashboard and Tasks NCR9999999 TX Editor 1 C—)

Assigned To Me

From My Align
AVAEN drop-down list,

Welcome to Release 2 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self L]
Reports and Self Logs, perform Periodic Data Submittals, and execute Self-Certifications. In the Enforcement Processing section, you see the S e I e C t R I S k E ‘ n d
MY TASKS US OF MY FINDINGS P I i t

status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you can edit and manage
REGION

TYPE UNIQUE... OR LRE STATUS NCR REGIST... STANDA... REQ DUE DATE
RFI for RF21- TXRE Awaiting EAC-003.4 R 08/28/2021 - 1
B2 SelfCerts 000636 your... o ey ‘ VI ‘ E ( E al S
RFI for RF21- TXRE Awaiting ini CIP-004-6 R1., R2. 08/28/2021
SelfCerts 000642 our CIP-003 R2., R3 HereREy
RFI for RF21- TXRE Awaiting FAC.0034 R1 08/29/2021 a O u t
SelfCerts 000643 your e : ey
RFI for RF21- TXRE Awaiting nin, EAC-003.4 R1 09/05/2021
SelfCerts 000667 your... e : R PNC Review S C e u e
RFI for RF21- TXRE Awaiting nin, EAC-003.4 R1 09/16/2021
SelfCerts 000678 your... e ‘ e m n
RFI for RF21- TXRE Awaiting nin, EAC-003-4 R1 10/15/2021 I l g ag e e S
SelfCerts 000687 your... e ‘ s
RFI for RF21- TXRE Awaiting NCR999999¢ Training FAC-003-4 R 10/15/2021
SelfCerts 000688 your... - TXRE Energy e : e
RFI for RF21- - Awaiting NCR999999¢ Training ) P
Qalrarte NNANRRG XRE A TYDE Enarm: FAC-003-4 R1. 0/15/202
Page | 1 of 2 > o 00 02040608 1012 14 16 18 20

TEXAS RE 2 e avch 2025
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Reviewing a Scheduled Engagement

Risk and Planning Align For Entities v
. n
4 Scheduled Engagements NCR9999999 TX Editor1 (3 R I S k a n d
SCHEDULED ENGAGEMENTS
n
SCHEDULEID  REGISTRATION ENGAGEMENT TYPE ENGAGEMENT NERG/FERC- START DATE END DATE
SCOPE LED
SH22-00038 NCR9999999 - TXRE - Training Energy Corp. TXRE in TXRE Compliance Audit Both N/A 05/23/2022 06/03/2022
SH22-00042 NCR9999999 - TXRE - Training Energy Corp. TXRE in TXRE Compliance Audit Both N/A 056/23/2022 06/03/2022 S ‘ | l e d l I | e d
SH22-00044 NCR9999998 - TXRE - Training Energy Corp. TXRE in TXRE Compliance Audit Both N/A 05/23/2022 06/03/2022 E t
Page @ 1 of 1 &

TEXAS RE 2 e avch 2025
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Reviewing
Assigned Resources

Align Release 3 Training
24 March 2022
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Reviewing Assigned Resources

Align for Regions

" - ) My Allgﬂ MRO Editor |
To add an objection to the Audit team

on the Monitoring Engagement: AuienN My Align

SO
submtats - ser.g. RISk and Planning WL “2.":.‘2‘:.%‘.‘.:
PYShesing deckon. Miigetion Menegemant

Click the dropdown arrow g o : SO TASHT Ml -ogs -

to navigate to the Audits and W; Periodic Data Submittals

Spot Checks View

Reporting

CURRENT ACTIVITY

7 Self Certifications
> |

. Audits and Spot Check
@ Click the ID to open the | FHCHBANG SpoL TDoRD

Monitoring Engagement $33. WAHORERIS POt Shechs
I.L,C()l.(i 4 Maonitoning Engagement Status

MONITORING ENGAGEMENT STATUS

: TEXAS RE Align Release 3 Training

25 March 2022
Ensuring electric reliability for Texans



Reviewing Assigned Resources

wise/page/solution-app/#solution/RE/Registered_Entity_Acts_ME/MonEngs

Audits and Spot 3 v A u d |tS an d
ME22-00038 Spot Ch eCkS >

A Monitoring
AUDIT
AUDIT ROLE ASSIGNED RESOURCES E n a e I ' l e n t
ME22-
Audit Team Lead - CIP TXRE Editor 2 |
tatus
Audit Team Lead - OP TXRE Editor 2
ME22-
Member - CIP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis
Member - OP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis
Scroll down to
Primary - CIP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis ‘ ‘ .
Primary - OP Ben Gregson, Dennis Glass, Devin Kitchens, Eric Newnam, Jeff Hargis Ass I g n e d
Resources
Observers t .
o JO
4 /

FTEXAS RE 26 e avch 2025
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Reviewing Assigned Resources

ME21-0:0265

Monitaring Period Start
Deat
Cll{:k Ed it Ganeral ok —_ - ::_-...-;.:L:_..LH
Paal Audit Sureay

Select Objection to Audit Engeod P —

Team from the dropdown Outside Otsarvors  Name and Rok
Monitoring - 1 I P KUK |

Type the Justification for
Objection in the textbox

Maonitaring

Paost

Check the checkbox

Click Update

NN

TEX As RE ) Align Releaslt\a/I :r'g;]aizrggg
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Reviewing the
Audit Notification Packet

#FTEXASRE . s



Reviewing the Audit Notification Package

Align for Regions v
B Dashboard and Tz MROEditor1 (3

To view the Audit Notification Packet |SEeeenas
and add Entity comments: ., My Align T ¥
\ g action and either assigned to you or

unassigned are shown = H sell as issue and review Periodic Data
Submittals and Self-C RISk and Plannlng Noncompliances, In the Enforcement

Processing section, yo e Mitigation Management scciion,

C liCk th e d rop down a rrow YOU Gan review, approve s other ways to view and find PNGCs,

EAs, and Mitigations Self Reports and LogS linated Oversight Group details, and you
can also view and apprg@ = Reporting section, you will be able to

to navigate to the Audits and
Spot Checks View

IEEITAIER, Periodic Data Submittals I . A

Self Certifications e

PNCs in Review

Click the ID to open the I Audits and Spot Checks

Monitoring Engagement -] . » |
144 Audits and Spot Checks Align For Entities B

record NCR9999999 Second Day Training Test 2 Editor 2 C—) |

4~ Monitoring Engagement Status

MONITORING ENGAGEMENT STATUS

TEXAS RE 20 e erch 2022
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Reviewing the Audit Notification Package

Genaral Working Papers

Click Edit on the Monitoring
Engagement record

Motes/instructicns.

Click any of the headers to expand
and review the information

ANP Visibility Date [Decambar 3

Select the ANP tab Additional  relevant instructions

General

ANP Daadling Date

ANP Documents

Audit Notification Letter

Pre-Audit Survey

@Click to expand the
Registered Entity
Comments section

Registered Entity
Commants.

Type any comments in the
textbox

Click Update to save your

Registered Entity Comments

Close

comments

o 2 o

‘TEXAS RE

Ensuring electric reliability for Texans

Align Release 3 Training
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Process
Working Papers

Align Release 3 Training
32 March 2022
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Working Papers

To review and submit Working Papers
to the CEA:

@ Click the dropdown arrow
to navigate to the Audits and
Spot Checks View

@ Click the ID to open the
Monitoring Engagement
record

TEXAS RE

Ensuring electric reliability for Texans

My Align

My Align

Risk and Planning

Self Reports and Logs
nrm: ...-.-nmr-c[.a.1 Periodic Data Submittals

Self Certifications

Audits and Spot Checks

4 Monitoring Engageman Status

MOMNITORING ENGAGEMENT STATUS

1revaw Periodic Data
= Mitigation Management socto

Reporting =octior

NEWS AND UPDATES

HEWS AND UPDATES

CURREMNT ACTIVITY

MRO Editer 1

33

Align Release 3 Training
March 2022



Working Papers

Select the Working Papers E
S

tab

Werking Papers

Audit Execution

Click the ID to open the | CIP-003-8 R2.
RSAW

Type the Compliance
Narrative in the textbox

Iooeaarans o eotcabiity o

Type the relevant details of
the Registered Entity
Evidence in the table

Notice: The Report Narrative

textbox and Issues section are for
CEA use. You do not need to input
any information in these sections.

preryer -

Align Release 3 Training

FTEXAS RE y March 2022
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Working Papers

To add a Note to the RSAW-

Click to expand the Notes

section

Click the plus icon

Type your comments in the

textbox

Select the Addressees from
the dropdown

Select High, Low, or Moderate
from the dropdown

Click Update

F#TEXASRE 35 e erch 2022
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Working Papers

To save your changes:

@ Click the Save Draft button

To submit the RSAW for review:

Click the Submit for Review s
button Hotes

-+

o m :E-J e El- E II

TE x As RE . Align Releaslt\a/I Sr'(l:';]aizr(l)igg
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Requests for
Information (RIFI)

Align Release 3 Training
37 March 2022

fing electric reliability for



Requests for Information

Align for Regions

HH Dashboard and MRO Editor1 (2

To respond to a Request for ] Assgned To o
Informa tion: : My Align NEWS AND UPDATES ,

'g action and either assigned to you or

unassigned are shown 3 . . vell as issue and review Periodic Data

Submittals and Self-C RISk and Plannlng Noncompliances, In the Enforcement

Processing section, yo ‘e Mitigation Management section,
es other ways to view and find PNCs,

@ Click the dropdown arrow e Self Reports and Logs it Ovaragh Cro cete, et you

can also view and apprg & Reporting section, you will be able to
i A anal

e e E N oy, Periodic Data Submittals I 7 A
Spot Checks View O w

Self Certifications

PNCs in Review

@ Click the ID to open the Audits and Spot Checks

Monltorlng Engagement 33 Audits and Spot Checks Align For Entities

NCR9999999 Second Day Training Test 2 Editor 2 C—) |

record 4~ Monitoring Engagement Status

MONITORING ENGAGEMENT STATUS

Notice: Click View Requirement
Status (a) to view the status of all
Requests for Information applicable
to the Monitoring Engagement.

Align Release 3 Training

*"TEXAS RE a8 March 2022

Ensuring electric reliability for Texans




Requests for Information (cont.)

Audits and Spot Checks Align For Entities

ME22-00038 | Requirement Status

REQUIREMENT DASHBOARD RFITASK STATUS

REQUIREMENT STATUS D DUE DATE STATUS

44 -
CIP-003-8R1. Not Started AT22-00005 (AN Task 0211112022 Open < | I C k th e
4
CIP-003.8 R2. Not Started RI22-000009 RFI 02/25/2022 CEA Review
B oo { Starte 03/02/2022 e R F I/ A S K
CIP-003-8 R3. Not Started RI22-000010 RFI 30021202 Processing I
n
CIP-003-8 Rd. Not Started RI22-000011 RFI 03/02/2022 CEA Review I D to VI eW
C.012-2 ‘o 03062022 Registered Entity
PRC-012:2R1 Not Started RI22-000028 RFI 31261202 Processing
PRC-012-2R3 Not Started I l e I E I I O r

PRC-012-2R5 Not Started I a S k

PRC-012-2R6 Not Started
PRC-012-2R7 Not Started
PRC-012-2R8 Not Started

TEXAS RE » e avch 2025
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Requests for Information (cont.)

ITq

TNA

-000

-000

ME22-00038 | RI22-000028

Request for Information
Requirement(s)  CIP-003-8 R3.; CIP-003-8 R4.; CIP-003-8 R1.; CIP-003-8 Entity Comments ( I I C k t h e ( I O S e
R2.
System in Sample Set $5-003-R2-L2-02, provide the -
following evidence: I n t h e u p p er
2. The inbound and outbound electronic access -
right to return
3. Documentation that the enabled inbound and outbound
Request Sent On  February 24, 2022 I\/l O n I to r I n g
Response Due By March 26, 2022 E n g ag e m e n t

Requestor  TXRE Editor 2 h
Requestor Comments  For each BES asset containing a low impact BES Cyber | B u tt O n O r t e X
1. Representative diagram(s) of the specific
implementation of electronic access control(s);
electronic access are necessary.
Sample Set $3-003-R2-L2-02: BES Asset Index #1, 3, 6, t O t h e
8.
Requestor Attachments

TEXAS RE 10 e avch 2025

Ensuring electric reliability for Texans



Requests for Information

ME21-00238

SCI'OH tO the Audit Request Objection to Audit Team
for Information section

No Objection to Audit Team

Audit Request for Information

Click the ID to open the RFI

Check the Acknowledge - M

Receipt Of Alldit RFI : ~ Instructions  Upon opef
checkbox S T

Request for Information

i the box below and click on update to acknowledge that you have received the Audit RF

Requirement(s) BAL-002-3 R3.; BAL-002-3 R1.; BAL-002-3 R2 Respondent Comments

d comments

Type any comments in the | -
tethOX Requestor Comments  test

=
Requestor Attachments
Request Sent On  November 9, 2021
= 4
Select Submit from the Rosponse Due By ocenis 5, 2021 g
$ =
Upload Opening =
dI'O p dOWll Presentatiol Secure Evidence Locker Instructions
Upload Exit Briefing| =
SEL Locker Reference  Submit Evidence or Attachments related to this Self-Cert via ERO Secure Evidence Locker (SEL) with the following reference number:
MROINC
Click U date If the entity is hosting its own SEL, please provide a hyperfink o their locker in the comment section above -
pac N
B
—~

Action

NO tice: The Status Of the RFI "‘e'rucllor: ‘acj;rlv“ 'Submit' within the dropdown below and updating the form will send back your response to the CEA.
should now be CEA Review (a)

| I

Update Close

TEXAS RE " e erch 2022

Ensuring electric reliability for Texans




Sli.do (#TXRE) A‘|:|'G'N

Slido Question

Can users edit RFIs from the requirement dashboard?

A. Yes
B. NoO

TEX As RE o Align Releas'(\e/l Z,rg]aizrggg
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Viewing Reports

Align Release 3 Training
43 March 2022
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Viewing Reports

To respond to a Request for
Information:

Click the dropdown arrow
to navigate to the Audits and
Spot Checks View

@ Click the ID to open the

Monitoring Engagement
record

]

The PCC and ACC will receive an
email when the final report is
published

TEXAS RE

Ensuring electric reliability for Texans

.e
HH My Align
HH Dashboard and Ta

[] Assigned To Me

=
unassigned are shown
Submittals and Self-C
Processing section, yo
you can review, approve
EAs, and Mitigations

can also view and apprd

viewnr anA anahma Aata af

ITEMS AWAITING M
0l B
U
|

My Align

My Align

Risk and Planning

Self Reports and Logs
Periodic Data Submittals
Self Certifications

Audits and Spot Checks

Ei Audits and Spot Checks

< Monitoring Engagement Status

MONITORING ENGAGEMENT STATUS

Align for Regions

MRO Editor 1

s

G

NEWS AND UPDATES .

) ‘ NEWS AND UPDATES
g action and either assigned to you or

sell as issue and review Periodic Data
Noncompliances, In the Enforcement
e Mitigation Management scciion,
es other ways to view and find PNCs,
linated Oversight Group details, and you
= Reporting section, you will be able to

CURHENT ACTIVITY

DUE DA ASSIGNED g

PNCs in Review

NCR9999999 Second Day Training Test 2 Editor 2 C—) |

Align For Entities

44

Align Release 3 Training

March 2022



Viewing Reports

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Click the Report
tab

Click the Draft
Non-Public
Report link

Align Release 3 Training
March 2022



Viewing Reports

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Contains
Entity/Engagement
Information

Click the Export
icon to export a
copy of the tables

Align Release 3 Training
March 2022



Viewing Reports

all count of
findings

Click the Export

icon to export a
copy of the table

4

“BETEXAS RE . Algn Release 3 Training
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Viewing Reports

Lists each finding

Click the Export
icon to export a
copy of the tables

4

Align Release 3 Training

TEX As R E 48 March 2022
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Viewing Reports

Lists each AOC,
Recommendation,
Positive observation

Click the Export
Y icon to export a
copy of the tables

4
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Viewing Reports

Lists Culture of
compliance Narrative

and Participants

Click the Export icon
to export a copy of
the tables

Align Release 3 Training
March 2022
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Viewing Reports

ME21-00134 | Report
General Information l3UI'I’|I'I'I€!TY of FiI'IGII'IgS tailed Findings tailed AoCs, Recommendations, and Positive Ol rvations Culture and Panicipants Review

This i1s where the
entity staff can
enter their review
comments.

Due Date to provide  March 11, 2022
mmmmmmmm

nnnnnnnnnnnnnn

"TEXAS RE s v 200
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ALiaN

Email Notifications

Align Release 3 Training
52 March 2022
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Email Notifications

]
]
]
]
]
]

The PCC and ACC will receive an email once the

Audit Notification Packet has been sent by the CEA

The PCC, ACC and RFI Respondent will receive an
email once an Audit RFI has been sent by the CEA

The PCC, ACC and RFI Respondent will receive an
email if the CEA adds comments to an RFlI

The PCC and ACC will receive an email when the
draft report is created

The PCC and ACC will receive an email when the
final non-public report is published

The PCC and ACC will receive an email when the
final public report is published

TEXAS RE

Ensuring electric reliability for Texans

Current list of
Email Notifications
assoclated with

Audits and Spot
Checks

Additional

notifications may
be added in the
future
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Email Notifications

From: noreply@bwise.net <noreply@bwise.net>
Subject: Audit Notification Packet (ANP) for ME22-00000 has been sent

n
AHG.N Automatic email alert A u d It
| | ]
TXRE has sent the Audit Notification Packet associated with Compliance Audit ME22- N O t I f I ‘ at I O I I
00000 to the following entity(ies):
¢ NCR9999999 - TXRE - Training Energy Corp. TXRE in TXRE P aC k et A N P
Please log in to Align for more details.
TEST ENVIRONMENT - EMAIL NOTIFICATION RECIPIENTS IF NOT USING TEST I l aS b e e I I S e I l t
EMAIL

PCC: PSS@ Training Energy Corp.org

ACC(S): None

CEA ENGAGEMENT EDITORS: Editor@texasre.org
AUDIT TEAM LEADS: ATL@texasre.org

PRIMARY AUDITORS: Auditor@texasre.org
MANAGEMENT REVIEWERS: Manager@texasre.org
OUTSIDE OBSERVERS: None

NERC DISTRIBUTION EMAILS: NERC@nerc.net

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align

TEXAS RE 54 e avch 2025
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Email Notifications

From: noreply@bwise.net <noreply@bwise.net>

Subject: Review and Respond to Audit RFI (RI22-000011) R eV I eW an d

A‘l:"G‘N Automatic email alert ReSpond tO AUd|t
RFI

Region: TXRE

Monitoring Engagement ID: ME22-00000

Entity: Training Energy Corp. TXRE - NCR9999999 - TXRE

Reliability Standard/Requirement: CIP-003-8 R1.

TXRE has created an Audit Request for Information (RFI) for the monitoring
engagement ME22-00000 in the Align System. The response for the Audit RFI is due by
2022-03-02.

To see the RFI, please log into the Align system. If there are any questions regarding
this notice, please contact TXRE.

To access Align, go to the ERO portal, navigate to the Align landing page and click on

the link to log in.

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align

Align Release 3 Training
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Email Notification

From: noreply@bwise.net <noreply@bwise.net> .
Subject: Audit Draft Report for ME22-00000 is Available for Review R e p O rt I S

Ay o Avalilable for
Automatic email alert .
Review

Entity(jes):

o NCR9999999 - TXRE - Training Energy Corp. TXRE in TXRE
TXRE has sent you the draft report associated with Compliance Audit - ME22-00000 for
your review, with a due date of 2022-02-26 to provide comments. Please log in to Align

to complete your review and send feedback.

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align

Align Release 3 Training
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Email Notifications

;Li?l:c::ogﬁwzlrﬁobnﬂ;eﬁﬂs ;Zgzifﬁgt%b;fogggz has been Published FI n aI N O n =
AN o Public
Automatic email alert R
eport has
cnty(os): been

¢ NCRS999999 - TXRE - Training Energy Corp. TXRE in TXRE

TXRE has finalized the Non-Public Report associated with Compliance Audit - ME22- P u b | I S h ed

00000. Please log in to Align for further details.

4

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align

F#TEXASRE 57 e avch 2025
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How to Enter a
Help Desk / FootPrints Ticket



Post Support System: Help Desk / FootPrints Support

» Submit ticket to: https://support.nerc.net/ through the ERO Portal

> Routed to Texas RE staff for resolution

Level O Support

Self-Service Resources

Resources that can be accessed
directly, on-demand, by end-users
to answer frequent questions or
issues

* Align training materials

* Quick reference guides

* Training recordings/videos
« FAQs

Level 1 Support

Regional POC (L1)

Regional Entity Point of Contact
that manage issues for, and
responds to, registered entity end-
users

= Receive end user issues via
FootPrints,

= Resolve/respond to basic
inquiries using support
resources or collaborating with
regional counterparts

= Consult with L2 resources as
appropriate

= If able to resolve issue, update
FootPrints and respond to
registered entity end user to
close loop

= Submit Regional issues
requiring NERC Support in
FootPrints (e.g., regional user
termination requests)

If unable to resolve issue, escalate to
NERC Support via FootPrints

Level 2 Support

MNERC Support (L2)

Centralized NERC team that helps

resolve complex or technical
inguiries

Review FootPrints backlog,
prioritize, and address issues
If able to resolve issue, reach
out to Regional POC and close
ticket once end-user confirms
the issue has been resolved
If unable to resolve issue,
escalate to BWise support team
to troubleshoot
Once issue is resolved, reach
out to Regional POC and close
ticket in FootPrints
Escalate major support issues to
IT Leadership
Generate reports on a weekly
basis to track and report on key
metrics

If unable to resolve issue, contact
BWise Technical Support

Level 3 Support

BWise Tech Support (L3)

BWise technical support resources
that help resolve system issues

Coordinate with NERC Support
to assign, prioritize and resolve
issues

Troubleshoot system issues
Contact NERC Support upon
issue resolution

Escalate major support issues to
appropriate BWise leadership

TEXAS RE

Ensuring electric reliability for Texans
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https://support.nerc.net/
https://eroportal.nerc.net/

Help Desk / FootPrints Ticket

Navigate to the ERO Portal

on NERC’s website Select Help Desk

N E R C +J My Account

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

ft  NERC Membership L

Welcome to the ERO Portal

The ERO Portal allows new users to register for an account and perform the following functions upon completion:

®, )

SELF SERVICE ACCOUNT VIEW MAILING LISTS & RESOURCES REQUEST ACCESS

Change Password, Update Security Questions Access to Datastores and Applications Get Access to Resources & Mailing Lists

TE x As RE o Align Releas't\a/I Zr'(l:';]aizr(l)igg
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https://eroportal.nerc.net/

Help Desk / FootPrints Ticket A‘|:|'G‘N

Complete the Captcha

NERC NERC Helpdesk Ticket Submission System

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Please complete the Captcha below.

TIIoRE-
Q

| | F Validate 1
C )

NERC.com | Account Log-In/Register | Legal & Privacy | Trademark Policy | Careers | Contact Us

TEXAS RE 61 e avch 2025
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Enter a Help Desk / FootPrints Ticket: Align A.EI.G.N

Populate all fields that
contain a red asterisk

Select the following for
proper routing:

Service: ERO Enterprise
Applications

Category: Align for Entities
Sub-Category: Leave blank if
not applicable

File Attachment: Include
screenshots of the issue.

Description: Include
description of the issue.

*"TEXAS RE

Ensuring electric reliability for Texans

NERC Helpdesk Ticket Submission System

* required fields| Home | Contact Us

Submit a new Ticket

Title * Region * Priority *

[Tl Select | | %] Medium +

Service * Category * Sub-Category
[ £ro Enterprise Applications [ ALIGN for Entities [elest

+ Salect

T can get to Align, but T cannot lag in
I am logged into Align, but I don't see the right info

I am logged into Align, but I am not sure how ta da

I am logged into Align, but I get an error when I try
I cannot get to Align from the ERO Portal.

Your Personal Information

Last Name * First Name *

( [Tl [ [T ( e [Tl

User ID Phone * (Format: 000000000 Company *

( [Tl [ [T ( [

Description * (1000 characters remaining)

Align Release 3 Training
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Enter a Help Desk / FootPrints Ticket: ERO SEL A‘|:|'G'N

> Po pu late all fields that AL — NERC Helpdesk Ticket Submission System

RELIABILITY CORPORATION

contain a red asterisk -
&8 Submit

* required fields| Home | Contact Us

» Select the following for

proper routing: — :
« Service: ERO Enterprise B = =

+ Select

Region * Priority *
( [Tl Select | [ Medium +|

File Attachment (if you need to send multiple files, please create a single

Applications .
« Category: Secure Evidence re——
Locker (SEL) = e — i) — i
« Sub-Category: File = e o e

Submission or Registered =
Entity Account Access Deserpion * 1t i e

File Submission

Registered Entity Account Access
Region and NERC Account Access

Region and NERC Analysis Environment
Region and NERC Document Management

> File Attachment: Include
screenshots of the issue.
» Description: Include |
description of the issue.

*"TEXAS RE 63 e avch 2025
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Align and ERO SEL Outages A.EI.G.N

e ———————————
NORTH AMERICAN ELECTRIC —
RELIABILITY CORPORATION

| ———————————————
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

NERC Helpdesk Ticket Submission System

NERC Helpdesk Ticket Submission System

IT is performing maintenance on Feb. 26th & 27th, so you may experience intermittent application outages IT is performing maintenance on Feb. 26th & 27th, so you may experience intermittent application outages
Please complete the Captcha below. Submit * required fields | Home | Contact Us
IS 2 -
WehEssehs
\\/ ,«\\i.\_./ "“*’UJ@ ubmit a new Ticke

1 | [ vaiidate ) Title * Region * Priority *
( ] | Select +1 [ Medium +{
Service *
[select [+l

NERC.com | Account Log-In/Register | Legal & Privacy | Trademark Policy | Careers | Contact Us File Attachment (if you need to send multiple files, please create a single zip file)

Choose File |No file chosen

Your Personal Information

Last Name * First Name * Email Address *
(

User ID Phone * trormat: seor-soe-xen) Company *

( | ( | ( |

Description * (1000 characters remaining)

Align and ERO SEL outages will
be displayed on the NERC
Helpdesk ticketing system in red
font

TEXAS RE o e avch 2025
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Help Desk / FootPrints Ticket Notification

A FootPrints Ticket
notification will be

generated and sent
to your email address

Work with your IT
group to whitelist the
FootPrints notification
emails

TEXAS RE

Ensuring electric reliability for Texans

From: FootPrints <erosupport@nerc.net>

Sent: Monday, April 5, 2021 11:22 AM

To: Texas RE Extranet <Extranet@texasre.org>

Subject: Service Request Ticket ERO-20058 has Been Assigned To You or Your Team Ticket= ERO-20058 ltemType= 10749 WS= 3745

WARNING: EXTERNAL SENDER. Always be cautious when clicking links or opening attachments. NEVER provide your user ID or password.

When replying, type your text above this line.

The following Service Request has been assigned to you or your Team. Please acknowledge assignment and advance the Status of the ticket as appropriate.

b
|Ticket Type |Serv'\ce Request
[Ticket Number [ERO-20058
|createdon  |pa/0s/2021 12:22:02
summary E.RO Enterprise Application.s - ALIGN: Align: Testing FootPrint
Ticket to the Extranet Email Box
Assignees Texas RE ALIGN;
|Assisted By |
|Serv'|ce |ERO Enterprise Applications
Category ALIGN

Sub-Category

04/05/2021 12:22 PM | System:

All Descriptions

This is a test to confirm FootPrint ticket goes to the subfolder
created for all tickets.
Email sent by:noreply@nerc.net

Contacts Full
Rochelle Brown

Name

Client Support Services
Phone: 404.446.9790 (Mon-Fri 8am to 5pm) | 609.452.1893 (After Hours)
Portal: https://support.nerc.net
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ERO Secure
Evidence Locker (SEL)

I EXAS RE 66
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ERO SEL

Secure Evidence Locker

Step 1 - Validation

Enter a Reference |0 and click "Validate® to add new evidence to your submission,

TXRE[NCRO4015]|VI2021-00051|VI2021-000...

~/ Valid Reference ID

Region: TXRE

NCR: NCR04015

CMEP Activity: VI2021-00051
Tags: VI2021-00051

Step 2 - Upload Files

Click "Upload" to add evidence to your submission,

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, TZ, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Region for assistance.

2016 07 13_NERC Glossary.pdf

Step 3 - Submit Evidence

Verify all documents meet submission standards, then click "Submit” to complete.

TEXAS RE

Ensuring electric reliability for Texans
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Submitter3 Entity (seltesting@nerc.com) v

Success!

Your evidence has been successfully
submitted for processing.You wil
receive an eMail notification when the

processing is complete.

Align Release 3 Training
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RO SEL LGN

(" p
: « Allowed: .docx, .xIxs, .pdf, .jpeg, .ppt, etc.
FI l c TypeS * Not allowed: ajr, gz, tar, zip, zipx, sSit, 7z, 7zx )
> \
- - * Single file: 2 GB
File Size |, wutiple files: 10 GB )
.
4 A
Reference |. TXREINCR01234|TEST202101|TEST202
\ 1D FOrmat 101|CIP-005-6|R1|1.1] )
r : )
Ern.al I « Shows reference ID and date stamp
_ Manifest )

JHTEXASRE “ pn Rk et
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ERO SEL AuiaN

Current ERO SEL
Extranet managed by Texas RE. |ERO Enterprise wide locker managed by
NERC.

Registered entities can view
evidence submitted in permitted |Registered entities receive manifest file.

folders in the Extranet.
Registered entities need ERO Portal account.

Can upload evidence to
webCDMS. Registered entities cannot view or delete

documents uploaded to SEL.

Registered entities cannot upload evidence to
Align. Evidence shall be uploaded to the SEL.

TEX As 6 Align Releaslc\e/I Z,rg]aizrggg
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Resources,
Stay Informed, and Training
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Training Resources

Reqgistered Entity Training

AuiaN

10. Scheduled Engagements

Ensuring electric reliability for Texans

Materials .
33) Reviewing Scheduled Engagements (1m 37s) 00:00:37
e Registered entity Scheduled
E n g ag e m e n tS VI d eo S - 7 ® 34) Reviewing the ANP (m 175) 00:01:17
= Appox. 10 minutes
® U S e r G u I d eS 0) 35) Working Papers (2m 22s) 00:02:22
= Registered Entities: Release 3 User
Guide
® 36) Viewing Monitoring Engagement Status (31) 00:00:31
® 37) Responding to RFIs (1m 505) 00:01:50
® 38) Reviewing the Engagement Report (1m 355) 00:01:35
Align Release 3 Training
*TEXAS RE - Miarch 2022


https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
https://trn.nerc.com/User%20Guide/RE_User_Guide_R3.pdf

Stay Informed A.EI.G.N

Stay Informed

o Texas RE website: Align page

e Texas REview, Align Newsletters, announcements, and social
media

o Visit NERC’s Align page
e Join Talk with Texas RE meetings Workshops for Align updates
= March 31, 2022: Spring Standards, Security, and Reliability Workshop

“#TEXASRE 7 e ch 2022
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https://www.texasre.org/pages/align
https://www.nerc.com/ResourceCenter/Pages/CMEPTechnologyProject.aspx
https://www.texasre.org/pages/calendar/events/2022/mar/springstandardssecurityandreliabilityworkshop

Align Release 3 Training: Hands On Training A.EI.G.N

e Two opportunities to attend small group hands-on training
sessions in April and May.

April 7, 2022 from 1 pm — 3 pm
April 21, 2022 from 1 pm —3 pm
May 2, 2022 from 1 pm -3 pm
May 16, 2022 from 1 pm — 3 pm

o Register here for a hands-on session.

TEX As RE 1y Align Releas'(\a/I Zrl';aizr(l)igg
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https://www.eventbrite.com/e/align-release-3-hands-on-training-tickets-245893633477

Sli.do (#TXRE) A‘|:|'G'N

Slido Question

If | need assistance with Align or the ERO SEL, | contact:

A. Information@texasre.orq
B. Compliance@texasre.org
C. www.texasre.org

D. https://support.nerc.net/

TEX As RE e Align Releas'c\e/l S’rlﬁaizrggg
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mailto:Information@texasre.org
mailto:Compliance@texasre.org
http://www.texasre.org/
https://support.nerc.net/

A .

Questions?

’

ASRE WESITE

g





