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Antitrust Admonition
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Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons participating

in Texas RE activities from using their participation as a forum for engaging in

practices or communications that violate antitrust laws. Texas RE has

approved antitrust guidelines available on its website. If you believe that

antitrust laws have been violated at a Texas RE meeting, or if you have any

questions about the antitrust guidelines, please contact the Texas RE General

Counsel.

Notice of this meeting was posted on the Texas RE website and this meeting is 

being held in public. Participants should keep in mind that the listening 

audience may include members of the press, representatives from various 

governmental authorities, and industry stakeholders. 
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Sli.do

TXRE
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Agenda

Introduction to Align and ERO SEL 

Access and Permission Roles

Technical Feasibility Exceptions (TFE) Demo

Self-Certification Demo

NERC HelpDesk/FootPrints Tickets

ERO SEL Functionality

Resources and Stay Informed
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What is Align?
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An ERO Enterprise common platform 
developed to support compliance 
monitoring and enforcement (CMEP) 
activities and business processes.  

The tool provides a standardized and 
consistent interface for entities 
conducting CMEP activities. 

The Align rollout consists of three 
releases with full implementation by 
the end of 2021. 
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What is the ERO SEL? 

ERO Secure Evidence Locker (ERO SEL)

• A highly secure, isolated, encrypted environment. It acts as a temporary 
repository to upload evidence which is subject to file destruction policies. 

Align Release 2 TFE and Self-Cert Training                     

August 10 and 17, 2021



7

How Do I Access Align and the ERO SEL?

Align

Log into 
your ERO 

Portal 
account

Align link 
provided –
copy paste 
into your 

browser (IE 
is not 

supported)

ERO SEL 

Log into 
Align 

Link to 
ERO SEL is 
located in 
Align (IE is 

not 
supported)

Link to 
ERO SEL 
located in 

Registered 
Entities: 

SEL Portal 
User Guide 

v.1

Copy and 
paste link 
into your 
browser
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https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf
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Align Release 2 and ERO SEL Live!
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July 19, 2021

Periodic Data Submittals

Technical Feasibility 

Exceptions

ERO Secure Evidence Locker

Self-Certifications
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Access and Permission Roles

Rochelle Brown

Change Agent and Manager, CMEP Coordination & Special Projects
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Access for Align and ERO SEL: ERO Portal Required  
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The Primary Compliance Contact (PCC) MUST have 
an ERO Portal Account (Registered Entities: User 
Access Guide)

• Set up ERO Portal Account:

• Navigate to https://eroportal.nerc.net.

• Select “Register” in the upper left-hand corner.

• Complete the registration form and click “Submit.”

• Verify ERO Portal Account:

• Navigate to https://eroportal.nerc.net.

• Select “Sign In” in the upper left-hand corner.

• Enter your credentials to confirm access to ERO Portal.

https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://eroportal.nerc.net/
https://eroportal.nerc.net/
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Permission Roles: Align
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• Align Registered Entity Reader

• Can log into Align and see everything for their 
registered entity, but cannot make changes.

• Align Registered Entity Editor

• Can log into Align, see everything for their 
registered entity, and make changes, but cannot 
submit anything to the CEA for review or 
processing.

• Align Registered Entity Submitter

• Can log into Align, see everything for their 
registered entity, make changes, and submit 
items to the CEA for review or processing.

PCC 
grants 

Account 
Access 
Levels
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Registered Entity Accounts
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• Registered 
entity user 
verifies access. 
Note:  Access 
changes take 
effect the next 
day.

Access 
Verification

• Registered 
entity PCC 
reviews and 
approves 
access request

Access 
Approval

• Registered 
entity user 
requests access 
level to Align

Access 
Request
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Request Align Access

● Log into ERO Portal: 

https://eroportal.nerc.net

● Go to My Applications and 

select Request Application 

Access from the dropdown 

● Select Create New Application 

Access Request
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https://eroportal.nerc.net/
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Request Align Access (Continued)

● Select or search for your entity

● Select the Requested Application 

Role: 

▪ Align Registered Entity Reader

▪ Align Registered Entity Editor

▪ Align Registered Entity Submitter

● Option to add comments

● Select Submit

▪ Notification email of request
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Approve Access Request
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From the menu, select My Entity > Entity Application Access Request.

Select New Notifications and pending requests will appear. 
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Approve Access Request (Continued)

● Landing Page – shows open request:

● Approve or reject request:
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Permission Roles: ERO SEL
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ERO SEL Submitter Role

Current State 

• All PCCs and Align Registered Entity Submitter roles have been provide ERO SEL 
Submitter role

• In the event PCC changes, the new designated PCC will be provided access

• To gain ERO SEL access, submit ticket to NERC’s Helpdesk 
(https://support.nerc.net/) 

• Routed to Texas RE staff

• Confirm user request with PCC

• Escalate to NERC to enable ERO SEL Submitter role

Future State

• PCC will approve their staff’s request for access to the ERO SEL

https://support.nerc.net/
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Sli.do (#TXRE)

Slido Question
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Who grants Align access to registered entity staff? 

A. Texas RE

B. Alternate Compliance Contact

C. NERC

D. Primary Compliance Contact
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Technical Feasibility Exceptions (TFE) 

Demo

Devin Kitchens, CIP Cyber and Physical Security Analyst

Benjamin Gregson, CIP Cyber and Physical Security Analyst 
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Agenda
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TFE Process Overview

TFE Spreadsheet and NERC Training Links

Logging in to Align

Dashboard

Submit TFE

Respond to RFI

Create a Material Change Report (MCR)

Terminate TFE

Export data
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Technical Feasibility Exceptions (TFE) Overview

Align

• Create TFE

• Submit to CEA for approval

ERO SEL

• Submit TFE documentation

• Examples: TFE Import 
Spreadsheet, vendor 
documentation, and 
compensating measures.

CEA Review

• Approve/Disapprove TFE

• Request additional 
information, if needed.

Compliance 
Engagement

• Review TFE 
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Technical Feasibility Exceptions (TFE) Links

TFE Spreadsheet

• TFE Import Spreadsheet NERC Align TFE Training Videos

19) Creating a TFE (4m 50s)

20) MCRs and Terminations (3m 
43s)

21) Non-material Change 
Requests (2m 02s)
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https://www.nerc.com/pa/comp/CAOneStopShop/TFE%20-%20Asset%20Import%20SEL%20Template%20rev1.xlsx
https://vimeo.com/embed-redirect/551473308?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/551473863?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/551474202?embedded=true&source=video_title&owner=18183980
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Sli.do (#TXRE)

Slido Question
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Regarding TFEs, Where should you enter sensitive 

information?
A. Align

B. SEL

C. Texas RE Extranet

D. All of the above
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Break

Return: XX:XX AM
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Sli.do (#TXRE)

Slido Question
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What have you learned from the training thus far?
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Self-Certification Demo

Dennis Glass, Compliance Analyst, Sr.

Eric Newnam, Compliance Engineer
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Agenda
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Respond to Self-Certification 

Create Attestation

Request Extension 

Respond to RFI

Notifications 
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Notifications

Dennis Glass, Compliance Analyst, Sr.

Eric Newnam, Compliance Engineer
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TFE Approval Notification
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ERO Portal log in
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Self-Certification Notifications
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Action Required: A new Self-Certification 
(SC2021-000117) has been requested by TXRE 

Action Required: Reminder Self-Cert SC2021-000546 
is overdue.
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Self-Certification Notifications (Continued)
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Action Required: Review and Respond to 

(RF21-000408) 
(SC2021-000097) has been closed. 



32

Sli.do (#TXRE)

Slido Question
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What action do you take if your screen does not update 

after clicking the “Update” button?
A. Call Thad and see if he has a minute.

B. Take some Excedrin.

C. Scroll to top of screen to see error message.

D. Get out your credit card.
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ERO Secure Evidence Locker

Rochelle Brown

Change Agent and Manager, CMEP Coordination & Special Projects



34

ERO SEL (Entity View)
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TXRE|NCR04015|VI2021-00051|VI2021-00051|
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ERO SEL
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Secure Evidence Locker (SEL)

• Allowed:  .docx, .xlxs, .pdf, .jpeg, .ppt, etc. 

• Not allowed: ajr, gz, tar, zip, cabFile Types

• Single file: 2 GB

• Multiple files: 10 GBFile Size

• TXRE|NCR01234|TEST202101|TEST202
101|CIP-005-6|R1|1.1|

Reference 
ID Format

• Shows reference ID and date stamp
Email 

Manifest

Align Release 2 TFE and Self-Cert Training                     
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SEL Notification and Manifest File
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ERO SEL
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Current ERO SEL

Extranet managed by Texas RE.

Registered entities can view evidence 

submitted in permitted folders in the 

Extranet.

Can upload evidence to webCDMS.

ERO Enterprise wide locker managed by 

NERC.

Registered entities receive manifest file.

Registered entities need ERO Portal 

account.

Registered entities cannot view or delete 

documents uploaded to SEL.

Registered entities cannot upload 

evidence to Align. Evidence shall be 

uploaded to the SEL.
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SEL: Data Retention

• Non-records: Evidence in which 
there was no potential violation

• Removed from SEL after 90 days

• Records: Evidence related to a 
possible violation

• Removed for SEL two years after 
the violation is approved by 
FERC

Data 
Retention 

for 
evidence 

in the 
SEL
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How to Enter a 

Help Desk/FootPrints Ticket
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Post Support System: Help Desk/FootPrints Support
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➢ Submit ticket to: https://support.nerc.net/ through the ERO Portal

➢ Routed to Texas RE staff for resolution

https://support.nerc.net/
https://eroportal.nerc.net/
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Help Desk/FootPrints Ticket

Navigate to the ERO Portal 
on NERC’s website 

(https://eroportal.nerc.net/)
Select Help Desk

Align Release 2 TFE and Self-Cert Training                     
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https://eroportal.nerc.net/
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Help Desk/FootPrints Ticket

Complete the Captcha
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How To Enter a Help Desk/FootPrints Ticket: Align
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➢ Populate all fields that 

contain a red asterisk

➢ Select the following for 

proper routing: 

• Service: ERO Enterprise 

Applications

• Category: Align for Entities

• Sub-Category: Leave blank if 

not applicable

➢ File Attachment: Include 

screenshots of the issue.

➢ Description: Include 

description of the issue. 
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How To Enter a Help Desk/FootPrints Ticket: ERO SEL 
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➢ Populate all fields that 

contain a red asterisk

➢ Select the following for 

proper routing: 

• Service: ERO Enterprise 

Applications

• Category: Secure Evidence 

Locker (SEL)

• Sub-Category: File 

Submission or Registered 

Entity Account Access

➢ File Attachment: Include 

screenshots of the issue.

➢ Description: Include 

description of the issue. 
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Help Desk/FootPrints Ticket Notification
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A FootPrints Ticket 
notification will be 
generated and sent 
to your email address 

Work with your IT 
group to whitelist the 
FootPrints notification 
emails 
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Resources and Stay Informed
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Training Resources

Registered entity videos

● TFEs

▪ 19) Creating a TFE (4m 50s)

▪ 20) MCRs and Terminations (3m 43s)

▪ 21) Non-material Change Requests (2m 

02s)

● Self-Certifications

▪ 29) Responding to a Self Cert Request 

(3m 46s)

▪ 30) Responding to a Reopened Self 

Cert (3m 09s)

▪ 31) Requesting an Self-Cert Extension 

(1m 11s)

▪ 32) Creating an Attestation for a Self 

Cert (2m 15s)
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● User Guides 

▪ Registered Entities: Release 2 User 

Guide 

▪ Registered Entities: Release 2 Process 

Harmonization 

▪ Registered Entities: Release 2 Start 

Stop Continue Guide 

Registered Entity Training Materials

https://vimeo.com/embed-redirect/551473308?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/551473863?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/551474202?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/566785222?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/566785272?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/566785352?embedded=true&source=video_title&owner=18183980
https://vimeo.com/embed-redirect/566785376?embedded=true&source=video_title&owner=18183980
https://trn.nerc.com/User%20Guide/RE_User_Guide_R2.pdf
https://trn.nerc.com/User%20Guide/R2_PH.pdf
https://trn.nerc.com/User%20Guide/R2_SSC_Guide_RE.pdf
https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
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Stay Informed

Stay Informed

● Texas RE website: Align page

● Texas REview, Align Newsletters, announcements, and social 

media 

● Visit NERC’s Align page 

● Join Talk with Texas RE meetings for Align updates
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https://www.texasre.org/pages/align
https://www.nerc.com/ResourceCenter/Pages/CMEPTechnologyProject.aspx
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Sli.do (#TXRE)

Slido Question

If I need assistance with Align or the ERO SEL, I contact: 

A. Information@texasre.org

B. Compliance@texasre.org

C. www.texasre.org

D. https://support.nerc.net/
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mailto:Information@texasre.org
mailto:Compliance@texasre.org
http://www.texasre.org/
https://support.nerc.net/
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Questions?
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