
Rachel Coyne – Manager, Reliability Standards

Machelle Castro – Program Coordinator, Enforcement

Rochelle Brown – Manager, CMEP Coordination & 

Special Projects
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Antitrust Admonition

Align Release 1 Training                                                           

February 24, 2021 

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons participating 

in Texas RE activities from using their participation as a forum for engaging in 

practices or communications that violate antitrust laws. Texas RE has 

approved antitrust guidelines available on its website. If you believe that 

antitrust laws have been violated at a Texas RE meeting, or if you have any 

questions about the antitrust guidelines, please contact the Texas RE General 

Counsel. 

Notice of this meeting was posted on the Texas RE website and the open 

portion of this meeting is being held in public. Participants should keep in 

mind that the listening audience may include members of the press, 

representatives from various governmental authorities, and industry 

stakeholders. 
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Sli.do

TXRE
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What is Align? 

Align

▪ An ERO Enterprise common 

platform developed to support 

compliance monitoring and 

enforcement (CMEP) activities 

and business processes. The tool 

provides a standardized and 

consistent interface for entities 

conducting CMEP activities. The 

Align rollout consists of three 

releases with full implementation 

by the end of 2021. 
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What is the ERO SEL? 

ERO Secure Evidence Locker (ERO SEL)

▪ A highly secure, isolated, encrypted environment that acts as a temporary 

repository to upload evidence, which is subject to file destruction policies. 
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Align and SEL Release 1 Go Live
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February 24, 2021 

March 31, 2021

Self-Reports & Self-Logs

Mitigation Disposition Notices

Potential Non-compliance

(PNC) from Engagements
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Agenda
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Access and Permission Roles

ERO SEL

Tour of Align

Step through the Scenario

• Align + SEL

Next Steps

Resources
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ACCESS AND PERMISSION ROLES
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Permission Roles
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Primary Compliance Contact (PCC) Grants Account Access Levels

▪ Align Registered Entity Reader

• Can log into Align and see everything for their registered entity, but 

cannot make changes.

▪ Align Registered Entity Editor

• Can log into Align, see everything for their registered entity and make 

changes, but cannot submit anything to the CEA for review or 

processing.

▪ Align Registered Entity Submitter

• Can log into Align, see everything for their registered entity, make 

changes, and submit items to the CEA for review or processing.
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Sli.do (#TXRE)

Poll: Did you participate in the Align Kick-off on January 28, 

2021?

A. Yes

B. No
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Sli.do (#TXRE)

Poll: Have you logged into Align yet?

A. Yes

B. No
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ERO SECURE EVIDENCE LOCKER
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Secure Evidence Locker (SEL)

• Allowed: DOCX, XLXS, PDF, JPEG, PPT, 
etc. 

• Not allowed: AJR, GZ, TAR, ZIP
File Types

• TXRE|NCR01234|TEST202101|TEST202
101|CIP-005-6|R1|1.1

Reference 
ID Format

• Shows reference ID and date stamp
Email 

Manifest
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Secure Evidence Locker (SEL)

Align Release 1 Training                                                           

February 24, 2021 

Current New (ERO SEL)

Extranet managed by Texas RE.

Registered entities can view evidence 

submitted in permitted folders in the 

Extranet.

Can upload evidence to webCDMS.

ERO Enterprise wide locker managed by 

NERC.

Registered entities need ERO Portal account.

Registered entities cannot view or delete 

documents uploaded to SEL.

Registered entities receive manifest file.

Registered entities cannot upload evidence to 

Align. Evidence shall be uploaded to the SEL.
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SEL: Step 1
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TXRE|NCR04015|VI2021-00051|VI2021-00051|CIP-002-5.1a|R2.|2.2.,2.1.
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SEL: Step 2
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SEL: Step 3
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SEL: Completion
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Manifest
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Manifest

Align Release 1 Training                                                           

February 24, 2021 



21

TOUR OF ALIGN
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Process Differences: Coordinated Oversight
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Current (webCDMS) New (Align)

Registered entities may have a 

separate log in for each NCR ID.

Regions are unable to work on 

issues for an entity registered in a 

different Region. Texas RE uses a 

“proxy entity” for these instances.

Regions cannot view other Regions’ 

work on an issue.

Align user can view all entities for 

which it is registered upon log in.

Regions can create a finding for an 

entity in another Region.

Regions can view other Regions’ 

work on an issue.
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Align Demonstration

Align Training Site (via ERO Portal 

log-in credentials):  

https://nerc-trn.bwise.net/bwise
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Link to Follow Along:

https://nerc-trn.bwise.net/bwise


24

Disclaimer

The contents of the Align Training 

Environment are fictional. Any 

resemblance to actual data is purely 

coincidental.
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Align Tour: Log-in
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Align Tour: My Align
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Align Tour: Applicable Standards
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Align Tour: Applicable Standards
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Align Tour: Enforcement Processing
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Enforcement Processing
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Align Tour: Enforcement Processing
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Align Tour: Mitigation
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Align Tour: Mitigation
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Align Tour: Mitigation
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Sli.do (#TXRE)

To view potential non-compliances (PNC), I must navigate to: 

A. Compliance Monitoring

B. Enforcement Processing

C. Mitigation Management

D. None of the Above
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Sli.do (#TXRE)

To create a finding, I must navigate to: 

A. Current activity

B. Compliance Monitoring

C. PNC Processing

D. Mitigation management

Align Release 1 Training                                                           

February 24, 2021 
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Today’s Scenario
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Submit Self Report CIP-002-5.1a R2

Submit Finding Update

Receive RFI

Submit Mitigating Activities

Region Performs PNC Review

Disposition: Compliance Exception

Closure



38

SELF-REPORT OR SELF-LOG
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Issue Reported Start Date/Version of Standard
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Current (webCDMS) New (Align)
Findings are reported on the 

version of the NERC Reliability 

Standard that was in effect at 

the start of the issue.

Issue language discusses 

various versions in effect during 

the duration of the issue.

Findings are reported on the 

current version of the 

Standard/Requirement –

system does not show prior 

versions.

Issue language discusses 

various versions in effect during 

the duration of the issue.
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Issue Reported Start Date/Version of 

Standard – CIP-003 Example
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Current (webCDMS) New (Align)
Submittal Date: 1/25/2021

Duration of PNC: 8/1/2016 – 8/1/2020

Standard Effective Dates:

CIP-003-6: 7/1/2016 – 12/31/2019

CIP-003-7: 1/1/2020 – 3/31/2020

CIP-003-8: 4/1/2020 – Present

Standard Version: CIP-003-6

Issue language describes that the duration 

spanned CIP-003-6, CIP-003-7, and CIP-

003-8.

Submittal Date: 1/25/2021

Duration of PNC: 8/1/2016 – 8/1/2020

Standard Effective dates:  

CIP-003-6: 7/1/2016 – 12/31/2019

CIP-003-7: 1/1/2020 – 3/31/2020

CIP-003-8: 4/1/2020 – Present

Standard Version: CIP-003-8

Issue language describes that the duration 

spanned CIP-003-6, CIP-003-7, and CIP-

003-8.
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Process Differences: Self-Log
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Current (webCDMS) New (Align)
Registered entity submits the Self-

Log spreadsheet to the Extranet 

and notifies Texas RE 

Enforcement.

Registered entity submitter submits 

a Self-Log in Align. The Self-Log 

form is identical to the Self-Report 

form.



42

Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1a R2

Submit 
Self-

Report
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Create Self-Report
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Create Self-Report
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Create Self-Report
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Create Self-Report
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Create Self-Report
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SEL
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Create Self-Report: Save a Draft
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Create Self-Report: View Draft
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Create Self-Report
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Sli.do (#TXRE)

True/False: Align allows you to save a Self-Report prior to 

submittal. 
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True
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FINDING UPDATES
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Process Differences: Finding Updates
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Current (webCDMS) New (Align)

Functionality exists for registered 

entity to submit a finding update 

on Self-Reports.

Registered entity submits a new 

Self-Report, rather update a 

finding.

Texas RE Enforcement issues 

Failed Preliminary Screens or 

Dismissal Consolidations.

Registered entity will submit a Finding Update rather 

than a new Self-Report or Self-Log for additional 

noncompliance of an OEA, regardless of discovery 

method.

Finding Updates will not override original finding.

Decrease the number of Failed Preliminary Screens 

and Dismissal Consolidations.
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Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1a R2

Submit 
Finding 
Update
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Finding Update
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Finding Update
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Finding Update
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REQUEST FOR INFORMATION
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Process Differences: Request for Information (RFI)
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Current (webCDMS) New (Align)
Texas RE Enforcement issues 

RFIs to the registered entity 

through the Extranet followed by 

an email to notify the entity of the 

RFI.

Registered entity submits RFI 

response and evidence to the 

Texas RE Extranet.

Enforcement uploads RFI to Align.  

Align sends an email notification to 

the registered entity to view the 

RFI.

Registered entity submits RFI 

response and evidence to the 

Secure Evidence Locker (SEL).
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Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1a R2

Receive 
RFI
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RFI Notification
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RFI
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RFI
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Submit RFI Evidence in SEL
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Sli.do (#TXRE)

True/False: RFI evidence will be saved in Align.
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False
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BREAK

WILL RETURN AT: 1:00PM
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MITIGATION
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Navigating Mitigation
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Navigating Mitigation
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What is Mitigation?

Correct and Prevent Reoccurrence of a PNC

All PNCs Must be Mitigated

For More Information

• Section 6 of Compliance Monitoring and Enforcement 
Program (Appendix 4C to the Rules of Procedure)
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Mitigation Management – My Draft Mitigations
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A

B

A

B



73

Mitigation Flowchart
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Mitigation Management – My Active Mitigations
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Mitigation Progression

NERC Processing (MP Only) – under NERC review, awaiting NERC approval

Incomplete – mitigation does not pass verification

Complete – CEA has verified mitigation

Verification – entity submits for verification, awaiting CEA verification

Active – CEA approves mitigation

CEA Processing – entity has submitted mitigation, awaiting CEA review
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Process Differences: Mitigating Activities
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Current (webCDMS) New (Align)

Registered entity can enter 

Mitigating Activities (MA) on the 

Self-Report form webCDMS.

No separate completion 

submission for MA.

Registered entity enters MAs 

and milestone completions for 

verification in Align.

Texas RE Enforcement reviews 

the MAs for acceptance, 

rejection, or to convert to a 

Mitigation Plan (MP).

Registered Entities need enter 

completion for CEA review.
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Process Differences: Mitigation Plans
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Current (webCDMS) New (Align)

Registered entity enters

Milestone Activity and either 

saves as a DRAFT MP or 

submits as a formal MP.

Email notification is sent to 

registered entity after the MP is 

submitted.

Registered entity enters the 

MAs.

Enforcement reviews MAs and 

requests the entity to convert to 

a MP.

Notification is sent to the 

registered entity submit the 

MAs as a MP.
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Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1a R2

Submit 
Mitigating 
Activities
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Submit Mitigation
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Submit Mitigating Activities
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Submit Mitigating Activities
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Submit Mitigating Activities
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Submit Mitigating Activities
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Process Differences: 

Mitigation Milestone Extension Requests
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Current (webCDMS) New (Align)

Registered entity submits an 

extension request for MPs and 

milestones through the 

Mitigation Plan section of 

webCDMS.

Email notification is sent to 

registered entity.

Registered entity enters 

Proposed New Planned 

Completion date for MAs.

Enforcement reviews the MAs 

for acceptance, rejection.
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Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1a R2

Submit 
Extension 
Request 

on 
Mitigating 
Activities
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Mitigating Activities Milestones – Request Extension
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Mitigating Milestones – Request Extension
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COMPLETION OF MITIGATING 

ACTIVITIES
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Process Differences: Submit Completion
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Current (webCDMS) New (Align)

Registered entity submits a 

Certification of Completion and 

evidence in webCDMS, unless 

requested by Enforcement to 

submit through the Extranet.

Registered entity submits 

evidence in the SEL using the 

Reference ID in the milestone 

section.
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Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1a R2

Submit 
Completion 

of 
Mitigating 
Activities
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Mitigating Activities – Complete Milestones
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Mitigating Activities – Complete Milestones
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Complete Milestones
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Mitigating Activities – Submit Evidence in SEL
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Complete Milestone
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Submit Completion
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Submit Completion
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Submit Completion
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Submit Completion
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Completed Mitigations
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Sli.do (#TXRE)

True/False: All mitigations begin as Mitigating Activities.
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True
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Sli.do (#TXRE)

When can the registered entity submit mitigation?

A. With the Self-Report

B. After the Self-Report is submitted

C. While the PNC is under review

D. All of the Above
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VIOLATION PROCESSING TRACKS
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Violation Processing Tracks

Texas RE Disposes of Possible Violation

Dismissal
Find, Fix, Track 

and Report  
(FFT)

Spreadsheet 
Notice of 

Penalty (SNOP)

Full Notice of 
Penalty 

(Full NOP)

Submitted to NERC

Compliance 

Exception (CE)

NERC is Notified

FERC is Notified Posted/Filed to FERC
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Process Differences: 

Notice of Compliance Exception (CE) 
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Current (webCDMS) New (Align)

The CE letter is sent to the PCC’s 

email from webCDMS.

Enforcement issues an affidavit and 

evidence index through the Extranet 

and emails the entity requesting to 

return the signed affidavit within 

seven days.

Registered entity receives a 

notification from Align that the CE 

letter is available to be viewed in 

Align.

CE remains on the main Align 

dashboard until it is acknowledged.
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Email Notification: CE
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CE Letter – My Align Dashboard
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CE Letter – My Align Dashboard
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CE Letter – My Open Findings
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CE Letter – My Open Findings – Scroll to End
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NOTICE OF COMPLETION OF 

ENFORCEMENT ACTION
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Process Differences: Closure Notifications
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Current (webCDMS) New (Align)
Registered entity receives a Notice 

of Completion of Enforcement 

Action from webCDMS.

Align sends the Notice of 

Completion of Enforcement Action.

View under My Closed Findings in 

Align.
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Today’s Scenario
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• Brazos Electric 
Power Cooperative, 
Inc. in Texas RE

• CIP-002-5.1 R1

Closure
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My Closed Findings
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Sli.do (#TXRE)

What notice letters will be saved in Align?

A. Dismissal

B. Compliance Exception

C. Find, Fix, and Track

D. All of the Above
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Next Steps 
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February – March:

Obtain Access to 
Align

March – April: Mini 
hands-on 
sessions

March 31: Align 
and SEL Go-live
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Hands-on Mini Sessions
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● Description: 

▪ Hands-on experience with Align and ERO SEL

▪ Most helpful for submitter role 

▪ Limited to 10 attendees

▪ By request only. Must register in advance!

● Dates:

▪ Every Wednesday in March and April by request from 12pm –

4pm

● Register on Texas RE’s Align page

▪ Registration Link

https://www.eventbrite.com/e/align-hands-on-training-tickets-136342904297
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Training Resources: https://training.nerc.net
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● Registered Entity Videos – 18

▪ Introduction, Self-Logging & Self-Reporting, Mitigation, and the SEL

● Resources

▪ Align

• Registered Entity User Access Guide 

• Registered Entity User Guide 

• Registered Entity Start Stop Continue Guide 

• Registered Entity Support Process

• ALL Align R1 Business Process Harmonization Summary 

• ALL Process Flows and Reference Guides 

• ALL MFA User Guide 

▪ SEL: Registered Entity SEL Portal User Guide

https://training.nerc.net/
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://trn.nerc.com/User%20Guide/RE_UserGuide.pdf
https://trn.nerc.com/User%20Guide/RE_SSC_Guide.pdf
https://trn.nerc.com/User%20Guide/RE_Support_Process.pdf
https://trn.nerc.com/User%20Guide/R1_Harmonization.pdf
https://trn.nerc.com/User%20Guide/Process_Flows.pdf
https://trn.nerc.com/User%20Guide/MFA_USERGUIDE.pdf
https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf
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Questions?
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