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Antitrust Admonition A-bl-G-N

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons participating
In Texas RE activities from using their participation as a forum for engaging in
practices or communications that violate antitrust laws. Texas RE has
approved antitrust guidelines available on its website. If you believe that
antitrust laws have been violated at a Texas RE meeting, or if you have any

guestions about the antitrust guidelines, please contact the Texas RE General
Counsel.

Notice of this meeting was posted on the Texas RE website and the open
portion of this meeting is being held in public. Participants should keep in
mind that the listening audience may include members of the press,
representatives from various governmental authorities, and industry
stakeholders.
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sii.do ILIGN

Slido Product Solutions Pricing Resources Enterprise Log In

-

TX R E ‘The ultimate Q&A and polling platiorm

Joining as a Give a voice to your
participant? audience, wherever

‘ # Enter event code | they are. O \ \

Create your own Slido event

Join an existing event

Watch a video or Schedul
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What is Align?

Align

= An ERO Enterprise common
platform developed to support
compliance monitoring and
enforcement (CMEP) activities
and business processes. The tool
provides a standardized and
consistent interface for entities
conducting CMEP activities. The
Align rollout consists of three
releases with full implementation
by the end of 2021.
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What is the ERO SEL? AN

ERO Secure Evidence Locker (ERO SEL)

= A highly secure, isolated, encrypted environment that acts as a temporary
repository to upload evidence, which is subject to file destruction policies.

NERC ; ; s
T m p m@mw 9SERC “+TEXASRE Secure Evidence Locker

RELIABILITY CORPORATION  MIOWEST REVABILITY

Step 1 - Validation

Secure Evidence Locker

~~ Valid Reference ID
Step 1 - Validation Region: TexasRE
Enter a Reference ID and click "Validate" to add new evidence to your submission NCR: NCR99999

CMEP Activity: TexasRE-2020-00055A

XXXXXXX Validate ©) Tags: TexasRE-2020-00055A

Step 2 - Upload Files
Click "Upload™ to add evidence o y

Upioad &
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Align and SEL Release 1 Go Live Atl-G-N

Potential Non-compliance
(PNC) from Engagements

Self-Reports & Self-Logs

Mitigation Disposition Notices

TEXAS RE Align Release 1 Training
. February 24, 2021
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Agenda LGN

Access and Permission Roles

ERO SEL
Tour of Align

Step through the Scenario
« Align + SEL

Next Steps

Resources

Ex As R E Align Release 1 Training
I February 24, 2021
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ACCESS AND PERMISSION ROLES
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Permission Roles A-E}G-N

Primary Compliance Contact (PCC) Grants Account Access Levels

Align Registered Entity Reader

Can log into Align and see everything for their registered entity, but
cannot make changes.

Align Registered Entity Editor

Can log into Align, see everything for their registered entity and make
changes, but cannot submit anything to the CEA for review or
processing.

Align Registered Entity Submitter

Can log into Align, see everything for their registered entity, make
changes, and submit items to the CEA for review or processing.

TE x As R E Align Release 1 Training
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Sli.do (#TXRE) A.H.G.N

Poll: Did you participate in the Align Kick-off on January 28,
20217

A. Yes
2. No

...i:fffffifff:.'I'Ex As R E Align Release 1 Training
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Sli.do (#TXRE) A.H.G.N

Poll: Have you logged into Align yet?
A. Yes
5. No

...iszfffiff::.'I'Ex As R E Align Release 1 Training
February 24, 2021
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ERO SECURE EVIDENCE LOCKER
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Secure Evidence Locker (SEL) A.H-G.N

-

_ + Allowed: DOCX, XLXS, PDF, JPEG, PPT, |
File Types | et

- Not allowed: AJR, GZ, TAR, ZIP )

\

4 N
Reference |. txre|NCR01234[TEST202101[TEST202
ID Format 101|CIP-005-6|R1|1.1

\_ J

>

. )
Em_al I « Shows reference ID and date stamp
Manifest )
\

...i:fffffifff:.'I'Ex As R E Align Release 1 Training
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Secure Evidence Locker (SEL) Atl.G.N

Current New (ERO SEL)
Extranet managed by Texas RE. ERO Enterprise wide locker managed by
NERC.

Registered entities can view evidence

submitted in permitted folders inthe | Registered entities need ERO Portal account.
Extranet.

Registered entities cannot view or delete

Can upload evidence to webCDMS. documents uploaded to SEL.
Registered entities receive manifest file.

Registered entities cannot upload evidence to
Align. Evidence shall be uploaded to the SEL.

Align Release 1 Training
February 24, 2021
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SEL: Step 1

= WAL
NERC P ® Occnc  WIEXASRE VAP wece

MIDWEST RELIABILITY T
CREANIZATION RELIABILITY FIRST

Secure E\fidence LOCI(EI" Submitter3 Entity (seltesting@nerc.com} v

Step 1 - Validation

Enter a Reference ID and click "Validate® to add new evidence to your submission.

pREINCRow0rsivizozt-ooos ozt .. (R TXRE|NCR04015|VI2021-00051|VI2021-00051|CIP-002-5.1a|R2.|2.2.,2.1.

~ Valid Reference ID

Region: TXRE

NCR: NCRO4015

CMEP Activity: V12021-00051
Tags: VI2021-00051

TEXAS RE Align Release 1 Training
ol February 24, 2021
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SEL: Step 2

Step 2 - Upload Files

Click "Upload” to add evidence to your submission,

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, 5T, GZ, TAR, RAR, AR), 7Z, 77X) as well as a number of files types that can contain executable malware are prohibited from upload.
If you expenence any problems uploading evidence, contact your Region for assistance.

2021 02_SEL Demo_excel.xlsx )

2021_02_Evidence SEL Demo_word.docx )

TEXAS R E Align Release 1 Training
February 24, 2021
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SEL: Step 3

Step 3 - Submit Evidence

Werify all documents meet submission standards then click "Submit” to complete.

TEXAS RE Align Release 1 Training
' February 24, 2021
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SEL: Completion

Success!

TEXAS RE Align Release 1 Training
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Manifest

4
Message Help Acrobat
= X B[ f G
] = £
Open Quick Remowe Save Sawve All Copy Show
Print Attachment As  Attachments Message
Actions Save to Computer Save to Cloud Selection hessage o~
D do-not-reply@nerc.com seltesting@nerc.com U+ Fri 2/5
Submission Receipt 02/05,/2021 10:31:30
Retention Policy Texas RE Retention Policy - Default (& months) Expires &/4/2021 St

E | 02-05-2021 Submitted CMEP Manifest103130562.csv
4] 1KB

WARNING: EXTERMNAL SENDER. Always be cautious when clicking links or opening attachments. NEVER provide your user ID or password.

g @, s‘:jSEHC “*TEXASRE W¥ wecc

Attached is the submission manifest receipt for your submission as of 02/05/2021 10:31:30

You are currently subscribed to seltesting as: rachel.coyne@texasre.org.

To unsubscribe click here: http://listserv.nerc.com/u?id=2334095.1427d2291cfdfdc465a1276705483a2c&n=T&|=seltesting&o=1614358

{1t may be necessary to cut and paste the above URL if the line is broken)

or send a blank email to leave-1614358-2334095.1427d2291 cfdfdc465a1 27670548 3a%c(@nerc.com

TEXAS R E Align Release 1 Training
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Manifest

02-05-2021 Submitted CMEP Manifest103130562 [Read-Only] - Excel Coyne, Rachel =

Page Layout Farmulas Data Review View Help Acrobat G Tell me what you want tr[_"‘n
F g - % L " w ¥ : =
: X o s v | = __ b = == EDX = > AutoSum ~ A
Calibri === &~ 28 Wrap Text General - - e |
D Em - o c : EJ BH H ] Fill - ZY
Paste ” B I U~ = = = | = 3= Merge & Center - $-9% » | %9 08 Conditipnal Formatas Cell Insert Delete Format ® Clear - Sprt & Find &
- Formatting = Table~ Styles - - - - o =l Filter = Select -
Clipboard Font P Alignment T Mumber ra Styles Cells Editing
0 POSSIBELE DATA LOSS  Some features might be lost if you save this workbook in the comma-delimited (.csv) format. To preserve these features, save it in an Excel file format. Don't show again Save As...
E1l 7 J
A | E | C | D E F | G | H | [
1 |Reference ID File Name Standard Name Requirem SELID SHA3-512 Pass/Fail Failure Reason
2 |TXRE | NCRO4015 | VI2021-00051 | VI2021-00051 | CIP-002-5.1a|R2.|2.2.,2.1.  202102_SEL Demo_excel.xlsx CIP-002-5.1a R2. 0902f2cf8l dOMXgbh Pass
3 |TXRE | NCRO4015 | VI2021-00051 | V12021-00051 | CIP-002-5.1a|R2.|2.2.,2.1. 2021 02_Evidence SEL Demo_word.docx CIP-002-5.1a R2. 0902f2cf8( QifYp+F+F Pass
4 -
5 -
6 -]

TEXAS RE Align Release 1 Training

February 24, 2021
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TOUR OF ALIGN

TEXAS RE Align Release 1 Training
il February 24, 2021
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Process Differences: Coordinated Oversight Atl-G.N

Current (webCDMS) New (Align)

Registered entities may have a Align user can view all entities for
separate log in for each NCR ID. which it is registered upon log in.
Regions are unable to work on Regions can create a finding for an

Issues for an entity registered ina | entity in another Region.
different Region. Texas RE uses a

“oroxy entity” for these instances. Regions can view other Regions’

work on an issue.
Regions cannot view other Regions’
work on an issue.

Align Release 1 Training

TEXAS ”E e February 24, 2021
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Align Demonstration AE'-G-N

Link to Follow Along:

(Align Training Site (via ERO Portal )
log-in credentials):

https://nerc-trn.bwise.net/bwise
\ J

'I'Ex As R E Align Release 1 Training
February 24, 2021
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https://nerc-trn.bwise.net/bwise

Disclaimer LGN

The contents of the Align Training

Environment are fictional. Any
resemblance to actual data is purely
coincidental.

...iszfffiff::.'I'Ex As R E Align Release 1 Training
February 24, 2021
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Align Tour: Log-in

Q@ Sohmenipp x +

“« (¢ @ nerc-trn.bwise.net/bwese/page/solution-app/#solution o~ Q 1 e :

3% Apps BWize BWise Trn_Test is ) SEL_Emtity Sobmit

eee .
sss  Solutions Cloud NCRD4015 Editer 1 G

~—

-

ol N
L a\

TEXASRE W wecc
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Align Tour: My Align

My Align Align For Entities ~

HH my Dashboard and Tasks NCRO04015 Editor 1 C—)

Assigned To Me

NEWS AND UPDATES

P MTTN]
TRAINING
Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance

Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

REGION

TYPE UNIQUE ID AN STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Brazos Electric Power Co Op, -
= 2020-00704 TXRE NCR04015 mzes e - CIP-007-6 R Settiement
2020-00719 TXRE NCR04015 R6
Preliminary Screening
2020-00740 TXRE N 5 R
2020-00733 TXRE NCR04015 R10
PNC Review
2020-00726 TXRE NCR04015 R3
Brazos Electric Power Co Op,
- R4S
2020-00725 TXRE NCR040 Inc " Find, Fix, Track
2020-00730 TXRE NCRO4015 ﬁrfzc's Blectric Fower Co Op -4 R7
2020-00727 TXRE NCR04015 TOP-001-4 R4 Failed Screen
2020-00723 TXRE NCR04015 CIP-004-6 R 30/2020
azos Electric Power Co Op. Enforcement Processin
2020-00717 TXRE N :512‘3 s Elecine - FAC-008-3 R2 111301202 9
2020-00731 TXRE N 5 RS 2/02/2020
Compliance Exception
2020-00716 TXRE N R 2/02/2020 -
1 of 1 o 01 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17

TEXAS R E Align Release 1 Training
February 24, 2021
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Align Tour: Applicable Standards

Align For Entities v

Compliance Monitoring v
NcRodoisEditorr (3

- Create New Self-Report or Log

MY REGISTRATIONS INSTRUCTIONS

REGISTRATION APPLICABLE
o re
REQUIREMENTS This is the Registered Entity Self Reporting and Logging page.  On the left, you can view a set of Requirements applicable to a given Reqistration. Based on that, you can

. Create browse to a specific Requirement and create a Self Report (or Self Log, if you are in the Self Logging program). Below you can edit any draft Self Reports or Logs you have
E" R o Finding nof yet submitted. To see the status of a Finding that is already in progress, select the Enforcement Processing activity from the pull-down on the upper lefi.

erC ve, Inc. in Creale

Finding
Page | 1 of 1 %
MY DRAFTS
; A STANDARD AND APPLICABLE REGION(S) AND " - A
TYPE UNIQUE ID a REGISTRATION REQUIREMENT FUNCTIONS JURISDICTION START DATE CREATED ON
E—) Seli-Report 2021-00048 NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-002-5.1a R1. DP, GO, GOF, TO, TOP TXRE-US 02/02/2021
Page 1 of 1 =

Align Release 1 Training

TEXAS R E 7 February 24, 2021
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Align Tour: Applicable Standards

onitoring v Align For Entities v
Export Requirements and Parts 2.0 x 1 G
MY REGI D PARENTID STANDARD NUMB LANG A REGIONJURS ~ APPLICABIL ADDLAPP EFFE ADDLE PEND INACT MEA v LO MOD HI SE RANKID
RH = B
— |B BAL-00 - prion
v 4 TRE-2 R6 RE-US GO 07101/202 No 000,000 IV you can
S lent
Ng .
?SE GO 05/19/202 No £1,000,000
RE-2
b E;L TXRE-US GO 05/19/202 No 62,000,000
| GO 05/19/202 No 63,000,000 N
B o
B el Eit R7 GO 07/01/202 No 70,000,000
RE-2
?;t‘ RS TXRE-US GOP 071017202 No 80,000,000
4 ?;E R9 GO 07/01/202 No 90,000,000
TXRE-US GO No 91,000,000
Page | 1 of41 » M &
K FagE 1 T F W =
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Align Tour: Enforcement Processing

Enforcement Processing v Align For Entities

H My Open Findings d Find NCR04015 Editor 1

MY NPFEN FINDINGS

MONITORING REGION DATE A AN A " " FINDING SEND Y p
METHOD UNIQUE ID A oRIRE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS UFDATE MITIGATION
Mitigating Activities -
£ 2020-00766 TXRE R2 Ph + fmf g
Mitigating Activities
Audit 2020-00762 TXRE BAL-0D1-TRE- R8 01 Prelim + o
Aud 2020-00760 TXRE 2020 CIP-0 R4 21017202 Prelim + rf'r:'fga””g Acliilies
Mitigating Activities
Pudit 2020-00759 TXRE 12/02/2020 EOP-008-2 RS Prefim + g
Mitigating Activities
2020-00757 TXRE BAL-D01-TRE- R6 1 P} + :raf g
Mitigating Activities
Audit 2020-00752 TXRE 210 CIP-007-6 R + ‘m_g ¢
- . - Mitigating Activities
Self 2020-00751 TXRE 12/01/2020 R11 PNC Revie: + \oeting
In Vierification
Mitigating Activities
se 2020-00750 TXRE 12/01/2020 R10 PN + e
Mitigating Activities
se 2020-00749 TXRE 210172020 RO PNC Revie + Mieztns
- - Mitigating Activities
se 2020-00748 TXRE EOP-0 Re 9 PNC Revie + S
) R
Sel 2020-00747 TXRE 12/01/2020 R7 8/10/202 PNC Revies + rﬁvlmgaat-\:g Activities
Mitigating Activities
Self 2020-00745 TXRE 12/01/2020 R6 PNC + iioating
In Vierification
Aol 2NINANT AR TYRE 20112020 JEROe0IE OB-NNR-1 RA N&INAMNON PNE: Review 4L Mitigating Activities T
Page | 1 ofz2 » M &
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your m Preliminary PNC Enforcement -
. . - Compliance Exception i
Registration(s). You can View those findings, and you can send a Screening Review Processing % '::r::fs;:::
Finding Update to provide your Region with more information .m. p,,:,.,g
You can also access your Mitigation from this screen. A summary Failed Settlement “F.“""!'E':':"'d‘:w
of the process a Finding goes through is shown on the right Confirmed Violation other Obiigarions
Finding Process Summary -

TEXAS R E Align Release 1 Training
February 24, 2021
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Enforcement Processing

Dismissal
Preliminary ; Enforcement .
Screening . Processing Compliance Exception Processing
- . Complete

Find, Fix, Track
M F"E"lf'“E Closed
Settlement Completion of
leEd M Mitigation and amy
Confirmed Violation other Obligations

S::reen

TEXAS R E Align Release 1 Training
February 24, 2021

Ensuring electric reliability for Texans 30



Align Tour: Enforcement Processing

Enforcement Processing v Align For Entities v

1 Findings M My Closed Findings NCRo4015Editor1 (5

MY CLOSED FINDINGS
MONITORING REGION DATE

FINDING

ponier UNIQUE ID Resien o D REGISTRATION STANDARD REQ START DATE o MITTYPE
Mitigating Activities
2020-00718 TXRE 117/2020 NCRO4015 - B ric Power Co Op, Inc. in TXRE R3 Failed Screen Jmeng Rees
sied Screen
se 2020-00726 NCR04015 - B fic Power Co Op, Inc. in TXRE R3 05/04/2020 T“_igam" Flan
Actve
Miigation P!
2020-00728 112372020 NCRO4015 - B c Power Co Op, Inc. in TXRE RS 0210/2020 Compliance e T
Mitigating Activities
Seff-Report 2020-00729 TXRE 112312020 NCR04015 - B fic Power Co Op, Inc. in TXRE R6 0510512020 Find, Fix, Track Haatng
In Verification
Mitigation P!
2020-00730 NCRO4015 - c Power Co Op, Inc. in TXRE RT 2020 Find, Fix, Track e
Seff-Report 2020-00731 TXRE 12312020 NCR04015 - B ¢ Power Co Op, Inc. in TXRE R8 1210212019 Compliance Exception oo fian
cive
e - . - S N Mitigation Plan
2020-00733 NCR04015 - ric Power Co Op, Inc. in TXRE -4 R10 fion ﬁqu:mce..ng
Miigation P!
Audit 2020-00735 TXRE 1/24/2020 MCRO4015 - Bra ric Power Co Op, Inc. in TXRE R 0/01/2019 Settlement ~c|~|ia=::n -
Mitigating Activities
2020-00740 210112020 NCR04015 - fic Power Co Op, Inc. in TXRE R 0 fion e
Page | 1 of1 =

TEXAS R E Align Release 1 Training
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Align Tour: Mitigation

Mitigation Management v

< My Draft Mitigations

T LKA 1 IVIEIOATTUNS INSTRUCTIONS

. REGION . REGION AND
TYFE UNIQUE ID REGISTRATION STANDARD REQ START DATE
OR LRE JURISDICTION These are your Mitigation Management Screens. The [
T 3020-00696 TXRE NCRO4015 - Brazos Electric Power Co Op. Inc. in TXRE EOP-005-3 R14 TXRE-US 5 “  shows you all your draft Mitigating Activities, as well as
B SRR A g o T T R SR TR e e A S e e . returned to you for more work or converled to a Mitigat
with a yellow triangle). The Active Mitigations screen
Mitigating Activities 2020-00704 TXRE NCR04015-B ectric nc. in TXRE CIP-007-6 R TXRE-US 9 Activities and Mitigation Plans that have been submittec
the Mitigation process
Mitigating Activities 2020-00715 TXRE NCR04015 - Brazos Electric nc. in TXRE CIP-004-6 R TXRE-US 01/14/2020
Mitigating Activities 2020-00716 TXRE NCR04015 - Brazos Electric P Op, Inc. in TXRE FAC-008-3 R TXRE-US 04/06/2020
Mitigati
Mitigating Activities 2020-00717 TXRE NCR04015 - Braz Op, Inc. in TXRE FAC-008-3 R2 TXRE-US 0411372020 estian
Mitigating Activities 2020-00723 TXRE NCR04015 - Brazos Electric P Op, Inc. in TXRE R TXRE-US 03/02/2020 CEA
N Processing
Mitigation Plan 2020-00727 TXRE NCR04015 - Brazos Electric P Op, Inc. in TXRE TOP-001-4 R4. TXRE-US ?L:
S NERC
s o
Mitigating Activities 2020-00752 TXRE NCR04015 - Brazos Electric P Op, Inc. in TXRE R TXRE-US E Processing
o [Mit Plan
: . - e R - S = Only)
Mitigating Activities 2020-00757 TXRE NCR04015-B ectric nc. in TXRE BAL-001-TRE- 317 TXRE-US 111172020 ‘éﬂ
£
Mitigating Activities 2020-00759 TXRE NC 5 - Brazos Electric nc. in TXRE EOP-008-2 R5 TXRE-US 117021202
Mitigating Activities 2020-00760 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-007-6 R4. TXRE-US 1210172020 >
Page 1 of 1 '] Verification
RELATED DRAFT MITIGATION MILESTONES [x]
TYFE OF UNIQUE NAME DUE
MILESTONE D : DATE

TEXAS RE Align Release 1 Training
February 24, 2021
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Align Tour: Mitigation

Align For Entities

NCRO04015 Editor 1
MY MITIGATING ACTIVITIES AND MITIGATION PLANS
. REGION . DATE COMPLETION R REGION AND N N N
TYPE UNIQUE ID & OR LRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS
|:_) Mitigating Activities 2021-00051 TXRE NCRO04015 - Braz c Power Co Op, Inc. in TXRE 02/04/2021 R2 TXRE-US 07/01/2020
Mitigating Activities 2020-00740 TXRE NCRO4015 - Brazos Electric Power Co Op, Inc. in TXRE 12/01/2020 12/02/2020 R1 TXRE-US 01/06/2020
Mitigating Activities 2020-00734 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 2372020 TOP-001-4 Ri2. TXRE-US 08/05/2019
Mitigation Plan 2020-00733 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 2102/202 TOP-001-4 R10. TXRE-US 03,
Mitigation Plan 2020-00732 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 2102/202 01-4 RS TXRE-US 03/10/2020
Mitigation Plan 2020-00731 TXRE NCRO ic Power Co Op, Inc. in TXRE 12/02/2020 001-4 R& TXRE-US Active .
Page | 1 of 1 =
RELATED MILESTONES ACTIVE REQUESTS FOR INFORMATION
TYPE OF T N COMPLETION REQUEST N i
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
Corractiv 2020-00720 - — . -
E—) Correclive 2020-000483 ask 9/2020 20212020 E—)
Remediating 2020-00721 . P O
Action 2020-000485 s Do pnaE
Remediating 2020-00725 . I
Action 2020-000487 = D2zb 2021
ECD;DCESZG ask 1 01/19/2021 01/19/2021
532230;5?:9256 Task2 0211072021 0210472021
332230;_5?:;9 Task 1 01/28/2021 12/01/2020
Page | 1 of2 » M = Page ofo =
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Align Tour: Mitigation

Mitigation Management Align For Entities

NCR04015 Editor 1

MY COMPLETED MITIGATIONS

REGION REGISTRATION STANDARD REQ REGION AND DATE COMPLETION

TYPE UNIQUE ID ORLRE JURISDICTION SUBMITTED DATE

STATUS

Mitigating Activities 2020-00718 TXRE MCRO04015 - Brazos Electric

Op, Inc. in TXRE FAC-008-3

e

TXRE-US 1171772020 Failed Screen

Mitigation Plan 2020-00719 TXRE MNCR04015 - Brazos Electric Power Co Op, Inc. in TXRE AC-008-3 R6&. TXRE-US 12/02/2020 1210272020 Complete
Mitigation Plan 2020-00735 TXRE NCR04015 - Brazos Electric Power Co Op. Inc. in TXRE FAC-003-4 R1 TXRE-US 1112412020 1112412020 Complete
Mitigating Activities 2020-00745 TXRE NCR04015 - Brazos Electric nc. in TXRE EOP-005-3 R5 TXRE-US 12/101/2020 12/101/2020

Mitigating Activities 2020-00747 TXRE MCR04015 - Brazos Electric Power Co Op, Inc. in TXRE EOP-005-3 RT. TXRE-US 12/01/2020 12/01/2020 Complete
Mitigating Activities 2020-00748 TXRE MCR04015 - Brazos Electric P r Co Op, Inc. in TXRE R8 TXRE-US 12/01/2020 12/01/2020 Complete

Mitigating Activities 2020-00749 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE EOP-005-3 R9 TXRE-US 12/01/2020 1210172020 Complete

Page | 1 of 1 =
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Sli.do (#TXRE) A.H.G.N

To view potential non-compliances (PNC), | must navigate to:
Compliance Monitoring
Enforcement Processing
Mitigation Management
None of the Above

TEX As R E Align Release 1 Training
February 24, 2021
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Sli.do (#TXRE) A.H.G.N

To create a finding, | must navigate to:
A. Current activity
2. Compliance Monitoring
C. PNC Processing
D. Mitigation management

TEX As R E Align Release 1 Training

February 24, 2021
. Ensuring electric reliability for Texans 36



Today’s Scenario AHG-N

Submit Self Report CIP-002-5.1a R2

Submit Finding Update

Receive RFI

Submit Mitigating Activities

Region Performs PNC Review

Disposition: Compliance Exception

Closure

...iszfffiff::.'I'Ex As R E Align Release 1 Training
February 24, 2021
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SELF-REPORT OR SELF-LOG

TEXAS R E Align Release 1 Training
February 24, 2021
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Issue Reported Start Date/Version of Standard A-El-G-N

Current (webCDMS) New (Align)

Findings are reported on the Findings are reported on the
version of the NERC Reliability |current version of the
Standard that was in effect at | Standard/Requirement —
the start of the issue. system does not show prior
versions.

Issue language discusses
various versions in effect during |Issue language discusses

the duration of the issue. various versions in effect during
the duration of the issue.

TEX As ’Q E Align Release 1 Training
February 24, 2021
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Issue Reported Start Date/Version of 4| I EF I
Standard - CIP-003 Example

Current (webCDMS) New (Align)
Submittal Date: 1/25/2021 Submittal Date: 1/25/2021

Duration of PNC: 8/1/2016 — 8/1/2020 Duration of PNC: 8/1/2016 — 8/1/2020

Standard Effective Dates: Standard Effective dates:
CIP-003-6: 7/1/2016 — 12/31/2019 CIP-003-6: 7/1/2016 — 12/31/2019
CIP-003-7: 1/1/2020 — 3/31/2020 CIP-003-7: 1/1/2020 — 3/31/2020
CIP-003-8: 4/1/2020 — Present CIP-003-8: 4/1/2020 — Present
Standard Version: CIP-003-6 Standard Version: CIP-003-8

Issue language describes that the duration |Issue language describes that the duration
spanned CIP-003-6, CIP-003-7, and CIP- |spanned CIP-003-6, CIP-003-7, and CIP-
003-8. 003-8.

Align Release 1 Training
February 24, 2021
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Process Differences: Self-Log AH-G-N

Current (webCDMS) New (Align)
Registered entity submits the Self- |Registered entity submitter submits
Log spreadsheet to the Extranet a Self-Log in Align. The Self-Log
and notifies Texas RE form is identical to the Self-Report
Enforcement. form.
“#TEXASRE s

reliability for Tex 41



Today’s Scenario 1

Submit  Brazos Electric
Self-

Power Cooperative,
Inc. in Texas RE

ACICUSE . -1p.002-5.1a R2

Align Release 1 Training
February 24, 2021
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Create Self-Report

Align For Entities v

Compliance Monitoring v
NcRodoisEditorr (3

- Create New Self-Report or Log

MY REGISTRATIONS INSTRUCTIONS

REGISTRATION APPLICABLE
o re
(ENTS This is the Registered Entity Self Reporting and Logging page.  On the left, you can view a set of Requirements applicable to a given Reqistration. Based on that, you can

NCRO4MS - Brazos Eleciric Power Create browse to a specific Requirement and create a Self Report (or Self Log, if you are in the Self Logging program). Below you can edit any draft Self Reports or Logs you have
E" e aens R e Finding nof yet submitted. To see the status of a Finding that is already in progress, select the Enforcement Processing activity from the pull-down on the upper lefi.

N . Create

: - Finding

Page | 1 of 1 =
MY DRAFTS
; A STANDARD AND APPLICABLE REGION(S) AND " - A

TYPE UNIQUE ID a REGISTRATION REQUIREMENT FUNCTIONS JURISDICTION START DATE CREATED ON

E—) Seli-Report 2021-00048 NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-002-5.1a R1. DP, GO, GOF, TO, TOP TXRE-US 02/02/2021
Page 1 of 1 =

Align Release 1 Training

TEXAS R E 43 February 24, 2021
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Create Self-Report

Monitoring Vv

Create Finding 2.0

MY REGIS' W SE| ECT APPLICABLE REQUIREMENT REQUIREMENT

REG| CREATE CREATE
STANDARD REQ SELF-REPORT SELF-LOG Standard and
a Requirement
B YH 5 BAL001TRE?2 R6 + .
Requirement
NCRI a7 + - Language
RS + . Time Horizon(s)
R9 + ° Measure
I« 2 R + .
CIP-0 a R + .
TvE CIP-002-5.1a R2 + . Requirement
Applicability
ENEE cIP R1 + o
Sel CIP-0 R2 + .
CIP-0 R3 + .
J Additional
CIP-003-8 R4 + L] Applicability
Details
CIP-0 R’ + .
CIP-0 R2 + .
CIP-0 R3 + .
cIP-0 R4 + .
CIP-0 RS + .
Page | 1 of12 » M &

CIP-002-5.1a | R2.

Align For Entities v
x lior1 (&
it you can
S you have

The Responsible Entity shall

Operations Planning Violation Risk  Low
Factor (VRF)

M2. Acceptable evidence includes, but is not limited to, electronic or physical dated records to
demonstrate that the Responsible Entity has reviewed and updated, where necessary, the
identifications required in Requirement R1 and its paris, and has had its CIP Senior Manager or
delegate approve the identifications required in Requirement R1 and its parts at least once every
15 calendar months, even if it has none identified in Requirement R1 and its parts, as required by
Requirement R2.

BA
TOP
TO
RC
1A
GOP
DP
GO

4.1. Functional Entities: For the purpose of the requirements contained herein, the following list of
functional entities will be collectively referred to as “Responsible Entities.” For requirements in this
standard where a specific functional entity or subset of functional entities are the applicable entity
or entities, the functional entity or entities are specified explicitly

4.1.2. Distribution Provider that owns one or more of the following Facilities, systems, and
equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency load shedding (UFLS) or undervoliage load shedding (UVLS) system
that:

4.1.2.1.1. is part of a Load shedding program that is subject to one or more requirements in a
NERC or Regional Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a commeon control system owned by the
Responsible Entity, without human operator initiation, of 300 MW or more.

4.1.2.2. Each Special Protection System or Remedial Action Scheme where the Special Protection

4 4 Page |1 oft » M &

TEXAS RE

Ensuring electric reliability for Texans 44
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Create Self-Report

Compliance Monitoring Align For Entities v

2021-00051 itor1 (3

Instructions
1 it, you can
= NCR Self-Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, viclated a Reliability Standard. Self-Reports are encouraged regardless of whether the Reliability Standard requires reporting on a pre-defined | T
schedule in the Compliance Program or whether the violation is determined outside the pre-defined reporting schedule
NCR
General Information
Registration NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE
K Applicable Requirement  CIP-002-5.1a R2. Region - Jurisdiction(s) in
which the Potential | TXRE-US -
Applicable Part(s) CIP-002-5.1a R2.2. CIP-002-5.1a R2.1. - Noncompliance occurred -
TYPE Applicable Reliability . Additional Coordinated
Function(s) EEP L0 Ue P £ Oversight Registrations -
o o Impacted

Discovery and Description

When was the Potential 02/01/2021 When did the Potential 07/01/2020
Noncompliance Noncompliance start? *
discovered?*
What is the basis for your :
Demonstration

How was this Potential | 5o p0nnsteation selecting this start date? *

Noncompliance
discovered? *
Is the Potential Yes -
Noncompliance still
Please describe the :
Demonstration - -
Potential Noncompliance occurring?

in detail *

Save and Action m Close

Q

o4 Page |1 ot > om

TEXAS RE Align Release 1 Training
February 24, 2021
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Create Self-Report

e

Compliance Monitoring

Create

[E3

MY D

[E3

REG

NCR|

NCR/

Has an Extent of Condition
Review been performed? *

What do you think the

Potential Impact to BPS

was/is from this Potential
Noncompliance? *

Why do you believe that to
be the correct Potential

Impact? *

TEXASRE

Ensuring electric reliability for Texans

2021-00051

Extent of Condition and Root Cause

Risk and Impact

Align For Entities v
itor 1 C—)
it, you can
s you have

What cause(s) led to the
Potential Noencompliance?

How likely is it that Impact

could have actually
occurred? *

Was there any actual
impact to the BPS? *

Align Release 1 Training

February 24, 2021
46



Create Self-Report

v Align For Entities hd

2021-00051 itor1 (>

impact to the BPS? * [ ]
REG
RS § it, you can
E) | |5 you have
- Additional Comments
NCR|
Please provide any
additional comments
H
TYPL
Evidence
[E) Self-
Seif Secure Evidence Locker  Submit Evidence or Attachments related to this Finding via ERQ Secure Evidence Locker (SEL) with the following reference number:
Instructions
TXRE|NCR04015|VI2021-00051|VI2021-00051|CIP-002-5.1a|R2.|2.2.,2.1.
If you are hosting your own SEL, please provide a hyperlink to your locker in the comment section above.
Mitigation Information (optional - click to expand)

TEXAS RE Align Release 1 Training

February 24, 2021
Ensuring electric reliability for Texans 47



SEL

Secure E\fidence LOCker Submitter3 Entity (seltesting@nerc.com} v

Step 1 - Validation

Enter a Reference ID and click "Validate™ to add new evidence to your submission,

TXRE[NCRO4015|V12021-00051|VI2021-000... Validate

/ Valid Reference ID

Region: TXRE

NCR: NCR04015

CMEP Activity: VI2021-00051
Tags: VI2021-00051

Step 2 - Upload Files

Click "Upload" to add evidence to your submission,

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, AR), 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Regicn for assistance.

Upload

2016 07 13_NERC Glossary.pdf )

Step 3 - Submit Evidence

Verify all documents meet submission standards then click *Submit” to complete.

TEXAS RE Align Release 1 Training
February 24, 2021
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Create Self-Report: Save a Draft

£

Instructions

MILESTONE ID

Mitigation Information (optional - click to expand)

It possible, and without delaying the Self-Report, a Self-Report may include the actions that have been taken or will be taken to remdiate and mitigate the violation. Click the + to add each completed
and/or planned task for remediation and mitigation. When you Submit your Self-Report, this information will be converted into a set of Mitigating Activities that can be submitted concurrently with this
Self-Report, or separately when it is ready.

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE ACTUAL COMPLETION DATE

This table is empty

-

TEXASRE

Ensuring electric reliability for Texans

Align Release 1 Training
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Create Self-Report: View Draft

Compliance Monitoring v Align For Entities v
4 Create New Self-Report or Log NcRodors Editorr (5
MY REGISTRATIONS INSTRUCTIONS
REGISTRATION - APPLICABLE
REQUIREMENTS This is the Registered Entity Self Reporting and Logging page. On the left, you can view a set of Reguirements applicable to a given Registration.
NCRO4015 - Brazos Electric Power Co Op, Inc. in TXRE & 6 Create Eased on that, you can browse to a specific Requirement and create a Self Report (or Self Log, if you are in the Self Logging program). Below you can
E') e e L TR L R o Finding edit any draft Self Reports or Logs you have not yet submitied. To see the status of a Finding that is already in progress. select the Enforcement
eR0TeE - Power Gooperaiive, Inc. n SERC @ © Create Processing activity from the pull-down on the upper left.
. Finding
Page | 1 of 1 =
MY DRAFTS
TYPE UNIQUE ID 4 REGISTRATION L RED AD S oS A START DATE CREATED ON
—— I —————
DP, GO, GOP, TO
[[) -R t 2021-00052 NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-002-5.1a R2. ToP TXRE-US 02/04/2021
DP, GO, GO, TO
Seli-Report 2021-00048 NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-002-5 1a R1 TOP TXRE-US 02/02/2021
Page | 1 of 1 =

TEXAS RE Align Release 1 Training
February 24, 2021
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Create Self-Report

Self Action

Instructions  Submit Finding: Select “Submit” on the Action dropdown, then click the Save and Actiolf* | Submit -
Action button at the bottom of the screen.
OPTIONAL - Submit Mitigations: Submit mitigations now by checking the box
“Submit Mitigations for Review with Finding?” or later via the “My Mitigations Tab”. Review with Finding?
Delete Finding: Select "Delete” on the Action dropdown, then click the Save and
Action button at the bottom of the screen.
Save a Draft: Click the Save button at bottom of the screen. The CEA will not see this
finding until the Registered Entity selects “Submit” on the Action dropdown and clicks
the Save and Action button.
Close: Click the Close button at the bottom of the screen to close the window.

Submit Mitigations fof]

click here to print

Save and Action Close

TEXAS R E Align Release 1 Training
February 24, 2021
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Sli.do (#TXRE) A.H.G.N

True/False: Align allows you to save a Self-Report prior to
submittal.

TEXAS RE Align Release 1 Training
February 24, 2021
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FINDING UPDATES

TEXAS RE Align Release 1 Training
ol February 24, 2021
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Process Differences: Finding Updates Atl-G-N

Current (webCDMS) New (Align)
Functionality exists for registered |Registered entity will submit a Finding Update rather
entity to submit a finding update |than a new Self-Report or Self-Log for additional

on Self-Reports. noncompliance of an OEA, regardless of discovery
. : . method.

Registered entity submits a new

Self-Report, rather update a Finding Updates will not override original finding.

finding.

Decrease the number of Failed Preliminary Screens
Texas RE Enforcement issues and Dismissal Consolidations.

Failed Preliminary Screens or
Dismissal Consolidations.

'I'Ex As DE Align Release 1 Training
February 24, 2021
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Today’s Scenario & IEIEI I

| * Brazos Electric
Submit Power Cooperative,
Inc. in Texas RE

SCLCICIN . C|p-002-5.1a R2

Finding

Align Release 1 Training
February 24, 2021

55



Finding Update

Enforcement Processing v Align For Entities v
BB My Open Fingings y i NcRo4015Editor: (3
OPEN FINDINGS
MONITORING REGION DATE " AR A N o FINDING SEND " -
WMETHOD UNIQUE ID A oClRE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS N MITIGATION
Mitigating Activities -
> sef 2021-00051 TXRE 0210412021 R2 0710112020 Prafimin + L mne R
Draft
Mitigating Activities
2020-00766 TXRE 12/02/2020 R2 03/23/2020 PN + o
Draft
. . Mitigating Activities
Audit 2020-00762 TXRE R8 11/01/2020 + fmfg ’
Mitigating Activities
Audit 2020-00760 TXRE 12/02/2020 R4 2/01/2020 + L mne R
Draft
- - B Mitigating Activities
Audit 2020-00759 TXRE RS 11/02/2020 + fmfg ’
. . - . . Mitigating Activities
2020-00757 TXRE 12/02/2020 R6 112020 PN + Lo
. Mitigating Activities
Audit 2020-00752 TXRE R1 + fmf ¢
Mitigating Activities
2020-00751 TXRE 12/01/2020 R11 18/03/2020 P + . I oating Activities
In Verification
Mitigating Activities
2020-00750 TXRE 120172020 R10 911412020 P + “hiesing Acies
Mitigating Activities
2020-00749 TXRE 1210112020 RO 09/07/2020 P + f.lwlgi_lzg e
Mitigatina Activities M
Page | 1 ofz2 » M &
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Tl
status of all the potential noncompliances associated with your m’ Preliminary Enforcement -
0 o . Compliance Exceptio -essil
Registration(s). You can View those findings, and you can send a Screening Review Processing p m:.e S ':__?::;:::
Finding Update to provide your Region with mere information. .w. Pending
You can also access your Mitigation from this screen. Asummary Failed Settlement “FF;""?'IE':':"';:W
of the process a Finding goes through is shown on the right Screen Confirmed Violation other Obligatians

TEXAS RE Align Release 1 Training
February 24, 2021
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Finding Update

Create Finding Update

MY Compliance Enforcement  TXRE
Authority

Monitoring Method  Seli-Report

|

3 Applicable Requirement  CIP-002-5.1a R2.

Instructions  Provide additional information in the fields below. Only complete the areas you want to update. If you do not have additional information to provide or the information has not changed, please
leave the field blank.

Summary of Finding *

Found another instance to be included in the SE,‘|f—I"E,‘p0I1.
Update ©

Dates
The date the Potential : .
] 07/01/2020 Your basis for selecting ;
Noncompliance started the start date Demonstration
The date you returned to

compliance

TEXAS R E Align Release 1 Training
February 24, 2021
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Finding Update

Create Finding Update

iy . I
MY Extent of Condition, Root Cause, and Risk
The Potential Impact to -
. Minimal v
The Extentof the | pemonsiration BPS of this Potential -
Cendition Moncompliance =
B .
I Your explanation why you Demonstration
chose the Potential Impact
The cause(s) that led to D :
emonstration
the Potential 1
Noncompliance
The likelihood the Impact Demonstration F
could have actually
occurred L
The Actual Impact (Harm) Demonstration |
to the BPS
Thi
R -
Fi
of p
—

TEXAS R E Align Release 1 Training
February 24, 2021
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REQUEST FOR INFORMATION

TEXAS R E Align Release 1 Training
February 24, 2021
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Process Differences: Request for Information (RFI) A.El.G.N

Current (webCDMS) New (Align)

Texas RE Enforcement issues Enforcement uploads RFI to Align.
RFIs to the registered entity
through the Extranet followed by | Align sends an email notification to
an email to notify the entity of the |the registered entity to view the
RFI. RFI.

Registered entity submits RFI
response and evidence to the
Texas RE Extranet.

Registered entity submits RFI
response and evidence to the
Secure Evidence Locker (SEL).

Align Release 1 Training
February 24, 2021
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Today’s Scenario A-H-G-N

* Brazos Electric
Recelve Power Cooperative,
RFI Inc. In Texas RE

* CIP-002-5.1a R2

Align Release 1 Training
February 24, 2021
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RFI Notification

WARNING: EXTERNAL SENDER. Always be cautious when clicking links or opening attachments. NEVER provide your user
ID or password.

A.E}G.N Automatic email alert

Noncompliance ID: 2021-00051

TXRE has created a Request for Information (RFI) for the noncompliance record 2021-00051 in the Align System. The response for the

RFI is due by 2021-03-06.
To see the RFI, please log into the Align system. If there are any questions regarding this notice, please contact TRE Editor 1 at

rachel.coyne@texasre.org.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.

This e-mail has been generated automatically. Do not reply to this address.

TEXAS R E Align Release 1 Training
February 24, 2021

Ensuring electric reliability for Texans 62




RFI

My Align Align For Entities v

HH My Dashboard and Tasks NCR04015 Editor 1 C—)

Assigned To Me

NEWS AND UPDATES

A!IAIIN{I-ﬁN

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs
from the Compliance Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your
Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID a SETSEN STATUS NCR REGISTRATION STANDARD  REQ  DUE DATE
Brazos Electric Power Co - Settlement
RFI for Finding 2021-00051 | 21-000275-R ~ TXRE NCR04015 o CIP-002-5.1 R2 03/06/2021
Compliance TXRE NCRO4015 ¢ Power Co CIP-006-5 R1
2020-00740 XR NCROSDTD wirE : Preliminary Screening
2020-00735 TXRE NCR04015 TR EAc003-4 R1 12/02/2020
¢ Power Co PNC Review
2020-00733 TXRE NCR04015 TOP-001-4 R10
2020-00733 TXRE NCR04015 _ SRR ToP-001-4 R10. 12/31/2020 Find, Fix, Track
NAVAPS 2020-00733 TXRE NCR04015 CROWerto  1op.001-4 R10. 1213112020
. Failed Screen
Compliance Exception Brazos Electric Power Co
e " 202000731 TXRE NCR04015 o e o TOP-001-4 RS 12/02/2020
- [ Brazos Electric Power Co R _ .
2020-00730 TXRE NCR04015 oD, Inc. TOP-001-4 R7 Enforcement Processing
2020-00729 TXRE NCR04015 CROWerto  1op.001-4 R6 120812020
Broe Eleciric Power G Compliance Exception
Mitigation Plan 2020-00777 oo NCR04015 Drazos BRCC FOWST L0 1op001-4 R4 -

Page | 1 of 1 =

TEXAS R E Align Release 1 Training
February 24, 2021
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Align For Entities

1]21-000275-R or1 (3

[ ] Assigne
Original Finding  2021-00051
dl Requestor  TRE Editor 1 Respondent Comments | g5 | Paragraph A - Helwetica .. 14px =
TRA Requestor Comments Demonstration B 7 U W = iE ¢ Timesamp
Welcome | =
Requestor Attachments 5 RFI from Texas RE.docx See SE
from the C 4 Ll
RETmE) Request Sent On  February 4, 2021

Response Due By March 6, 2021 |

TASK
TY -
Evidence
E %
— ca Secure Evidence Locker  Submit Evidence or Attachments related to this RFI via the ERO Secure Evidence Locker (SEL) with the following reference number:
Lel Instructions
| TXRE|NCR04015|2021-00051--RFI21-000275-R
Fin
A’g_ If you are hosting your own SEL, please provide a hyperlink to your locker in the comment section above.
Ca
Lel
Ca Action
Le|
NA Action Respond
1 Save and Action will acknowledge receipt of this Request and send back any response you have provided. Save will store any response you have provided, but will neither acknowledge receipt of this Request nor send
Ca any response.
Lel
Fin
Fin
| Save and Action m Close
I
= pPage |1 (1 R S | B e = u o1z 16 18

TEXAS R E Align Release 1 Training
February 24, 2021
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Submit RFI Evidence in SEL

Secure E\fidence LOCker Submitter3 Entity (seltesting@nerc.com} v

Step 1 - Validation

Enter a Reference ID and click "Validate™ to add new evidence to your submission,

TXRE[NCRO4015|V12021-00051|VI2021-000... Validate

/ Valid Reference ID

Region: TXRE

NCR: NCR04015

CMEP Activity: VI2021-00051
Tags: VI2021-00051

Step 2 - Upload Files

Click "Upload" to add evidence to your submission,

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, AR), 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Regicn for assistance.

Upload

2016 07 13_NERC Glossary.pdf )

Step 3 - Submit Evidence

Verify all documents meet submission standards then click *Submit” to complete.

TEXAS R E Align Release 1 Training
February 24, 2021
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Sli.do (#TXRE)

True/False: RFI evidence will be saved in Align.

Ensuring electric reliability for Texans 66

LGN

Align Release 1 Training
February 24, 2021



BREAK
WILL RETURN AT: 1:00PM

TEXAS R E Align Release 1 Training
February 24, 2021
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MITIGATION

TEXAS RE Align Release 1 Training
il February 24, 2021
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Navigating Mitigation

My Align Align Frr T
Compliance

My Dashboard and Tasks i . 2020-00719 NCR04015 Editor 1 >
m My My Align [E4 Excepfion Letter C
Assigned To Me Compliance Monitoring -
Current page  » 2020-00740
Enforcament Processing NEWS AND UPDATES
S All filtered data  »
Azlxulrﬂnql(q. Mitigation Management 2020-00733
Welcome to Release 1 of the Aj Reports Navigate the system by selecti Al Excel xlsx
Logs from the Compliance M - ding section, you see the status cention Leter
your Regions). In the Mitigation Management section, an edit and manage Mitigating Activities and Miti CEp - csy
Find Fix Track Leth HTML
MY TASKS TUS OF MY FINDINGS
REGION
UNIQUE ID ORLRE STATUS NCR REGISTRATION STANDARD REQ DUE DATE
. Awaiting your e Brazos Electric Power : ~ - Settlement
Exception Letter 2020-00719 TXRE Response NCRO4015 Co Op, Inc FAC-D08-3 R6
Compliance - - Awaiting your . Brazos Electric Power e -
Exception Letter 2020-00740 TXRE Response NCR Co Op, Inc CIP-006-6 R1.
Compliance Awaiting your IR Brazos Electric Power § Preliminary Screening
Exception Letter 2020-00733 TXRE Response NCR04015 o Op, Inc TOP-001-4 R10.
pliance — - Awaiting your . Brazos Electric Power § -
Exception Letter 2020-00728 TXRE Response NCR Co Op, Inc TOP-001-4 R3.
. - n Awaiting your o Brazos Electric Power PNC Review
Find Fix Track Letter 2020-00725 TXRE Response NCRO o Op, Inc TOP-001-4 R1.
o . Awaiting your I Brazos Eleciric P § _
Find Fix Track Letter 2020-00730 TXRE Response NCRO4015 Co Op, Inc TOP-001-4 R
) — . Submit as . Brazos Electric P . Find, Fix Track
Mitigation Plan 2020-0072 TXRE Mifigation Plan NCRO Co Op, Inc TOP-001-4 R4.
Compliance . Awaiting your o Brazos Electric Power I )
2020-00723 TXRE Response NCR04015 o Op, Inc CIP-004-6 R1. 113 -
5 S Failed Screen
razos clecinc
2020-00717 TXRE Resubmit NCR Co Op, Inc FAC-008-3 R2. 11
B Awaiting your o Brazos Eleciric Power I
Exception Letter 2020-00731 TXRE Response NCR04015 o Op, Inc TOP-001-4 R&. 12/02/2020
o - - Enforcement Processing
Compliance . . Awaiting your I Brazos Electric Power . e
xception Letter 2020-00718 TXRE Response NCRO4015 Co Op, Inc FAC-008-3 R1. 12/02/2020
Final Settliement - - Awaiting your Brazos Electric Power . I
Agreement 2020-00735 TXRE Response Co Op, Inc FAC-003-4 R1. 12/02/2020 Compliance Exception
. . Awaiting your i Brazos Electric Poy ) - -
Find Fix Trark | after | 202000729 TXRF - NCRO4NS - TOP-N01-4 RA
Page | 1 of 1 5] 1214 18

TEXAS R E Align Release 1 Training
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Navigating Mitigation

My Align

HH My Dashboard and Tasks

Assigned To Me

/l!lmlmfn-ﬁN

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self
Logs from the Compliance Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by
your Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Flans.

MY TASKS
@ D UNIQUE ID EEGLIEQ STATUS NCR REGISTRATION STANDARD REQ  DUE DATE
: Submit as razos Eleciric Power Co
S Mitigation Plan Sort Ascending TXRE e |] n P NERD401S .E“I ) Ine e TOR-001-4 R
- Witigation Plan Op, Inc
Sort Descending Submit as Brazos Electric Power Co  BAL-001-
Mitigation Plan THRE Mitigation Plan NCRO4015 O I TRE-2 RT
Columns Brazos Electric Power C
gating Activities TXRE - ST FAC-008-3 R2 11/30/2020
& Filters »

TEXASRE

Ensuring electric reliability for Texans 70

Align Release 1 Training
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What is Mitigation? A‘H‘G‘N

Correct and Prevent Reoccurrence of a PNC
All PNCs Must be Mitigated
For More Information
» Section 6 of Compliance Monitoring and Enforcement
Program (Appendix 4C to the Rules of Procedure)
+“BTEXAS RE ey 24,203

rrrrrrrrrrrrrrrrrrr iability for Texans 71



Mitigation Management — My Draft Mitigations

gation Management Align For Entities

My Draft Mitigations ; i i A idz igati itigati NCR04015 Editor 1

S —————
< MY DRAFT MITIGATIONS INSTRUCTICNS

REGION AND
ORLRE JURISDICTION These are your Mitigation Management Screens. The Draft

TYPE UHIQUE ID REGION  pegisTRATION STANDARD REQ START DATE .

Mitigations screen shows you all your draft Mitigating Activities, as

2020-00696 TXRE N R14 TXRE-US well as those that have been refurned to you for more work or
converted fo a Mitigation Plan (both indicated with a yellow
2020-00704 TXRE N R1 TXRE-US triangle). The Active Mitigations screen shows you all Mitigating
Activiies and Mitigafion Plans that have been submitted. Below is a
2020-00715 TXRE N R1 THRE.US summary of the Mitigation process. !
2020-00716 TXRE N R1 TXRE-US I Act 2020-00716 TXRE
2020-00717 TXRE N R2 TXRE-US 04 X
i Act 2020-00717 TXRE

2020-00723 TXRE N R1 TXRE-US 03

> R A a - .
2020-00727 XRE N R4 XRE-UE § : : Please address identified issues and Resubmit.  §

-

L
2020-00752 TXRE N R1 TXRE-US E

4
2020-00757 TXRE N R TXREUS 1 ¥ Only)

@
2020-00759 TXRE N R5 TXRE-US 2
2020-00760 TXRE N R4 TXRE-US
2020-00762 TXRE N R& TXRE-US 1
2020-00766 TXRE N TXRE R2 TXRE-US

Page | 1 of 1

Q

@] RELATED DRAFT MITIGATION MILESTONES
_—

_— UNIQUE NAME s
MILESTONE o _ ==

2020-00717
47

2020-00727 TXRE

121182020

=

2020-00717
478

2020-00720
483

2020-00720
404

2020-00721

485

Page | 1 of2 » M &

TEXAS R E Align Release 1 Training
February 24, 2021
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Mitigation Flowchart

Mitigation

NERC
Processing
(Mit Plan
Only)

Mitigating Activities Only

Verification

TEXAS RE Align Release 1 Training
a February 24, 2021
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Mitigation Management - My Active Mitigations

Mitigation Management Align For Entities ~

4 My Active Mitigations ) d Mit " g NCR04015 Editor 1 C—)

TYPE UNIQUEID & RESION REGISTRATION e TTED LopLETION STANDARD Req  TECONAMD START DATE STATUS
| Mg 202000740  TXRE razos Elechric TXRE 120112020 12/02/2020 R1 TXREUS 0110672020 Active =
202000734  TXRE - Brazos Electric R12 TXREUS 03105/2019
Miigation Plan 202000733 TXRE azos Electric R10 TXREUS 0310872020
fiigation Plan 2020-00732 TXRE - Brazos Electric o Op, Inc. in TXRE 12 R9 TXRE-US
Wl 2020-00731 TXRE razos Electric R& TXRE-US 1012019 Active
Wl 2020-00730 TXRE - Brazos Electric R7 TXRE-US Active
Mifigation Plan 202000728 TXRE az0s Electric RS TXREUS 02/10/2020 Active
Mifigation Plan 202000726  TXRE Electric 0210472021 BALOO.TREY  R3 TXREUS 0510472020 Active
Miigating Act 202000721 TXRE 1 RS TXREUS 0410772020 .
Page 1 of 1 s
T e UNIQUE 1D HAME DUE DATE CompLETION e, DUEDATE  ID COMMENT
3 inzn.nmssn 121032020 - [E3

202000751

> . 1210812020 1210112020

iuzufum“u +

5-02070072; 03/18/202 +

EUZU-UUTZ:E Task 1 012172021 +

iuzu-umzja +

2020-00730 Task 0111412021 +

03117 +
- .
Page 1 of2 » M o Page of 0 (s}

TEXAS R E Align Release 1 Training
February 24, 2021
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Mitigation Progression AHG-N

CEA Processing — entity has submitted mitigation, awaiting CEA review

Active — CEA approves mitigation

Verification — entity submits for verification, awaiting CEA verification

Complete — CEA has verified mitigation

Incomplete — mitigation does not pass verification

NERC Processing (MP Only) —under NERC review, awaiting NERC approval

TEX As R E Align Release 1 Training
February 24, 2021
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Process Differences: Mitigating Activities Atl-G-N

Current (webCDMS) New (Align)

Registered entity can enter Registered entity enters MAs
Mitigating Activities (MA) on the |and milestone completions for
Self-Report form webCDMS. verification in Align.

Texas RE Enforcement reviews
the MAs for acceptance,
rejection, or to convert to a
Mitigation Plan (MP).

No separate completion
submission for MA.

Registered Entities need enter
completion for CEA review.

TEX As ’Q E Align Release 1 Training
February 24, 2021
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Process Differences: Mitigation Plans Atl.G.N

Current (webCDMS) New (Align)

Registered entity enters Registered entity enters the
Milestone Activity and either MAS.

saves as a DRAFT MP or
submits as a formal MP.

Enforcement reviews MAs and
requests the entity to convert to

Email notification is sent to a MP.
registered entity after the MP Is .
sl el Not_lflcatlon IS _sent to the
registered entity submit the
MAs as a MP.
“#TEXASRE e 2 son

ring electric reliability for Tex 77



Today’s Scenario A-H-G-N

Submit  Brazos Electric
Mitigating

Power Cooperative,
Inc. In Texas RE

AVIUEEES . cp.002-5.1a R2

Align Release 1 Training
February 24, 2021
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Submit Mitigation

Mitigation Management v Align For Entities v

<~ My Draft Mitigations NCRo4015Editor: (5

MY DRAFT MITIGATION INSTRUCTIONS
TYPE UNIQUEID o REGION  gegisTRATION STANDARD REQ REGION AND START DATE -
OR LRE JURISDICTION These are your Mitigation Management Screens. The Draft
. . - . R _ - T S _ L o o “  Mitigations screen shows you all your draft Mitigating Activities, as
E.) Mitigating Activities 2021-00051 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-002-5.1a R2 TXRE-US 07/01/2020 well as those that have been returned to you for more work or
converted to a Mitigation Plan (both indicated with a yellow triangle).
Mitigating Activities 2020-00766 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE MOD-026-1 R2 TXRE-US 03/23/2020 The Active Mitigations screen shows you all Mitigating Activities and
Mitigation Plans that have been submitted. Below is a summary of the
Mitigating Activities 2020-00762 TXRE NCRO04015-B Dp, Inc. in TXRE BAL-001-TRE-1 RS TXRE-US 11/01/2020 Mitigation process.
Mitigating Activities 2020-00760 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE R4 TXRE-US 12/01/2020
Mitigating Activities 2020-00759 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE R5. TXRE-US 11/02/2020 Mitigation
Mitigating Activities 2020-00757 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE BAL-001-TRE-1 RE TXRE-US 1171172020
CEA
Mitigating Activities 2020-00752 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE CIP-007-6 R1 TXRE-US 8 Processing
=
=]
Mitigation Plan 2020-00727 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE R4 TXRE-US 05/04/2020 % NERC
E Processing
Mitigating Activities 2020-00723 TXRE NCR04015 - Bra nc. in TXRE CIP-004-6 R 03/02/2020 £ [PECEm
hd £ Only)
&
Page | 1 of 1 S = ¢
RELATED DRAFT MITIGATION MILESTONES
TYPE OF UNIQUE NAME DUE
MILESTONE D ' DATE
2020-00717 -
E.) Remediating Action . Task 1 12/18/2020
2020-000477
2020-00717
Corrective Control ~ Task 2 03/03/2021
2020-000473
2020-00720 . Sa e
rol Task 972020
2020-000453 -
Page | 1 of2 » M =

TEXAS R E Align Release 1 Training
February 24, 2021
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Submit Mitigating Activities

Mitig

on Management v

Align For Entities

2021-00051

E)

TY

Mit

Mif

Mil

Mi

Mi

Mi

Mit

Mil
M
RELATEL
T
Ml
=
I

Type

Registration

Applicable Requirement
Applicable Part(s)

Applicable Reliability
Function(s)

Region-Jurisdiction(s) in
which the Potential
Noncompliance occurred

Root Cause

e —)p  |nterim Risk Reduction

MILESTONE ID

Page |0 oTUTTET

General Information

Mitigating Activities Related PNC  2021-00051 CEA TXRE e

NCRO04015 - Brazos Electric Power Co Op. Inc. in TXRE ngle).
ies and

CIP-002-5.1a R2. Registered Entity Contact Please provide a point of contact for this mitigation. 1y of the

CIP-002-5.1a R2.2.; CIP-002-5.1a R2.1. FIRST NAME LAST NAME

GOP: TOP; TO: DP: GO _ ]

&P This table is empty

TXRE-US

Not available; PNC Review not yet complete.

Mitigation Milestones

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETI..  ACTUAL COMPLETION DATE -

Save and Action E Close

TEXASRE

Ensuring electric reliability for Texans

Align Release 1 Training

February 24, 2021
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Submit Mitigating Activities

2021-00051

Align For Entities

TXRE-US

MNot available; PNC Review not yet complete.

Helvetica ... 14px z=] B I

ic
E
iii

= &

=2 | Paragraph A

Mitigation Milestones

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE

Timestamp

ngle).
ies and
1y of the

REVISED PLANNED COMPLETI... ACTUAL COMFLETION DATE

Region-Jurisdiction(s) in
which the Potential
Noncompliance occurred
v P
| Root Cause
£ Mif
Interim Risk Reduction
Mil
Mil
Mil
Mil
Mil
Mil
MILESTONE ID
Mil
Mil
K
RELATEL
Instructions
TY
i
Action
E]
e TPage U L A S |

This table is empty

When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below.

No Action

Save and Action m Close

RS

TEXASRE

Ensuring electric reliability for Texans

81

Align Release 1 Training
February 24, 2021



Submit Mitigating Activities

Milestone Information

Type of Milestone Task @ * ( - |

Milestone Name Remediating Action

Corrective Control

Description of action

Pr tative Control
Detective Control

Other
Milestone Name
Description of action
Planned Completion Date «
Actual Completion Date

Evidence and Attachments

Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you save this Milestone and its parent Mitigation.

Evidence Comments

Update [ [®lE

TEXAS R E Align Release 1 Training
February 24, 2021
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Submit Mitigating Activities

New Submission Due Date  November 30, 2020

Root Cause and Interim Risk Reduction

Root Cause  11/17 Test

Interim Risk Reduction

Mitigation Milestones

: MILESTONE ID TYPE OF MILESTONE TASK MILESTOME NAME PLANNED COMPLETION DATE REVISED PLAMNED COMPLE... ACTUAL COMPLETICN DATE
Ll 2020-000477 Remediating Action Task 1 1271872020
L 2020-000478 Comective Control Task 2 03032021

Requests for Information

RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY

This table is empty

Instructions | When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review” Action and clicking "Save and Action” below.

Action  —None-

No Action

TEXAS R E Align Release 1 Training
February 24, 2021
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Process Differences: 4| I EF I
Mitigation Milestone Extension Requests

Current (webCDMS) New (Align)
Registered entity submits an Registered entity enters
extension request for MPs and |Proposed New Planned

milestones through the Completion date for MAs.
Mitigation Plan section of _
webCDMS. Enforcement reviews the MAs

for acceptance, rejection.
Email notification is sent to
registered entity.

'I'Ex As R E Align Release 1 Training
February 24, 2021

ring electric reliability for Tex 84



Today’s Scenario A-H-G-N

Submit

SAIE[e)sM - Brazos Electric
Request Power Cooperative,
on Inc. In Texas RE

VIGGEGT M * CIP-002-5.1a R2
Activities

Align Release 1 Training
February 24, 2021
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Mitigating Activities Milestones - Request Extension

Mitigation Management Align For Entities v

4 My Active Mitigations - Cons fitigations - Co tigations Ncro4o15Editorr. (B

MY MITIGATING ACTIVI 11ES ANL MITGATIUN FLANS
TYFE UNIQUEID & EEGIJSE REGISTRATION QSEE'HTTED SS_P'ILPLETIOI\ STANDARD REQ Tgslggg"ﬁg‘ﬂ START DATE STATUS
E—) Mitigating Activities 2021-00051 NCR04015 Op, Inc. in TXRE 0210472021 CIP-002-5.1a R2 TXRE-US 07/01/2020 Active =
Mitigating Activities 2020-00740 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE 12/01/2020 12/02/2020 CIP-0 R1 TXRE-US 01 Active
Mitigating Activities 2020-00734 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 1112372020 TOP-001-4 R12 TXRE-US 08/05/2019
Mitigation Plan 2020-00733 TXRE NCR04015 - Brazos Electric P nc. in TXRE 12/02/2020 01-4 R10 TXRE-US 03/09/2020
Mitigation Plan 2020-00732 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 12/02/2020 TOP-001-4 RS TXRE-US 0310/2020
Mitigation Plan 2020-00731 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 210272020 TOP-001-4 R& TXRE-US 0172019 Active -
Page | 1 or1 5]
O e UNIQUE ID NAME DUE DATE CoMPLETION s DUEDATE D COMMENT
B o oo 002021 + E
l;reﬂ'_-;ltat - 332211c52003511 Task 2 oBizb= +
Page | 1 of 1 2 Page of 0 =

TEXAS R E Align Release 1 Training
February 24, 2021
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Mitigating Milestones - Request Extension

Create Milestone Extension Request

MY Milestone Extension Request
Mitigation ~ 2021-00051 Froposed New Planned | ng64/9021
Completion '«
4 Related Milestone  Milestone 2021-000060 )
. Explanation Demonstration - Request Extension
Milestone Name Task 1
Compliance Enforcement TXRE
Authority
RE
£
Update lose
NSS—k7—~+

TEXASRE

Ensuring electric reliability for Texans

87

Align Release 1 Training
February 24, 2021



COMPLETION OF MITIGATING
ACTIVITIES

'I'Ex As R E Align Release 1 Training
February 24, 2021

¢ Ensuring electric reliability for Texans 88



Process Differences: Submit Completion A.H.G.N

Current (webCDMS) New (Align)

Registered entity submits a Registered entity submits
Certification of Completion and |evidence in the SEL using the
evidence in webCDMS, unless |Reference ID in the milestone
requested by Enforcement to section.

submit through the Extranet.

TEX AS R E Align Release 1 Training
February 24, 2021
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Today’s Scenario A-H-G-N

Submit
Completion
of

* Brazos Electric
Power Cooperative,
Inc. In Texas RE

* CIP-002-5.1a R2

Mitigating
Activities

Align Release 1 Training
February 24, 2021
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Mitigating Activities - Complete Milestones

Align For Entities v
Ncro4o15Editorr. (B
MY MITIGATING ACTIVITIES AND MITIGATION PLANS
TYPE UNIQUEID & EEGL'F?E‘ REGISTRATION gSTBi”TTED SS%PLET'O“ STANDARD REQ TES'SOS (?begu START DATE STATUS
S Mitigating Activities 2021-00051 NCRO04015 Op, Inc. in TXRE 02/04/2021 CIP-002-5.1a R2 TXRE-US 07012020 Active =
Mitigating Activities 2020-00740 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE 12/01/2020 12/02/2020 CIP-0 R1 TXRE-US 01 Active
Mitigating Activities 2020-00734 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 1112372020 TOP-001-4 R12 TXRE-US 08/05/2019
Mitigation Plan 2020-00733 TXRE NCRO04015 - Brazos Electric P nc. in TXRE 12/02/2020 01-4 R10 TXRE-US 03/09/2020
Mitigation Plan 2020-00732 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE 12/02/2020 TOP-001-4 R9 TXRE-US 03/10/2020
Mitigation Plan 2020-00731 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 2/02/2020 TOP-001-4 R& TXRE-US 0172019 Active .
Page | 1 or1 5]
O e UNIQUE ID NAME DUE DATE CoMPLETION s DUEDATE  ID COMMENT
p e e + 5
© 332211c5(3]c[:1 Task 2 06/01/2021 -
Page | 1 of 1 = Page of 0 =

TEXAS R E Align Release 1 Training
February 24, 2021
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Mitigating Activities - Complete Milestones

2021-00051

-

Region Review Results  Accept
CEA Comments Demonstration
NERC Review Results
NERC Comments

Verification
CEA Verification Action Complete

Verification Comments  Demonstration
Shared with Entity

Mitigation Milestones

MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION D... REVISED PLANNED COMP... ACTUAL COMPLETION DATE EVIDENCE COMMENTS
2021-000060 Remediating Action Task 1 044017, 05/01/2021 020472021 Demonsiration
2021-000061 Preventative Contro Task 2 0610172021 0200412021 pemonstration

Requests for Information

RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY

This table is empty

Has the scope ofthis No
issue expanded as a result
of these mitigation steps?

Explanation Demonstration

TEXAS R E Align Release 1 Training
February 24, 2021
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Complete Milestones

Mitigation Management Align For Entities

Milestone 2021-000060

Milestone Information

S ‘"{ Type of Milestone Task  Remediating Action =

| Milestone Name Task1

Mii
Description of Task  Task 1 Description
Mii
Planned Completion Date  April 1, 2021
| Bevised Completion Date
il Actual Completion Date
Mii -
Evidence
H
. Secure Evidence Locker  Submit Evidence or Attachments related to this Milestone via ERO Secure Evidence Locker (SEL) with the following reference number:
e Instructions
Y TXRE| NCR04015|V12021-00051| VI2021-00051, MI2021-00051,M52021-000060| R2.| 2.2.,2.1.
M|
Evidence Comments
SF
= Pr¢

Ca

B3 o
4% Page |1 of1 ¥ M &2 W% Page O ofo o F M w2

TEXAS R E Align Release 1 Training
February 24, 2021
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Mitigating Activities - Submit Evidence in SEL

Secure EVidence LOCI(EI‘ Submitter3 Entity (seltesting@nerc.com} v

Step 1 - Validation

Enter a Reference ID and click "Validate™ to add new evidence to your submission,

TXRE[NCRO4015|V12021-00051|VI2021-000... Validate ()

/ Valid Reference ID

Region: TXRE

NCR: NCR04015

CMEP Activity: VI2021-00051
Tags: VI2021-00051

Step 2 - Upload Files

Click "Upload" to add evidence to your submission,

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, AR), 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Regicn for assistance.

Upload

2016 07 13_NERC Glossary.pdf )

Step 3 - Submit Evidence

Verify all documents meet submission standards then click *Submit” to complete.

TEXAS R E Align Release 1 Training
February 24, 2021
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Complete Milestone

MITIGATING ACTIVITIES

- My Active Mitigations

MITIGAT]
REGION

Align For Entities

NCR04015 Editor 1

PLA

DATE COMPLETION REGION AND

A4

(€3

B3

RELATED MILESTONES

ACTIVE REQUESTS FOR INFORMATION

TYFPE UNIQUEID a OR LRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS

Mitigating Activities 2021-00051 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 02/04/2021 CIP-002 R2 TXRE-US 07/01/2020 Active .

Mitigating Activities 2020-00740 TXRE N - Brazos Electric P nc. in TXRE 12/01/2020 1210212020 CIP-00 R1 TXRE-US 01/06/2020 Active

Mitigating Activities 2020-00734 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 112372020 TOP-001-4 Ri2. TXRE-US 08/05/2019

Mitigation Plan 2020-00733 TXRE 015 - Brazos Electric Power Co Op, Inc. in TXRE 2102/202 TOP-001-4 R10 TXRE-US

Mitigation Plan 2020-00732 TXRE N - Brazos Electric Power Co Op, Inc. in TXRE 210212020 TOP-001-4 R9 TXRE-US 03/10/2020

Mitigation Plan 2020-00731 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 121021202 TOP-001-4 RE TXRE-US 0172019 Active .
Page | 1 of 1 =

TYPE OF . . COMPLETION REQUEST . -
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
Remediating 2021-00051
|:-> ction - P Task 04/01/2021 02/04/2021 |:->
'5 202100051 Task 2 06/01/2021 02/04/2021
2021-000061
Page | 1 of 1 % Page of 0 5]

TEXAS RE

Ensuring electric reliability for Texans

Align Release 1 Training

February 24, 2021
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Submit Completion

Align For Entities v
- My Active Mitigations y tions 4 Comple tigatic NcRoso1sEditor1 (5
MY MITIGATING ACTIVITIES AND MITIGATION PLANS
TYPE uniguED_ & AECION REGISTRATION s ooMELETION STANDARD Req  TEGIONAND. START DATE STATUS
|:-) Mitigating Activities 2021-00051 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 02/04/2021 CIP-002 R2 TXRE-US 07/01/2020 Active .
Mitigating Activities 2020-00740 TXRE N - Brazos Electric P nc. in TXRE 12/01/2020 1210212020 CIP-00 R1 TXRE-US 01/06/2020 Active
Mitigating Activities 2020-00734 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 1112372020 TOP-001-4 R12. TXRE-US 08/05/2019
Mitigation Plan 2020-00733 TXRE 015 - Brazos Electric Power Co Op, Inc. in TXRE 12/02/2020 TOP-001-4 R10. TXRE-US
Mitigation Plan 2020-00732 TXRE N 5 - Brazos Electric Power Co Op, Inc. in TXRE 1210212020 TOP-001-4 R9 TXRE-US 03/10/2020
Mitigation Plan 2020-00731 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE 1202/2020 TOP-001-4 RE& TXRE-US 1/01/2019 Active .
Page | 1 of 1 =
L\I’I?EES?(ZNE UNIQUE ID NAME DUE DATE SE_F'IELETIOR E)E{EEU‘\JESSITOI\ DUEDATE 1D COMMENT
o :’;;r" aling ECD;ZSSCT Task 1 0470172024 02/0412021 >
'5 ifj:cgi[): Task 2 06/01/2021 020412021
Page | 1 of 1 % Page of 0 5]

TEXAS RE Align Release 1 Training
February 24, 2021
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Submit Completion

o

Mitigation Management

2021-00051

Align For Entities

MY MITIC [
o General Information
G Tg‘ Type  Mitigating Activities Related PNC  2021-00051 CEA TXRE =
= | Registration NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE
Applicable Requirement  CIP-002-5.1a R2. Registered Entity Contact  Please provide a point of contact for this mitigation
il
Applicable Part(s) CIP-002-5.1a R2.2.; CIP-002-5.1a R2.1. FIRST NAME LAST NAME
i Applicable Reliability GOP: TOP; TO: DP: GO _ :
Function(s) P This table is empty
il
Region-Jurisdiction(s) in TXRE-US
il which the Potential 20
' Noncompliance occurred ; =
H
Root Cause and Interim Risk Reduction
RELATEI
-h?l'; Root Cause Demonstration
E Interim Risk Reduction
B Ad
~— P
Cao .
| Review Results
Region Review Results  Accept NERC Review Results
CEA Comments Demonstration NERC Comments
Save and Action m Close
I ~Page |1 oftT T F MRS “ 4T Page [0 R e
TEXAS R E A oy 24 2023
February 24, 2021
Ensuring electric reliability for Texans 97



Submit Completion

Align For Entities

2021-00051
CEA Comments Demonstration NERC Comments
TY
[E2 ”;{ Mitigation Milestones

Mi

MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mi

2021-000060 Remediating Action Task 1 04/01/2021 02/04/2021
Mil

2021-000061 Preventative Control Task 2 06/01/2021 02/04/2021
Mil
Mil .

Requests for Information | <
M

RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
v This table is empty
Ml
Re .

£ Ad Has the scope of this -
issue expanded as a result
P of these mitigation steps?
Ca
Explanation
Save and Action m Close
% Page | 1 orT T F W T W4 TPage |0 ot F M T2

TEXAS R E Align Release 1 Training
February 24, 2021
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Submit Completion

Mitigation Management ™

2021-00051

Align For Entities

MILESTONE NAME

FLANNED COMPLETION DATE

REVISED FLANNED COMPLETION ACTUAL COMPLETION DATE

Requests for Information

REQUESTOR CONTACT

04/01/2021

06/01/2021

RESPONDENT CONTACT

RESPONSE DUE BY

Demonstration|

Action* | Submit for CEA Verification

Save and Action m Close

MY MITIC
MILESTONE ID TYPE OF MILESTONE TASK
TY
2021-000060 Remediating Action
B
— 2021-000061 Preventative
Mif
Mif
Mif
il RFIID
Ml
H Has the scope of this No
issue expanded as a result
iti i ?
RELATET of these mitigation steps?
Y Explanation 34  Paragraph
Ml
Re
B| ad
Prl.
Ca
4 Page |1 orT T F W T

This table is empty

B 7 U W = & &

TEXASRE
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Completed Mitigations

Mitigation Management Align For Entities v

aft Mitic : " itigations " i ions Ncroaolseditor: (B

MY COMPLETED MITIGATIONS

REGION REGISTRATION STANDARD REQ REGION AND DATE COMPLETION

TYFE UNIQUE ID OR LRE JURISDICTION SUBMITTED DATE

STATUS

Mitigating Activities 2020-00718 NCR04015 - nc. FAC-002-3 R3 E-US 111772020 Failed Screen
Mitigation Plan 2020-00719 TXRE NCR04015 - Brazos nc. in TXRE FAC-008-3 R TXRE-US 12/02/2020 12/02/2020
Mitigation Plan 2020-00735 TXRE NCRO04015 - Brazos Electric nc. in FAC-003-4 R TXRE-US 1/24/2020
Mitigating Activities 2020-00745 TXRE NCRO04015 - Brazos Electric P nc. in TXRE EOP-005-3 R5 TXRE-US 12/01/2020 12/01/2020

@
c

Mitigating Activities 2020-00747 TXRE MCR04015 - Brazos Electric Power Co Op, Inc. in TXRE EOP-005-3 RT TXRE-US 12/01/2020 12/01/2020

Mitigating Activities 2020-00748 TXRE NCR04015 - Brazos Electric P nc. in TXRE EOP-005-3 R3 TXRE-US 12/01/2020 12/01/2020

Mitigating Activities 2020-00749 TXRE NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE EOP-005-3 R9 TXRE-US 12/01/2020 12/01/2020

Mitigating Activities 2021-00051 TXRE 015 - Brazos Electric R2 TXRE-US 02/04/2021 02/04/2021

Page | 1 of 1 =
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Sli.do (#TXRE) A.H.G.N

True/False: All mitigations begin as Mitigating Activities.

...iiffiffifii:.'I'Ex As R E Align Release 1 Training
February 24, 2021
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Sli.do (#TXRE) A.H.G.N

When can the registered entity submit mitigation?
A. With the Self-Report

2. After the Self-Report is submitted

C. While the PNC is under review

D. All of the Above

...i:fffffifff:.'I'Ex As R E Align Release 1 Training
""""" February 24, 2021
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VIOLATION PROCESSING TRACKS

TEXAS R E Align Release 1 Training
February 24, 2021
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Violation Processing Tracks AHG.N
Texas RE Disposes of Possible Violation

. Compliance
Dismissal _
Exception (CE)
Submitted to NERC
Posted/Filed to FERC

TEXAS RE Align Release 1 Training
February 24, 2021

ing electric reliability for Tex 104

Find, Fix, Track Spreadsheet Full Notice of

and Report Notice of Penalty
(FFT) Penalty (SNOP) (Full NOP)




Process Differences: 4| I EF I
Notice of Compliance Exception (CE)

Current (webCDMS) New (Align)

The CE letter is sent to the PCC’s | Registered entity receives a

email from webCDMS. notification from Align that the CE
letter is available to be viewed in

Enforcement issues an affidavit and
evidence index through the Extranet
and emails the entity requesting to |CE remains on the main Align

return the signed affidavit within dashboard until it is acknowledged.
seven days.

Align.

Align Release 1 Training
February 24, 2021
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Email Notification: CE

LR T S B T L T PP

RE has been sent a Notification (21-000224) For Your Awareness
Retention Policy Texas RE Retention Policy - Default (&6 months) Expires 8/3/2021

N

WARNING: EXTERNAL SENDER. Always be cautious when clicking links or opening attachments. NEVER provide your user ID or
password.

AHG.N Automatic email alert

Type: Compliance Exception Letter

Noncompliance ID: 2021-00051

The Compliance Exception Letter and any corresponding attachments (if applicable) have been uploaded to the 2021-00051 record for the entity in the
Align System.

To see the Compliance Exception Letter, please log into the Align system.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align

TEXAS R E Align Release 1 Training
| February 24, 2021
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CE Letter - My Align Dashboard

My Align Align For Entities v
HR iy Dashboard and Tasks NcRrosoisEditor1 (G
Assigned To Me
NEWS AND UPDATES
s MTIN]
TRAINING
Welcome to Release 1 of the Align systeml! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs
from the Compliance Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your
Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.
MY TASKS STATUS OF MY FINDINGS
TYFE UNIQUE ID A gg?_'gg STATUS MCR REGISTRATION STANDARD REQ DUE DATE
e Exception azos Electric Power Co - Settlement
E ® XN 02100051 TXRE NCR04015 Ern‘l;_‘,E e Fowe CIP-002-51a  R2
Compliance Exception J— Brazos Electric Power Co .
Letter 2020-00740 R Op, Inc e ) Preliminary Screening
202000735 TXRE NCROA01S  grocos FECMEPORErCO  pacoosg R 1210212020
. Brazos Eleclric Power Co ) PNC Review
2020-00733 NCR040 oD, Inc -4 R10
Compliance Exception - o Brazos Electric Power Co e . e
Letter 2020-00733 TXRE NCRO40 0p. Inc -001-4 R10. 2131/2020 Find, Fix, Track
NAVAPS 2020-00733 TXRE NCRO04015 I?rﬂaz“c Elactric Fower Co TOP-001-4 R10. 12/31/2020
Compliance Exception . Brazos Electric Power Co R I Failed Screen
2020-00731 TXRE oD, Inc -001-4 RS 2102/2020
Find Fix Track Lefier  2020-00730 TXRE NCR04015 CrOWerte  top-po1-4 R7 Enforcement Processing
2020-00729 TXRE NCRO040 CFOWErto  1op-001-4 R6 12/09/2020
~ Compliance Exception
. - bm o Brazos Electric Power Co -
Mitioation Plan 2020-00727 TXRE . NCR04015 - -4 R4
Page | 1 of 1 5] 01234567 8910 12 14 16
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CE Letter - My Align Dashboard

My Align Align For Entities v
B My D 2021-00051 or1 (>
|| Assigne
| Notification
A Type Compliance Exception Letter Notification ID  21-000224
TRA
From TRE Editor 1 Respondent Comments
Welcome |
from the C Sent Date  February 4, 2021
Regions).
Comments
MY TASK @nts CE Letter from Texas RE docx > -
T Response Due Date
Contestation -
C
B L Response Attachments | Attach file
Ca
Lel Acknowledged Date
Fin
Ag
Ca Secure Evidence Locker Reference
Lef
E; Secure Evidence Locker You may submit Attachments related to this Notification via ERO Secure Evidence Locker (SEL) with the following reference number:
| Instructions
5| TXRE|NCR04015|F2021-00051--N21-000224
cd If you are hosting your own SEL, please provide a hyperlink to your locker in the comment section above.
Lef
i Related EAs and PNCS
Fin
Wil Save and Action Save Close
T T 1
L] b Fage | 1 or1 ¥ 4] "= T B B A B - B B 1) = 1= 16

TEXAS R E Align Release 1 Training
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CE Letter - My Open Findings

Enforcement Processing Vv Align For Entities v
B My Open Findings ¥ - NCRo4015Editor1 (>
MY OPEN FINDINGS
MONITORING UNIQUE ID 4 REGION DATE REGISTRATION STANDARD REQ START DATE FINDING SEND MITIGATION
; o] QRLEE SUBIMITIED SIATUS UEDATE
Mitigating Activities -
E.) Self-Report 2021-00051 TXRE 02/04/2021 CIP-002-5.1a R2 0710172020 Compliance Exception JEL
2020-00766 TXRE 10 R2 PNC Revie —+
Mitigating Activities
Audit 2020-00762 TXRE 12/02/2020 BAL-001-TRE-1 Rs 1110172020 Preiiminary Screening L mneneE
Uran
Mitigating Activities
Audit 2020-00760 TXRE 12/02/2020 CIP-007-6 R4 12/01/2020 Preliminary Screening 4 L mneneE
Uran
Audit 2020-00759 TXRE 210212020 EOP-008-2 R5 02/2020 Preliminary Screening 4 r:m:;anng Actiities
Uran
Mitigating Activities
Seff-Log 2020-00757 TXRE 2020 BAL-001-TRE-1 R6 112020 PNC Revie + L mneneE
Uran
. N . Mitigating Activities
Audit 2020-00752 TXRE CIP-0 R Preliminary Screening jﬁf ’
Mitigating Activities
Sel 2020-00751 TXRE 12/01/2020 EOP-005-3 R11 )3 PNC Revie —+ vf \g.ﬁ.lng s
In Verification
Mitigating Activities
Se 2020-00750 TXRE 1210112020 EOP-005-3 R10 PNC Revie + vitoating Actvites
In Verification
Mitigating Activities
2020-00749 TXRE 12/01/2020 EOP-005-3 R PNC Revie + Hitgstng
omplete
NCR04015 - Brazos . Mitioatina Activities T
Page | 1 of2 » M &
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your ' ] Enforcement 5
15 of i p : pl : ¥ MrrE g Compliance Exception Processing
Registration(s). You can View those findings, and you can send a
indi i i i ; i Find, Fix, Track Complete
Finding Update to provide your Region with more information. '_. Pending
‘You can also access your Mitigation from this screen. A summary Settlement rnpsii
Mitigation and amy
of the process a Finding goes through is shown on the right. Confirmed Violation other obligations

TEXAS R E Align Release 1 Training
February 24, 2021
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CE Letter - My Open Findings - Scroll to End

ement Pr

2021-00051

Align For Entities

H my g

Mg
ME

S

sp

Sa
Au
Se
Se

Se

H

INSTRUC

This is your
status of all
Registration
Finding Up
You can als

nstructions

TXRE|NCR04015|VvI2021-00051|VI2021-00051|CIP-002-5.1a|R2.|2.2.,2.1.

Related Items

SUBMITTED FINDING UPDATES

UNIQUE ID

SENT

=

Page ofo

MITIGATION

TYPE UNIQUE ID

DUE DATE STATUS

E.) Mitigating Activities 2021-00051

of the procese o+ muny yues unvuyn e arww e s g

02/04/2021 Complete

REQUESTS FOR INFORMATION

D

RESPOMND BY

>  21-000275R

Response Received

Page | 1 of 1 =
NOTIFICATIONS
P " o .‘!E!WNDEY
Compliance Exception
& Letter 21-000224

s

TEXASRE
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NOTICE OF COMPLETION OF
ENFORCEMENT ACTION
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Process Differences: Closure Notifications A-H-G.N

Current (webCDMS) New (Align)
Registered entity receives a Notice | Align sends the Notice of
of Completion of Enforcement Completion of Enforcement Action.

Action from webCDMS. _ o _
View under My Closed Findings in

Align.

Align Release 1 Training
February 24, 2021
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Today’s Scenario A-H-G-N

* Brazos Electric
Power Cooperative,
Inc. In Texas RE

* CIP-002-5.1 R1

Closure

Align Release 1 Training
February 24, 2021
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My Closed Findings

Enforcement Processing v Align For Entities

HH My Closed Findings NCR04015 Editor 1

MONITORING UNIQUE ID 4 REGION DATE REGISTRATION STANDARD REQ START DATE FINDING MITTYPE

Dlor P RT=T N o = n STl

Mitigating Activities

2021-00051 TXRE 0210412021 NCRO04015 - Brazos Electric Power Co Op, Inc. In TXRE R2 07/01/2020 Compliance Exception ——
Sefi-Report 2020-00740 TXRE 12101/2020 NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE R1 01/06/2020 Compliance Exception _T::iati”g'\di‘rities
Audit 2020-00735 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE FAC-003-4 R1 10/01/2019 Settiement r"iﬂcn-lf‘a_t::n e

2020-00733 TXRE NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE  TOP-001-4 R10 03/09/2020 Compliance Exception rj;ff:fjpzn
SefF-Report 2020-00731 TXRE 1172372020 NCRO04015 - Brazos Eleciric Power Co Op, Inc.in TXRE ~ TOP-001-4 RS 120212019 Compliance Exception Mitigation Fian

Active

Mitigation Plan

Active

2020-00730 TXRE 1172372020 NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE TOP-001-4 RT 07/06/2020 Find, Fix, Track

Mitigating Activities

In Verification

Seli-Report 2020-00729 MCR04015 - Brazos Electric Power Co Op, Inc. in TXRE -4 RE&. 05/05/2020 Find, Fix, Track
Mitigation Plan

Active

NCR04015 - Brazos Electric Power Co Op, Inc. in TXRE TOP-001-4 R5 02/10/2020

2020-00728

Mitigation Plan

Active

2020-00726 TXRE 11/23/2020 NCR04015 - Brazos Electric P

r Co Op, Inc. in TXRE TOP-001-4 R3 05/04/2020

Mitigation Plan

In Verification

@

Seli-Report 2020-00725 TXRE 11/23/2020 MCR04015 - Brazos Electric Power Co Op, Inc. in TXRE TOP-001-4 R1 05/06/2020 Find, Fix, Track

Mitigating Activities

Failed Screen

2020-00718 TXRE 111772020 NCRO04015 - Brazos Electric Power Co Op, Inc. in TXRE FAC-008-3 R3 06/09/2020 Failed Screen

@

o

Page | 1 of 1 =
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Sli.do (#TXRE) A.H.G.N

What notice letters will be saved in Align?
A. Dismissal

2. Compliance Exception

C. Find, Fix, and Track

D. All of the Above

...i:fffffiff::.'I'Ex As R E Align Release 1 Training
February 24, 2021
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Next Steps AHG-N

February — March:

Obtain Access to March 31: Align
Align and SEL Go-live

March — April: Mini

hands-on
sessions
“FTEXASRE e s

reliability for Tex 117



Hands-on Mini Sessions A-H-G-N

e Description:
= Hands-on experience with Aligh and ERO SEL
= Most helpful for submitter role
= Limited to 10 attendees
= By request only. Must register in advance!
e Dates:
= Every Wednesday in March and April by request from 12pm —
4pm
e Register on Texas RE’s Align page

= Regqistration Link

...i:fffffifff:.'I'Ex As R E Align Release 1 Training
""""" February 24, 2021
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https://www.eventbrite.com/e/align-hands-on-training-tickets-136342904297

Training Resources: https:/training.nerc.net AHG.N

o Registered Entity Videos - 18
= Introduction, Self-Logging & Self-Reporting, Mitigation, and the SEL

e Resources

= Align
* Reqistered Entity User Access Guide
« Reqistered Entity User Guide
« Reqistered Entity Start Stop Continue Guide
« Reqistered Entity Support Process
 ALL Align R1 Business Process Harmonization Summary
* ALL Process Flows and Reference Guides
 ALL MFA User Guide

= SEL: Reqistered Entity SEL Portal User Guide

TE x s R E Align Release 1 Training
=ss==sssssss==' A February 24, 2021
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https://training.nerc.net/
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
https://trn.nerc.com/User%20Guide/RE_UserGuide.pdf
https://trn.nerc.com/User%20Guide/RE_SSC_Guide.pdf
https://trn.nerc.com/User%20Guide/RE_Support_Process.pdf
https://trn.nerc.com/User%20Guide/R1_Harmonization.pdf
https://trn.nerc.com/User%20Guide/Process_Flows.pdf
https://trn.nerc.com/User%20Guide/MFA_USERGUIDE.pdf
https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf

Questions?

Align Release 1 Training
February 24, 2021
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