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CIP Standards - Overview  

ǒVersion 2 of CIP Standards is now in force 

ǒVersion 3 of  CIP Standards is effective 

October 1, 2010 

ǒVersion 4 of CIP Standards is back to the 

drawing board 

ǒNew implementation plan 
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Version 3 CIP Changes  

ǒPrimarily only two standards change: 

ÁCIP-006 R1.6 

ÅCreated provision for a visitor control program 

ÁCIP-008 R1.6 

ÅRemoved the last sentence. ñTesting the Cyber 

Security Incident response plan does not require 

removing a component or system from service during 

the test.ò 

ǒAll other CIP standards pushed to version 3 

without changes to ñsimplifyò tracking 
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CIP -006 -3 R1.6  

ǒR1.6 A visitor control program for visitors 

(personnel without authorized unescorted 

access to a Physical Security Perimeter), 

containing at a minimum the following:  

ÁR1.6.1. Logs (manual or automated) to document 

the entry and exit of visitors, including the date and 

time, to and from Physical Security Perimeters.  

ÁR1.6.2. Continuous escorted access of visitors 

within the Physical Security Perimeter.  

 

CIP Workshop 

September 9, 2010 



5 

CIP -008 -3 R1.6  

ǒR1.6. Process for ensuring the Cyber Security 

Incident response plan is tested at least 

annually. A test of the Cyber Security Incident 

response plan can range from a paper drill, to 

a full operational exercise, to the response to 

an actual incident. Testing the Cyber Security 

Incident response plan does not require 

removing a component or system from service 

during the test. 
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VRS and VSL Changes  

ǒViolation Risk Factors (VRS) and Violation 

Severity Levels (VSL) were modified in version 

3. 

ÁVRS and VSL impact the penalty calculation. 
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CIP Version 2 & 3 Implementation Plan  

ǒThe original 4 table implementation plan ends 
December 31, 2010. 

ÁAll entities will be required to be auditably 
compliant by this date (if registered prior to April 1, 
2008) 

ǒOnly ñnewò assets and registration changes 
will require an implementation schedule going 
forward (see ñImplementation Plan for Newly 
Identified Critical Cyber Assets and Newly 
Registered Entitiesò on the NERC website at 
http://www.nerc.com/docs/standards/sar/Imp-
Plan_Newly_Identified_CCA_RE_clean_last_a
pproval_2009Nov19.pdf) 
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New Implementation Plan Major Points  

ǒThere are now 2 categories that an asset can 

fall into and 3 tables that describe when they 

need to be compliant. 

ǒ If a registered entity had no other CCAs and 

no CIP-002 methodology/program prior to the 

identification of new CCAs they get the most 

generous schedule. 
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Milestones ð Shorthand Version  

1. Entity has a program and adds an asset not 

already in service - Asset must be compliant 

when put into service. 

2. Asset is already in service and was not a 

previously a CCA - 6/12/24 month compliance 

schedule depending on Category and 

requirement. 
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CIP Version 4 Architect  
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CIP secret decoder ring  

ǒ Fizzbin is a fictional card game created by Star Trekôs 

Captain Kirk. While being held hostage on Sigma Iota II, 

he spontaneously invented a confusing card game to 

distract the henchmen guarding them. 

ǒ Each player gets six cards, except for the player on the 

dealer's right, who gets seven. The second card is 

turned up, except on Tuesdays. Kirk dealt the 

henchman two jacks, which are a "half-fizzbin." When 

the henchman said he needs another jack, Kirk warned 

that a third jack is a "shralk" and is grounds for 

disqualification. With two jacks, one wants a king and a 

deuce, except at night, when one wants a queen and a 

four. 

ǒ If you lose, and you will, you get registered by NERC for 

CIP Standards compliance. 
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CIP Version 4  

ǒVersion 4 strategy is being revised ï solution 

does not yet have consensus 

ÁPossibly add new CIP-010 and CIP-011, or  

ÁRevise CIP-002 to address the most pressing 

concern: Critical Asset determination methodologies 

ǒUrgent revision to CIP-005 

ÅRemote access to Critical Cyber Assets (CCAs) 

ÅPre-ballot review to be completed by 9/17/10 

ÅVisit NERC for more details 

http://www.nerc.com/filez/standards/SAR-

Urgent_Action_Revisions%20to%20CIP-005-3.html 
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Cyber Security Regulations  

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 

NERC UA1200       

(Control Centers Only) 

Approved 

Urgent Action ñUAò Standards expire after 1 year 

NERC UA1200 

re-approved  

NERC 1300 drafting begins 

Expanded Scope. 

Becomes CIP 002-1 thru 009-1 

Critical Assets ñCAò and 

Critical Cyber Assets ñCCAò 

CIP 002-1 thru 009-1 

Approved by 

Industry 

FERC Order 706 approves       

CIP 002-1 thru 009-1 but  

requires ERO to make revisions 

New drafting team 

formed and Drafting of  

CIP 002-2 thru 009-2 

begins 

CIP V1 

Compliance Date 

CIP 002-2 thru 009-2 

approved by FERC, but 

requires ERO to make 

revisions 

CIP 002-3 thru 009-3 

approved by FERC 

CIP V2 

Effective Date 

CIP V3 

Effective Date 

CIP 010-1 thru 011-1 ñV4ò 

posted for informal comment 

Introduces BES Cyber 

Systems replaces CA and 

CCA 

Political Pressure to show 

progress influences  ñPlan Bò 

Revert back to CA method but 

use ñBright Linesò for scoping 

Proposed Completion 

date for V4 ñPlan Bò Possible FERC Approval 

date for V4 ñPlan Bò 

Effective after 6 Months 

Possible FERC Approval 

date for CIP 010-011 

Effective after 6 Months 

Proposed CIP 010-011 

Completion Date 

Possible NERC CIP 010-

011 Compliance Date 

Possible NERC CIP 

Compliance at Nuclear 

Full NRC 10CFR 73.54 

compliance required  


