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SECTION 1500 — CONFIDENTIAL INFORMATION

1501. Definitions

1.

Confidential information means (i) confidential business and market
information; (ii) critical energy infrastructure information; (iii) personnel
information that identifies or could be used to identify a specific individual, or
reveals personnel, financial, medical, or other personal information; (iv) work
papers, including any records produced for or created in the course of an
evaluation or audit; (v) investigative files, including any records produced for or
created in the course of an investigation; or (vi) cybersecurity incident
information; provided, that public information developed or acquired by an entity
shall be excluded from this definition.

Confidential business and market information means any information that
pertains to the interests of any entity, that was developed or acquired by that
entity, and that is proprietary or competitively sensitive.

Critical energy infrastructure information means specific engineering,
vulnerability, or detailed design information about proposed or existing critical
infrastructure that (i) relates details about the production, generation,
transportation, transmission, or distribution of energy; (ii) could be useful to a
person in planning an attack on critical infrastructure; and (iii) does not simply
give the location of the critical infrastructure.

Critical infrastructure means existing and proposed systems and assets, whether
physical or virtual, the incapacity or destruction of which would negatively affect
security, economic security, public health or safety, or any combination of those
matters.

Cybersecurity incident information means any information related to,
describing, or which could be used to plan or cause a cybersecurity incident as
defined in 18 C.F.R. § 39.1.

1502. Protection of Confidential Information

1.

Identification of Confidential Information — An owner, operator, or user of
the bulk power system and any other party (the “submitting entity”) shall mark as
confidential any information that it submits to NERC or a regional entity (the
“receiving entity”) that it reasonably believes contains confidential information as
defined by these rules, indicating the category or categories defied in Section
1501 in which the information falls. If the information is subject to a prohibition
on public disclosure in the Commission-approved rules of a regional transmission
organization or independent system operator or a similar prohibition in applicable
federal, state, or provincial laws, the submitting entity shall so indicate and
provide supporting references and details.
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2. Confidentiality — Except as provided herein, a receiving entity shall keep in
confidence and not copy, disclose, or distribute any confidential information or
any part thereof without the permission of the submitting entity, except as
otherwise legally required.

3. Information no longer Confidential — If a submitting entity concludes that
information for which it had sought confidential treatment no longer qualifies for
that treatment, the submitting entity shall promptly so notify NERC or the
relevant regional entity.

1503. Requests for Information

1. Limitation — A receiving entity shall make information available only to one
with a demonstrated need for access to the information from the receiving entity.

2. Form of Request — A person with such a need may request access to
information by using the following procedure:

2.1  The request must be in writing and clearly marked “Request for
Information.”

2.2 The request must identify the individual or entity that will use the
information, explain the requester’s need for access to the information,
explain how the requester will use the information in furtherance of that
need, and state whether the information is publicly available or available
from another source or through another means. If the requester seeks
access to information that is subject to a prohibition on public disclosure
in the Commission-approved rules of a regional transmission organization
or independent system operator or a similar prohibition in applicable
federal, state, or provincial laws, the requester shall describe how it
qualifies to receive such information.

2.3 The request must stipulate that, if the requester does not seek public
disclosure, the requester will maintain as confidential any information
received for which a submitting party has made a claim of confidentiality
in accordance with NERC’s rules. As a condition to gaining access to such
information, a requester shall execute a non-disclosure agreement in a
form approved by NERC’s board of trustees.

3. Notice and Opportunity for Comment — Prior to any decision to disclose
information marked as confidential, the receiving entity shall provide written
notice to the submitting entity and an opportunity for the submitting entity to
either waive objection to disclosure or provide comments as to why the
confidential information should not be disclosed. Failure to provide such
comments or otherwise respond is not deemed waiver of the claim of
confidentiality.
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4, Determination by ERO or Regional Entity — Based on the information
provided by the requester under Rule 1503.2, any comments provided by the
submitting entity, and any other relevant available information, the chief
executive officer or his or her designee of the receiving entity shall determine
whether to disclose such information.

5. Appeal — A person whose request for information is denied in whole or part may
appeal that determination to the President of NERC (or the President’s designee)
within 30 days of the determination. Appeals filed pursuant to this Rule must be
in writing, addressed to the President of NERC (or the President’s designee), and
clearly marked “Appeal of Information Request Denial.”

NERC will provide written notice of such appeal to the submitting entity and an
opportunity for the submitting entity to either waive objection to disclosure or
provide comments as to why the confidential information should not be disclosed,;
provided that any such comments must be received within 30 days of the notice
and any failure to provide such comments or otherwise respond is not deemed a
waiver of the claim of confidentiality.

The President of NERC (or the President’s designee) will make a determination
with respect to any appeal within 30 days. In unusual circumstances, this time
limit may be extended by the President of NERC (or the President’s designee),
who will send written notice to the requester setting forth the reasons for the
extension and the date on which a determination on the appeal is expected.

6. Disclosure of Information — In the event the receiving entity, after following
the procedures herein, determines to disclose information designated as
confidential information, it shall provide the submitting entity no fewer than 21
days’ written notice prior to releasing the information in order to enable such
submitting entity to (a) seek an appropriate protective order or other remedy, (b)
consult with the receiving entity with respect to taking steps to resist or narrow
the scope of such request or legal process, or (c) waive compliance, in whole or in
part, with the terms of this Rule. Should a receiving entity be required to disclose
confidential information, or should the submitting entity waive objection to
disclosure, the receiving entity shall furnish only that portion of the confidential
information which the receiving entity’s counsel advises is legally required.

7. Posting of Determinations on Requests for Disclosure of Confidential
Information — Upon making its determination on a request for disclosure of
confidential information, NERC or the regional entity, as applicable, shall (i)
notify the requester that the request for disclosure is granted or denied, (ii)
publicly post any determination to deny the request to disclose confidential
information, including in such posting an explanation of the reasons for the denial
(but without in such explanation disclosing the confidential information), and (iii)
publicly post any determination that information claimed by the submitting entity
to be confidential information is not confidential information (but without in such
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1504.

1505.

1506.

1507.

posting disclosing any information that has been determined to be confidential
information).

Employees, Contractors and Agents

A receiving entity shall ensure that its officers, trustees, directors, employees,
subcontractors and subcontractors’ employees, and agents to whom confidential
information is exposed are under obligations of confidentiality that are at least as
restrictive as those contained herein.

Provision of Information to FERC and Other Governmental Authorities

1. Request — A request from FERC for reliability information with respect to
owners, operators, and users of the bulk power system within the United States is
authorized by Section 215 of the Federal Power Act. Other applicable ERO
governmental authorities may have similar authorizing legislation that grants a
right of access to such information. Unless otherwise directed by FERC or its
staff or the other ERO governmental authority requesting the information, upon
receiving such a request, a receiving entity shall provide contemporaneous notice
to the applicable submitting entity. In its response to such a request, a receiving
entity shall preserve any mark of confidentiality and shall notify FERC or other
appropriate governmental authorities that the submitting entity has marked the
information as confidential.

2. Continued Confidentiality — Each receiving entity shall continue to treat as
confidential all confidential information that it has submitted to NERC or to
FERC or another appropriate ERO governmental authority, until such time as
FERC or the other appropriate ERO governmental authority authorizes disclosure
of such information.

Permitted Disclosures

1. Confirmed Violations — Nothing in this Section 1500 shall prohibit the
disclosure of a violation at the point when the matter is filed with an appropriate
governmental authority as a notice of penalty, the “violator” admits to the
violation, or the alleged violator and NERC or the regional entity reach a
settlement regarding the violation.

2. Compliance Information — NERC and the regional entities are authorized to
exchange confidential information related to evaluations, audits, and
investigations in furtherance of the compliance and enforcement program, on
condition they continue to maintain the confidentiality of such information.

Remedies for Improper Disclosure

Any person engaged in NERC or regional entity activity under section 215 of the Federal
Power Act or the equivalent laws of other appropriate governmental authorities who
improperly discloses information determined to be confidential may lose access to
confidential information on a temporary or permanent basis and may be subject to
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adverse personnel action, including suspension or termination. Nothing in Section 1500
precludes an entity whose information was improperly disclosed from seeking a remedy
in an appropriate court.

Effective January 14, 2010 82



