
Technical Feasibility 
Exception Request Form 
Part A: Portal Training

Learn how to submit TFE requests for your organization 
on the secure Texas Regional Entity Portal. 

portal.texasre.org

To submit a request for a TFE, your organization must have the following roles set 
up in your Master Account:

(1) Master Account Administrator and/or TFE Contributor (to submit data)
(2) Authorized Signatory (to certify data)
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Technical Feasibility Exceptions -- Applicable 
CIP Requirements 

● Technical Feasibility Exceptions apply only to specific requirements 
in NERC Critical Infrastructure Protection (CIP) Reliability Standards: 
CIP-002 through CIP-009

● Below are requirements eligible for TFE Request:
 CIP-005-1/R2.4
 CIP-005-1/R2.6
 CIP-005-1/R3.1
 CIP-005-1/R3.2
 CIP-007-1/R2.3
 CIP-007-1/R4
 CIP-007-1/R5.3
 CIP-007-1/R5.3.1
 CIP-007-1/R5.3.2
 CIP-007-1/R5.3.3
 CIP-007-1/R6.
 CIP-007-1/R6.3.
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Your Portal Account

TFE Request Form Part A Training
October 2009 

Log into the Texas Regional Entity Portal: https://portal.texasre.org. 

(If you do not know your username, contact your Master Account Administrator (MAA) to 
obtain your username.  Then click “I forgot my password” at the login page to have a 
temporary password emailed to you.)

1. Your contact name displays. Security Reminder: Do not share usernames or accounts. 

2. Your organization’s Master Account name also displays. 

If you have access to more than one organization’s Master Account, you will see a drop-down 
menu at the top.  If you have access to multiple Master Accounts, when filling out compliance 
forms, you must first use the drop-down menu to select the correct organization.

https://portal.texasre.org/�
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Requesting Technical Feasibility Exceptions via 
the Portal

● Technical Feasibility Exception (TFE) Request 
Part A Form on the portal may be used by 
entity to send a request to Texas RE.

● The form assumes that the user has read 
NERC’s Rules of Procedure Appendix 4D –
Technical Feasibility Exception: 
http://www.nerc.com/page.php?cid=1|8|169

TFE Request Form Part A Training
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TFE Roles Assigned in the Portal

Your organization’s Master Account
Administrator will assign roles to users
responsible for completing the TFE request: 
● TFE Contributor – may fill out the form
● TFE Viewer – may view the form but not edit

An Authorized Signatory will be required to
electronically sign the Certification Statement.
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Locate TFE Request Forms

To create or locate TFE request forms, select TFE Request.

Select Add New to create a new request. 
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TFE Request Form Due Date

● When the TFE 
request form is 
created by the 
entity, it is due in 
14 days.

● If the form cannot 
be completed 
immediately, the 
form may be 
saved. Return to 
the form by 
selecting TFE 
Request and 
Incomplete.

TFE Request Form Part A Training
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Form Overview

Provide the following information:
● Technical contact
● Applicable CIP standard and requirement
● Number of covered assets

TFE Request Form Part A Training
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Form Overview (continued) – TFE Request Filings 
with Multiple Regions

● If applicable, TFE request forms must be filed 
separately with each of the Regional Entities; 
the Regional Entities will coordinate.

● Please indicate on the form if your 
organization will submit similar requests in 
other regions.

● The TFE request your organization submits to 
Texas RE only applies to covered assets 
within the ERCOT region.
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Form Overview (continued) – Equipment, 
Process, or Procedure

Provide the type of equipment, process, or
procedure at or associated with the covered
assets and subject to or required by the CIP
standard and requirement.
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Form Overview (continued) – Equipment, 
Process, or Procedure Selections on Form

● Data storage device
● Digital protective control 

device
● Electronic access control 

system
● Electronic access 

monitoring system
● Industrial/process control 

system
● Mainframe computer
● Network/data 

communications device
● PC/laptop
● Peripheral device (e.g., 

printer)

● Physical access control 
system

● Physical access monitoring 
system

● Physical security perimeter
● Relay
● RTU
● Server
● Telecommunications device
● Transmitters
● Valve controllers
● Class-Type TFE
● Other

TFE Request Form Part A Training
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Form Overview (continued) – Basis and 
Justification 

● Not technically possible
● Operationally infeasible
● Precluded by technical 

limitations
● Adverse effect on BES 

(bulk electric system) 
reliability

● Cannot achieve by 
compliance date

● Unacceptable safety risks
● Conflicts with other 

statutory or regulatory 
requirement

● Excessive cost exceeds 
reliability benefit

Provide the basis for the TFE request.

Provide description and justification.
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Form Overview (continued) – Impact and 
Mitigation

● Provide the estimated impact on reliable 
operation of the BES.

● Provide a summary of compensating and/or 
mitigating measures.
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Form Overview (continued) – Time Schedule

Provide proposed plan and time schedule for
terminating the TFE; or explain why open-ended 

TFE is requested.
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Form Overview (continued) – Plan for 
Terminating TFE – Selections on Form 

● Replace equipment/process/location
● Upgrade equipment/process/location
● Eliminate the need for 

equipment/process/location
● Research means to reach strict compliance
● Design means to reach strict compliance
● Test means to reach strict compliance
● Other
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Form Overview (continued) – National Security 
Standards

Notify Texas RE whether request is supported by
national security standards.
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Completion of the Form

Once a form is complete, check the Ready for 
Authorized Signatory Approval box at the 
bottom of the form. 

Click  Save Item. 

All required fields must be filled out.

Important: Once you select “Ready for 
Authorized Signatory Approval,” and save, only 
an MAA can unlock the form (by unclicking the 
checkbox). Make sure that you have correctly 
filled out the form before indicating that it is 
ready for signature. 

Check the box 
indicating that the 
entity understands and 
agrees to TFE 
requirements. 
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Locate Form for Certification Statement 

Once your form (or forms) is marked “Ready for Authorized Signatory Approval,” the form must be added to a 
Certification Statement.

Important: Your form is not submitted until a Certification Statement has been submitted.

Locate the form(s) by going to TFE Request, Incomplete.
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Understand the Search Results – Certification 
Statements

The Certification Statement column shows the status of certification:

1. An empty field indicates the form has not been marked as “Ready for Authorized Signatory Approval” or 
submitted to Texas RE.

2. A form marked as “Ready for Authorized Signatory Approval” has a checkbox. This form must be selected by a 
Contributor to add to a Certification Statement, to be signed by the Authorized Signatory before the due 
date.

3. A date indicates that the form has been included on a Certification Statement.  The Certification Statement 
still needs to be submitted by the Authorized Signatory, before the due date.

4. Only a date highlighted in green indicates that the Certification Statement been submitted to Texas RE.

2
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Certification Statement – Prepare for Authorized 
Signatory Approval

Under the Certification Statement column, click the box for each form that you would like to select for a 
Certification Statement.  More than one form may be included under one Compliance Certification Statement. 

Once all of the boxes are checked, click Create Certification Statement.

Once you have clicked View Certification Statement, you will be asked whether you are sure that you want to 
run a Certification Statement on those forms: Click OK.
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Certification Statement – Prepare for Authorized 
Signatory Approval (cont.)

1. Select the Authorized Signatory. If your Authorized Signatory contact does not appear 
in the list, contact your MAA to assign the appropriate user an “Authorized Signatory” 
role.  

2. Then, click Notify Authorized Signatory.  

Note:  If you are both a Contributor and the Authorized Signatory, the “Notify 
Authorized Signatory” link will be replaced with Submit Certification Statement.
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Submit the Certification Statement

● Again, you must be assigned the Authorized 
Signatory role to submit the Certification 
Statement.

● An Authorized Entity Officer (AEO) must have 
been given the Authorized Signatory role in order 
to submit the Certification Statement.

● There may be more than one Authorized 
Signatory for an organization. The Authorized 
Signatory for a form does not have to be the AEO.

● Authorized Signatories see only the Certification 
Statements they have been assigned.
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Certification Statement – Authorized Signatory 
Approval

If you are the Authorized Signatory, you may locate the Certification Statement either by (a) 
clicking the link that is e-mailed to you (portal login required), or (b) logging into the portal and 
choosing Pending Certification Statements under the Compliance menu (preferred method).

Portal URL: https://portal.texasre.org 

1. To review the Certification Statement (.pdf), click the View.  

2. If you are ready to sign, click Review and Sign Certification Statement.
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Certification Statement – Authorized Signatory 
Approval (continued)

1. To review the form, click the form’s name.  

2. If you are ready to certify that the compliance information is accurate, click Review and Sign 
Certification Statement.

Once you have clicked Submit Certification Statement, you will be asked to verify that you wish to 
sign the Certification Statement.

Click OK if you wish to submit the Certification Statement. 

Important: Once the  TFE request form and Certification Statement has been officially submitted 
to Texas RE, the form and Certification Statement cannot be retracted.

TFE Request Form Part A Training
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Understanding Search Results – Successful Form 
Submission

A date in green indicates when that the form was officially submitted to Texas RE. Green does not indicate 
that the request has been approved.  

The green highlight is your indication that the form was successfully submitted. If the date is not 
highlighted in green, the form has not been submitted to Texas RE.
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TFE Requests via the Portal (continued)

● The entity will be contacted by Texas RE staff 
to submit the Part B form and mitigation plan 
separately

● The TFE request will be reviewed, then 
accepted or rejected by Texas RE staff

● If the TFE request is rejected, the entity may 
submit an amended TFE request, revising the 
original form

● The entity may locate incomplete, under 
review, approved, rejected, and amended TFE 
request forms in the portal

TFE Request Form Part A Training
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For questions, contact 
cybersec@texasre.org
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